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Notice:

OMRON products are manufactured for use according to proper procedures by a qualified operator
and only for the purposes described in this manual.

The following conventions are used to indicate and classify precautions in this manual. Always heed
the information provided with them. Failure to heed precautions can result in injury to people or dam-
age to property.

&DANGER Indicates an imminently hazardous situation which, if not avoided, will result in death or
serious injury. Additionally, there may be severe property damage.

&WARNING Indicates a potentially hazardous situation which, if not avoided, could result in death or
serious injury. Additionally, there may be severe property damage.

&Caution Indicates a potentially hazardous situation which, if not avoided, may result in minor or
moderate injury, or property damage.

OMRON Product References

All OMRON products are capitalized in this manual. The word “Unit” is also capitalized when it refers to
an OMRON product, regardless of whether or not it appears in the proper name of the product.

The abbreviation “Ch,” which appears in some displays and on some OMRON products, often means
“word” and is abbreviated “Wd” in documentation in this sense.

The abbreviation “PLC” means Programmable Controller. “PC” is used, however, in some Program-
ming Device displays to mean Programmable Controller.

Visual Aids

The following headings appear in the left column of the manual to help you locate different types of
information.

Note Indicates information of particular interest for efficient and convenient opera-
tion of the product.

1,2,3... 1. Indicates lists of one sort or another, such as procedures, checklists, etc.

Trademarks and Copyrights

EtherNeV/IP is a registered trademark of the ODVA (Open DeviceNet Vendor Association).
Ethernet is a trademark of the Xerox Corporation.

Microsoft, Windows, Windows NT, Windows 2000, Windows XP, and Windows Vista are registered
trademarks of the Microsoft Corporation.

Other names of systems or products that appear in this document are trademarks or registered trade-
marks of the respective company.

© OMRON, 2007

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form, or
by any means, mechanical, electronic, photocopying, recording, or otherwise, without the prior written permission of
OMRON.

No patent liability is assumed with respect to the use of the information contained herein. Moreover, because OMRON is con-
stantly striving to improve its high-quality products, the information contained in this manual is subject to change without
notice. Every precaution has been taken in the preparation of this manual. Nevertheless, OMRON assumes no responsibility
for errors or omissions. Neither is any liability assumed for damages resulting from the use of the information contained in
this publication.
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About this Manual:

This manual describes the operation of the CS/CJ-series EtherNet/IP Units and the built-in EtherNet/IP
ports on a CJ2 CPU Unit for constructing applications and includes the sections described below.

Please read this manual carefully and be sure you understand the information provided before
attempting to install or operate the EtherNet/IP Unit or built-in EtherNet/IP port. Be sure to read the
precautions provided in the following section.

Precautions provides general precautions for using the CS/CJ-series EtherNet/IP Units and built-in
EtherNeV/IP ports.

Section 1 introduces the functions and protocols used in EtherNet/IP Unit or built-in EtherNet/IP port
communications services.

Section 2 provides the specifications of EtherNet/IP Units and introduces recommended network con-
figuration devices.

Section 3 explains how to install and make the initial settings required for operation of the EtherNet/IP
Unit or built-in EtherNeV/IP port.

Section 4 describes the words allocated in the CIO Area and the DM Area for EtherNet/IP Units or
built-in EtherNet/IP ports.

Section 5 explains how to manage and use IP addresses.
Section 6 describes tag data link functions and related Network Configurator operations.
Section 7 describes message communications using FINS messages and explicit messages.

Section 8 provides information on communicating on EtherNet/IP Systems and interconnected net-
works using FINS commands. The information provided in the section deals only with FINS communi-
cations in reference to EtherNet/IP Units or built-in EtherNet/IP ports.

Section 9 describes message communications using FINS commands sent from the ladder program
in the CPU Unit of the PLC.

Section 10 describes the communications performance in an EtherNet/IP network, and shows how to
estimate the 1/0 response times and transmission delays.

Section 11 describes the functions provided by the FTP server.

Section 12 provides an overview of the automatic clock adjustment function, including details on spec-
ifications, required settings, operations from CX-Programmer, and troubleshooting.

Section 13 describes cleaning, inspection, and Unit replacement procedures, as well as the Simple
Backup Function.

Section 14 describes error processing, periodic maintenance operations, and troubleshooting proce-
dures needed to keep the EtherNet/IP network operating properly. We recommend reading through the
error processing procedures before operation so that operating errors can be identified and corrected
more quickly.

Appendices provide information on EtherNet/IP network parameters, the buffer configuration, TCP
status transitions, ASCII characters, maintenance, and inspections.
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Relevant Manuals

The following table lists CS- and CJ-series manuals that contain information relevant to EtherNet/IP
Units or built-in EtherNet/IP ports.

CJ2H-CPU6L]
CJ2M-CPULIL

Unit Software User’s
Manual

Manual Model Name Contents
number
W465 CS1W-EIP21 EtherNet/IP Units Provides information on operating and installing Ether-
CJ1W-EIP21 Operation Manual Net/IP Units, including details on basic settings, tag data
CJ2H-CPUBLI-EIP (this manual) links, and FINS communications.
CJ2M-CPUSL] Refer to the Communications Commands Reference
Manual (W342) for details on FINS commands that can
be sent to CS-series and CJ-series CPU Units when
using the FINS communications service.
Refer to the Ethernet Units Operation Manual
Construction of Applications (W421) for details on con-
structing host applications that use FINS communica-
tions.
W420 CS1W-ETN21 Ethernet Units Oper- | Provides information on operating and installing
CJ1W-ETN21 ation Manual 100Base-TX Ethernet Units, including details on basic
Construction of Net- | settings and FINS communications. Refer to the Commu-
works nications Commands Reference Manual (W342) for
details on FINS commands that can be sent to CS-series
and CJ-series CPU Units when using the FINS communi-
cations service.
w421 CS1W-ETN21 Ethernet Units Oper- | Provides information on constructing host applications for
CJ1W-ETN21 ation Manual 100Base-TX Ethernet Units, including functions for send-
Construction of ing/receiving mail, socket service, automatic clock adjust-
Applications ment, FTP server functions, and FINS communications.
W343 CS1W-ETNO1 Ethernet Units Oper- | Describes the installation and operation of the 10Base-5
CS1W-ETN11 ation Manual and 10Base-T Ethernet Units.
CJ1W-ETN11
W342 CS1G/H-CPULILH Communications Describes the C-series (Host Link) and FINS communi-
CS1G/H-CPULI-V1 Commands Refer- cations commands used when sending communications
CS1W-scull-v1 ence Manual commands to CS-series, CJ-series, CP-series, and SYS-
CS1W-SCBLII-V1 MAC One NSJ-series CPU Units.
CJ2H-CPUBLI-EIP
CJ2H-CPU6L]
CJ2M-CPULIL]
CJ1G/H-CPULIH
CJ1G-CPULIC]
CJ1M-CPULIL]
CJ1W-SCULII-VA
CP1E-ELICIDOI-]
CP1E-NLJUIDUI-[]
CPAH-XOIOCCI-[]
CP1H-YUOIOO-OIOI
w472 CJ2H-CPU6[I-EIP CJ-series CJ2 CPU | Provides hardware information for the CJ2 CPU Units.
CJ2H-CPU6L] Unit Hardware Information is included on features, system configuration,
CJ2M-CPULIL] User's Manual component names, component functions, installation,
setting procedures, and troubleshooting.
Use together with the CJ-series CJ2 CPU Unit Software
User’s Manual (W473).
W473 CJ2H-CPU6[I-EIP CJ-series CJ2 CPU | Provides software information for the CJ2 CPU Units.

Information is included on CPU Unit operation, internal
memory, programming, setting procedures, and CPU
Unit functions.

Use together with the CJ-series CJ2 CPU Unit Hardware
User’s Manual (W472).
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Manual Model Name Contents
number

W474 CJ2H-CPUBLI-EIP Programmable Con- | Describes the ladder diagram programming instructions
CJ2H-CPUsL] trollers Instructions | supported by CS-series and CJ-series PCs. Use this
CJ2Mm-CPULIT Reference Manual manual for CJ2 CPU Units.

CS1G/H-CPU-ULH
CS1G/H-CPU-LL-V1
CJ1G/H-CPULIIH
CJ1M-CPULI
CJ1G-CPULIL]
NSJO-00001(B)-G5D
NSJL-0J000(B)-M3D

W339 CS1G/H-CPULIH Programmable Con- | Provides an outline of, and describes the design, installa-

CS1G/H-CPU-LIIV1 trollers Operation tion, maintenance, and other basic operations for the CS-
Manual series PLCs. Information is also included on features,
system configuration, wiring, I/O memory allocations, and
troubleshooting.
Use together with the Programmable Controllers Pro-
gramming Manual (W394).

W393 CJ1G/H-CPULICH Programmable Con- | Provides an outline of, and describes the design, installa-
CJ1G-CPULI trollers Operation tion, maintenance, and other basic operations for the CJ-

Manual series PLCs. Information is also included on features,
system configuration, wiring, /O memory allocations, and
troubleshooting.

Use together with the Programmable Controllers Pro-
gramming Manual (W394).

W394 CS1G/H-CPULILH Programmable Con- | Describes programming, tasks, file memory, and other
CS1G/H-CPU-[I[IV1 trollers Program- functions for the CS-series, CJ-series, and NS-J-series
CJ1G/H-CPULILIH ming Manual PLCs.

CJ1G-CPULTL] Use together with the Programmable Controllers Opera-
NSJL-LILOE(B)-G5D tion Manual (W339 for CS-series PLCs and W393 for CJ-
NSJ-0J000(B)-M3D series PLCs).

W340 CS1G/H-CPULILH Programmable Con- | Describes the ladder diagram programming instructions
CS1G/H-CPU-[IIV1 trollers Instructions | supported by CS-series and CJ-series PCs. Use together
CJ1G/H-CPULILIH Reference Manual with the Programmable Controllers Operation Manual
CJ1G-CPULI] (W339 for CS-series PLCs and W393 for CJ-series
NSJO-COO0(B)-G5D PLCs), and the Programmable Controllers Programming
NSJ-0J000(B)-M3D Manual (W394).

W463 CXONE-ALLICIC-V4 CX-One Setup Man- | Describes the setup procedures for the CX-One. Informa-
CXONE-ALLICID-V4 ual tion is also provided on the operating environment for the

CX-One.

W446 WS02-CXPCLI-V9 CX-Programmer Provides information on how to use the CX-Programmer,

Operation Manual a Windows-based programming device. Use together
with the Programmable Controllers Operation Manual
(W339 for CS-series PLCs and W398 for CJ-series
PLCs), Programmable Controllers Programming Manual
(W394) and the Programmable Controllers Instructions
Reference Manual (W340) to perform programming.

W464 CXONE-ALLICIC-Vv4/ CS/CJ/CP/NSJ- Describes the operating procedures of the CX-Integrator

CXONE-ALLILID-V4

series CX-Integrator
Ver. 2.[7] Operation
Manual

that can be used to set up and monitor networks.

&WARNING Failure to read and understand the information provided in this manual may result in per-
sonal injury or death, damage to the product, or product failure. Please read each section
in its entirety and be sure you understand the information provided in the section and
related sections before attempting any of the procedures or operations given.
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Read and Understand this Manual

Please read and understand this manual before using the product. Please consult your OMRON
representative if you have any questions or comments.

Warranty and Limitations of Liability

WARRANTY

OMRON's exclusive warranty is that the products are free from defects in materials and workmanship for a
period of one year (or other period if specified) from date of sale by OMRON.

OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, REGARDING NON-
INFRINGEMENT, MERCHANTABILITY, OR FITNESS FOR PARTICULAR PURPOSE OF THE
PRODUCTS. ANY BUYER OR USER ACKNOWLEDGES THAT THE BUYER OR USER ALONE HAS
DETERMINED THAT THE PRODUCTS WILL SUITABLY MEET THE REQUIREMENTS OF THEIR
INTENDED USE. OMRON DISCLAIMS ALL OTHER WARRANTIES, EXPRESS OR IMPLIED.

LIMITATIONS OF LIABILITY

OMRON SHALL NOT BE RESPONSIBLE FOR SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES,
LOSS OF PROFITS OR COMMERCIAL LOSS IN ANY WAY CONNECTED WITH THE PRODUCTS,
WHETHER SUCH CLAIM IS BASED ON CONTRACT, WARRANTY, NEGLIGENCE, OR STRICT
LIABILITY.

In no event shall the responsibility of OMRON for any act exceed the individual price of the product on which
liability is asserted.

IN NO EVENT SHALL OMRON BE RESPONSIBLE FOR WARRANTY, REPAIR, OR OTHER CLAIMS
REGARDING THE PRODUCTS UNLESS OMRON'S ANALYSIS CONFIRMS THAT THE PRODUCTS
WERE PROPERLY HANDLED, STORED, INSTALLED, AND MAINTAINED AND NOT SUBJECT TO
CONTAMINATION, ABUSE, MISUSE, OR INAPPROPRIATE MODIFICATION OR REPAIR.
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Application Considerations

SUITABILITY FOR USE

OMRON shall not be responsible for conformity with any standards, codes, or regulations that apply to the
combination of products in the customer's application or use of the products.

At the customer's request, OMRON will provide applicable third party certification documents identifying
ratings and limitations of use that apply to the products. This information by itself is not sufficient for a
complete determination of the suitability of the products in combination with the end product, machine,
system, or other application or use.

The following are some examples of applications for which particular attention must be given. This is not
intended to be an exhaustive list of all possible uses of the products, nor is it intended to imply that the uses
listed may be suitable for the products:

¢ Qutdoor use, uses involving potential chemical contamination or electrical interference, or conditions or
uses not described in this manual.

* Nuclear energy control systems, combustion systems, railroad systems, aviation systems, medical
equipment, amusement machines, vehicles, safety equipment, and installations subject to separate
industry or government regulations.

¢ Systems, machines, and equipment that could present a risk to life or property.

Please know and observe all prohibitions of use applicable to the products.

NEVER USE THE PRODUCTS FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE HAS BEEN DESIGNED TO
ADDRESS THE RISKS, AND THAT THE OMRON PRODUCTS ARE PROPERLY RATED AND INSTALLED
FOR THE INTENDED USE WITHIN THE OVERALL EQUIPMENT OR SYSTEM.

PROGRAMMABLE PRODUCTS

OMRON shall not be responsible for the user's programming of a programmable product, or any
consequence thereof.
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Disclaimers

CHANGE IN SPECIFICATIONS

Product specifications and accessories may be changed at any time based on improvements and other
reasons.

It is our practice to change model numbers when published ratings or features are changed, or when
significant construction changes are made. However, some specifications of the products may be changed
without any notice. When in doubt, special model numbers may be assigned to fix or establish key
specifications for your application on your request. Please consult with your OMRON representative at any
time to confirm actual specifications of purchased products.

DIMENSIONS AND WEIGHTS

Dimensions and weights are nominal and are not to be used for manufacturing purposes, even when
tolerances are shown.

PERFORMANCE DATA

Performance data given in this manual is provided as a guide for the user in determining suitability and does
not constitute a warranty. It may represent the result of OMRON's test conditions, and the users must
correlate it to actual application requirements. Actual performance is subject to the OMRON Warranty and
Limitations of Liability.

ERRORS AND OMISSIONS

The information in this manual has been carefully checked and is believed to be accurate; however, no
responsibility is assumed for clerical, typographical, or proofreading errors, or omissions.
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Unit Versions of CS/CJ-series

Unit Versions

Notation of Unit Versions

on Products

A “unit version” has been introduced to manage Units in the CS/CJ Series
according to differences in functionality accompanying Unit upgrades.

The unit version is given to the right of the lot number on the nameplate of the
products for which unit versions are being managed, as shown below.

B CS1W-EIP21/CJ1W-EIP21

Product nameplate

OMRON CS1w-0O0
OOUuUNIT

. '

Lot No.040401'0000 (Ver.1.0)

OMRON Corporation MADE IN JAPAN

Unit version
Example for unit version 1.0

B CJ2H-CPU[ [ -EIP/CJ2M-CPU3[ ]

L1

Confirming Unit Versions

with Support Software

, Product nameplate

| omRon cJ2H-0O00O
’ OO UNIT
L~ Indicates that the unit
version of the CPU Unit
is 1.0.
s Indicates that the unit
i f the built-in
) =3 ) version o _
. Lot No. 080701 [CPU Ver. 1.0EIP Ver.2.0 EtherNet I/P port is 2.0.
\\ OMRON Corporation MADE IN JAPAN

In this manual, the version of the EtherNet/IP port built into the CJ2H-
CPULI-EIP/CJ2M-CPU3L] CPU Unit is given as the unit version.

CX-Programmer version 4.0 can be used to confirm the unit version using the
Unit Manufacturing Information.

The unit versions of Pre-Ver.1.0 Units cannot be confirmed in Unit Manufac-
turing Information. The following dialog box is displayed.

PLC 10 Table

1 E Invalid Manufackuring data
L

In the /O Table Window, right-click and select Unit Manufacturing informa-
tion - CPU Unit.

The following Unit Manufacturing information Dialog Box will be displayed.
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Note

Using Unit Version Label

Unit Version Notation

Unit Manufacturing Information

PIX]

File Help
M anufacturing D etailz
Revizion l—
PLE Revision o
Software Revision l— l—
Lat Murnber l—
Manufacturing 1D l—
Serial Mumber l—
Unit Wer. ’ﬁ’/
Unit Text
CS1H-H-CPU&3  Program

| Unit version

The unit version will be displayed in the Unit Manufacturing Information Dialog

Box.

The following unit version label is provided with the EtherNet/IP Unit.

This label can be attached to the front of the EtherNet/IP Unit to differentiate
between EtherNet/IP Units with different unit versions.

In this manual, the unit version of a EtherNet/IP Unit is given as shown in the

following table.

Product nameplate

Notation used in this manual

Special remarks

Ver. 1.0 or later number
shown to right of the lot
number

Ethernet Unit Ver. 1.0 or later (See note.)

Information without reference to specific Unit
Versions applies to all versions of the Unit.

Note

Some Support Software products call the EtherNet/IP Unit version the “revi-
sion.” “Revision” is also sometimes used in this manual.

Applicable CIP Revisions

CS1W-EIP21, CJ1W-EIP21,
and CJ2H-CPULJ-EIP

CJ2M-CPU3L]

XX

The following tables list the CIP revisions that are supported by the different
unit versions of the EtherNet/IP Unit.

Unit version

CIP revision

Unit version 1.0

Revision 1.01

Unit version 2.0

Revision 2.01 or 2.02

Unit version CIP revision
Unit version 2.0 Revision 2.01
Unit version 2.1 Revision 2.02




Unit Versions and Programming Device Versions
The following versions of the CX-Programmer and Network Configuration are
required to set EtherNet/IP Units.

CS1W-EIP21, CJ1W-EIP21,
and CJ2H-CPULJ-EIP

CJ2M-CPU3L]

Unit version

CX-Programmer

Ver. 7.1 or lower

Ver. 8.0

Ver. 8.02 or higher

Unit version 1.0

oK'

OK

Unit version 2.0

OK

OK

Unit version Network Configurator for EtherNet/IP
Ver. 3.00 or higher
Unit version 1.0 OK
Unit version 2.0 OK

Unit version

CX-Programmer

Ver. 9.0 or lower

Ver. 9.1

Ver. 9.2 or higher

Unit version 2.0

OK

OK

Unit version 2.1

OK™

OK

Unit version Network Configurator for EtherNet/IP
Ver. 3.1 or lower Ver. 3.20 Ver. 3.21 or higher
Unit version 2.0 | --- OK OK’3
Unit version 2.1 --- oK™ OK

*1: The most recent version of the common module for CX-One version 3.L11 must be

installed.

*2: The most recent version of the common module for CX-One version 4.1 must be

installed.

*3: The settings cannot be downloaded from the computer to the PLC if more than 20
words of tag data links are set.

*4: A maximum of 20 words of tag data links can be set.
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PRECAUTIONS

This section provides general precautions for using the CS/CJ-series EtherNet/IP Units and built-in EtherNet/IP ports.

The information contained in this section is important for the safe and reliable application of EtherNet/IP Units or
built-in EtherNet/IP ports. You must read this section and understand the information contained before attempting
to set up or operate an EtherNet/IP Unit or built-in EtherNet/IP port.
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Intended Audience

1

2

3

xXxiv

Intended Audience

This manual is intended for the following personnel, who must also have
knowledge of electrical systems (an electrical engineer or the equivalent).

* Personnel in charge of installing FA systems.
* Personnel in charge of designing FA systems.
* Personnel in charge of managing FA systems and facilities.

General Precautions

/\ WARNING

The user must operate the product according to the performance specifica-
tions described in the operation manuals.

Before using the product under conditions which are not described in the
manual or applying the product to nuclear control systems, railroad systems,
aviation systems, vehicles, combustion systems, medical equipment, amuse-
ment machines, safety equipment, and other systems, machines, and equip-
ment that may have a serious influence on lives and property if used
improperly, consult your OMRON representative.

Make sure that the ratings and performance characteristics of the product are
sufficient for the systems, machines, and equipment, and be sure to provide
the systems, machines, and equipment with double safety mechanisms.

This manual provides information for programming and operating the Unit. Be
sure to read this manual before attempting to use the Unit and keep this man-
ual close at hand for reference during operation.

It is extremely important that a PLC and all PLC Units be used for the speci-
fied purpose and under the specified conditions, especially in applications that
can directly or indirectly affect human life. You must consult with your OMRON
representative before applying a PLC System to the above-mentioned appli-
cations.

Safety Precautions

/\ WARNING
/\ WARNING

/\ WARNING

Do not attempt to take any Unit apart while the power is being supplied. Doing
so may result in electric shock.

Do not touch any of the terminals or terminal blocks while the power is being
supplied. Doing so may result in electric shock.

Do not attempt to disassemble, repair, or modify any Units. Any attempt to do
so may result in malfunction, fire, or electric shock.



Safety Precautions

3

/\ WARNING

& Caution

& Caution

A Caution

& Caution

Provide safety measures in external circuits (i.e., not in the Programmable
Controller), including the following items, to ensure safety in the system if an
abnormality occurs due to malfunction of the Programmable Controller or
another external factor affecting the operation of the Programmable Control-
ler. “Programmable Controller” indicates the CPU Unit and all other Units and
is abbreviated “PLC” in this manual.

* Emergency stop circuits, interlock circuits, limit circuits, and similar safety
measures must be provided in external control circuits.

* The PLC will turn OFF all outputs when its self-diagnosis function detects
any error or when a severe failure alarm (FALS) instruction is executed.
As a countermeasure for such errors, external safety measures must be
provided to ensure safety in the system.

* The PLC will turn OFF all outputs when its self-diagnosis function detects
any error or when a severe failure alarm (FALS) instruction is executed.
Unexpected operation, however, may still occur for errors in the 1/O con-
trol section, errors in I/O memory, and other errors that cannot be
detected by the self-diagnosis function. As a countermeasure for all such
errors, external safety measures must be provided to ensure safety in the
system.

* Provide measures in the computer system and programming to ensure
safety in the overall system even if errors or malfunctions occur in data
link communications or remote 1/0O communications.

Execute online editing only after confirming that no adverse effects will be
caused by extending the cycle time. Otherwise, the input signals may not be
readable.

* Emergency stop circuits, interlock circuits, limit circuits, and similar safety
measures must be provided in external control circuits.

Fail-safe measures must be taken by the customer to ensure safety in the
event of incorrect, missing, or abnormal signals caused by broken signal lines,
momentary power interruptions, or other causes. Serious accidents may
result from abnormal operation if proper measures are not provided.

Confirm safety at the destination node before changing or transferring to
another node the contents of a program, the PLC Setup, /O tables, /0 mem-
ory, or parameters. Changing or transferring any of these without confirming
safety may result in injury.

Tighten the screws on the terminal block of the AC Power Supply Unit to the
torque specified in the operation manual. The loose screws may result in
burning or malfunction.
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4 Operating Environment Precautions

&Caution Do not operate the control system in the following locations:

* Locations subject to direct sunlight.

* Locations subject to temperatures or humidity outside the range specified
in the specifications.

* Locations subject to condensation as the result of severe changes in tem-
perature.

* Locations subject to corrosive or flammable gases.

* Locations subject to dust (especially iron dust) or salts.
¢ Locations subject to exposure to water, oil, or chemicals.
* Locations subject to shock or vibration.

&Caution Take appropriate and sufficient countermeasures when installing systems in
the following locations:

* Locations subject to static electricity or other forms of noise.
* Locations subject to strong electromagnetic fields.
 Locations subject to possible exposure to radioactivity.

* Locations close to power supplies.

5 Application Precautions

Observe the following precautions when using the EtherNet/IP Unit or built-in
EtherNet/IP port.

&WARNING Always heed these precautions. Failure to abide by the following precautions
could lead to serious or possibly fatal injury.

* Always connect to a ground of 100 Q or less when installing the Units. Not
connecting to a ground of 100 Q or less may result in electric shock.

* Always turn OFF the power supply to the CPU Unit and Slaves before
attempting any of the following. Not turning OFF the power supply may
result in malfunction or electric shock.

* Mounting or dismounting Power Supply Units, I1/O Units, CPU Units,
Memory Packs, or Master Units.

* Assembling the Units.

* Setting DIP switches or rotary switches.

e Connecting cables or wiring the system.

e Connecting or disconnecting the connectors.

&Caution Failure to abide by the following precautions could lead to faulty operation of
the EtherNet/IP Unit, built-in EtherNet/IP port, or the system, or could damage
the Ethernet Unit. Always heed these precautions.

* Interlock circuits, limit circuits, and similar safety measures in external cir-
cuits (i.e., not in the Programmable Controller) must be provided by the
customer.

XXvi



Application Precautions

5

Always use the power supply voltages specified in the operation manuals.
An incorrect voltage may result in malfunction or burning.

Take appropriate measures to ensure that the specified power with the
rated voltage and frequency is supplied. Be particularly careful in places
where the power supply is unstable. An incorrect power supply may result
in malfunction.

Install external breakers and take other safety measures against short-cir-
cuiting in external wiring. Insufficient safety measures

Make sure that all the Backplane mounting screws, terminal block screws,
and cable connector screws are tightened to the torque specified in the
relevant manuals. Incorrect tightening torque may result in malfunction.

Leave the label attached to the Unit when wiring. Removing the label may
result in malfunction if foreign matter enters the Unit.

Remove the label after the completion of wiring to ensure proper heat dis-
sipation. Leaving the label attached may result in malfunction.

Use crimp terminals for wiring. Do not connect bare stranded wires
directly to terminals. Connection of bare stranded wires may result in
burning.

Observe the following precautions when wiring the communications
cable.

» Separate the communications cables from the power lines or high-ten-
sion lines.

* Do not bend the communications cables past their natural bending ra-
dius.

* Do not pull on the communications cables.

* Do not place heavy objects on top of the communications cables.
* Always lay communications cable inside ducts.

* Use appropriate communications cables.

Make sure that the terminal blocks, expansion cable connectors, and
other items with locking devices are locked in place.

Wire all connections correctly according to instructions in this manual.

Double-check all wiring and switch settings before turning ON the power
supply. Incorrect wiring may result in burning.

Mount terminal blocks and connectors only after checking the mounting
location carefully.

Check the user program (ladder program and other programs) and
parameters for proper execution before actually running it on the Unit. Not
checking the program may result in unexpected operation.

Confirm that no adverse effect will occur in the system before attempting
any of the following. Not doing so may result in an unexpected operation.

* Changing the operating mode of the PLC.
* Force-setting/force-resetting any bit in memory.
* Changing the present value of any word or any set value in memory.

After replacing a Unit, resume operation only after transferring to the new
CPU Unit, Special I/0 Unit, or CPU Bus Unit the contents of the DM Area,
HR Area, programs, parameters, and other data required for resuming
operation. Not doing so may result in an unexpected operation.

Before touching a Unit, be sure to first touch a grounded metallic object in
order to discharge any static build-up. Not doing so may result in malfunc-
tion or damage.
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* When transporting the Unit, use special packing boxes and protect it from
being exposed to excessive vibration or impacts during transportation.

* CPU Bus Units will be restarted when routing tables are transferred from
a Programming Device to the CPU Unit. Restarting these Units is required
to read and enable the new routing tables. Confirm that the system will
not be adversely affected before allowing the CPU Bus Units to be reset.

When the settings (IP address or tag data link settings) of the EtherNet/IP
Unit or built-in EtherNet/IP port are transferred from a Programming
Device, all of the destination EtherNet/IP Units or built-in EtherNet/IP
ports (nodes) will be reset in order to enable the transferred settings.
Transfer settings to the EtherNet/IP Units or built-in EtherNet/IP ports only
after verifying that restarting the Units will not cause any problems in the
system.

If a repeater hub is used for EtherNet/IP tag data links (cyclic communica-
tions), the network's communications load will increase, data collisions
will occur frequently, and stable communications will be impossible.
Always use a switching hub when using tag data links in the network.

Before resetting a CPU Bus Unit or Special I/O Unit, always verify that
restart the Unit will not cause any problems in the system.

Conformance to EC Directives

Applicable Directives

Concepts

Note

* EMC Directives
* Low Voltage Directive

EMC Directives

OMRON devices that comply with EC Directives also conform to the related
EMC standards so that they can be more easily built into other devices or the
overall machine. The actual products have been checked for conformity to
EMC standards (see the following note). Whether the products conform to the
standards in the system used by the customer, however, must be checked by
the customer.

EMC-related performance of the OMRON devices that comply with EC Direc-
tives will vary depending on the configuration, wiring, and other conditions of
the equipment or control panel on which the OMRON devices are installed.
The customer must, therefore, perform the final check to confirm that devices
and the overall machine conform to EMC standards.

Applicable EMS (Electromagnetic Susceptibility) and EMI (Electromagnetic
Interference) Standards in the EMC (Electromagnetic Compatibility) stan-
dards are as follows:

EtherNet/IP Unit EMS EMI
CS1W-EIP21 EN61000-6-2 EN61000-6-4
CJ1W-EIP21 (Radiated emission: 10-m

regulations)

Low Voltage Directive
Always ensure that devices operating at voltages of 50 to 1,000 V AC and 75
to 1,500 V DC meet the required safety standards for the PLC (EN61131-2).




SECTION 1
Overview of EtherNet/IP

This section introduces the functions and protocols used in EtherNet/IP Unit or built-in EtherNet/IP port communications
services.
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EtherNet/IP Unit Features

Section 1-1

1-1

EtherNet/IP Unit Features

CX-One Support

(3) Switching hub

Software
d ;I L;I (2) Twisted-pair cable
L |
1 (1) Built-in EtherNet/IP port on
100 m (1) CSTW-EIP21 EtherNet/IP . CJ2 CPU Unit
(1) Co1w-EIP21 CJ2H-CPUCI-EIP/
max. Unit for CS-series EtherNet/IP Unit ¢
Ethernet (LAN) port / CJ2M-CPU3L])
4 CS-series CJ-series / CJ-series
0 PLC 0 PLC 1] PLC
lldlao o lall 0 o

High-speed, High-capacity
Data Exchange through
Data Links

Tag Data Link (Cyclic
Communications) Cycle
Time

Note

Communicating with FINS
Messages (FINS/TCP and
FINS/UDP)

Note

Network Connections with
Controller Link

EtherNet/IP System Configuration Example

EtherNet/IP is an industrial multi-vendor network that uses Ethernet compo-
nents. The EtherNet/IP specifications are open standards managed by the
ODVA (Open DeviceNet Vendor Association), just like DeviceNet.

EtherNet/IP is not just a network between controllers; it is also used as a field
network. Since EtherNeV/IP uses standard Ethernet technology, various gen-
eral-purpose Ethernet devices can be used in the network. The EtherNet/IP
Unit and built-in EtherNet/IP port have the following features.

The EtherNet/IP protocol supports implicit communications, which allows
cyclic communications (called tag data links in this manual) with EtherNet/IP
devices. Data can be exchanged at high speed between Controllers and
devices, using high-volume tag sets (up to 640 words for the CJ2M-EIP21 and
up to 184,832 words for other CPU Units) between PLCs.

Tag data links (cyclic communications) can operate at the cyclic period speci-
fied for each application, regardless of the number of nodes. Data is
exchanged over the network at the refresh cycle set for each connection, so
the communications refresh cycle will not increase even if the number of
nodes is increased, i.e., the synchronicity of the connection’s data is pre-
served.

Since the refresh cycle can be set for each connection, each application can
communicate at its ideal refresh cycle. For example, a processes interlocks
can be transferred at high speed while the production commands and the sta-
tus monitor information are transferred at low speed.

The communications load to the nodes must be within the Units’ allowed com-
munications bandwidth.

Data can be exchanged with other OMRON FA devices using SEND, RECYV,
and CMND instructions from the ladder program, because EtherNet/IP sup-
ports OMRON’s standard FINS message communications services.

There are two kinds of message services, using UDP/IP and TCP/IP (called
FINS/UDP and FINS/TCP), allowing flexible data exchange for different appli-
cations.

There are no particular restrictions when sending FINS messages to OMRON
Ethernet Units (CSTW-ETN21 or CJ1W-ETN21) in an Ethernet network.

Mutual connections of Controller Link and EtherNet/IP are also supported
(using the FINS communications service). The Controller Link connection
allows a PLC on the Controller Link network to be monitored from a PLC on
the EtherNet/IP network. Conversely, data can be exchanged with a PLC on
the EtherNet/IP network from a PLC on the Controller Link network.
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FTP Server

Automatic PLC Clock
Adjustment

Note

Manage the Network with
an SNMP Manager

Note

Specify Servers with Host
Names

Note

Set Classless IP Address
with CIDR

Plentiful Troubleshooting
Functions

Note

A built-in FTP server is provided to enable transferring files in the PLC to and
from a host computer. This enables transferring large amounts of data from a
client without any additional ladder programming.

The clocks built into PLCs connected to Ethernet can be automatically
adjusted to the time of the clock in the SNTP server. If all of the clocks in the
system are automatically adjusted to the same time, time stamps can be used
to analyze various production histories.

A separate SNTP server is necessary to automatically adjust the PLC clocks.

Internal status information from the EtherNet/IP Unit or built-in EtherNet/IP
port can be passed to network management software that uses an SNMP
manager.

A separate SNMP manager is necessary for network management.

DNS client functionality allows you to use host names instead of IP addresses
to specify SNTP servers and SNMP managers. This is useful, for example,
when server IP addresses change for system revisions because the IP
addresses are automatically found when host names are used.

(1) A separate DNS server is necessary to use host names with the DNS cli-
ent.

(2) The DNS server is specified directly using its IP address.

A subnet mask can be set to use classless IP addresses, allowing more flexi-
bility in address settings.

A variety of functions are provided to quickly identify and handle errors.
* Self-diagnosis at power ON
* PING command to check the connection with another node
* Error Log functions record the time of occurrence and other error details

The CIP (Common Industrial Protocol) is a shared industrial protocol for the
OSI application layer. The CIP is used in networks such as EtherNet/IP, Con-
trolNet, and DeviceNet. Data can be routed easily between networks that are
based on the CIP, so a transparent network can be easily configured from the
field device level to the host level.

The CIP has the following advantages.

* Destination nodes are specified by a relative path, without fixed routing
tables.

* The CIP uses the producer/consumer model. Nodes in the network are

arranged on the same level and it is possible to communicate with
required devices whenever it is necessary.
The consumer node will receive data sent from a producer node when the
connection ID in the packet indicates that the node requires the data.
Since the producer can send the same data with the same characteristics
in a multicast (either multicast or unicast can be selected), the time
required for the transfer is fixed and not dependent on the number of con-
sumer nodes.
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1-2 Devices Required for Constructing a Network

CX-One Support
Software

Ethernet (LAN) port

Recommended
Switching Hubs

Note

The basic configuration for an EtherNet/IP System consists of one switching
hub to which nodes are attached in star configuration using twisted-pair cable.

(3) Switching hub

J T_ L;I (2) Twisted-pair cable

(1) Built-in EtherNet/IP port on
100 m (1) CS1W-EIP21 EtherNet/IP (1) CHIW-EIP21 CJ2 CPU Unit
max. Unit for CS-series EtherNet/IP Unit (CJ2H-CPULI-EIP/

/ / CJ2M-CPU3L])
4 CS-series L CJ-series / CJ-series
0 PLC 0 PLC 1] PLC

04l o o lall 0 o

The devices shown in the following table are required to configure a network
with CS1W-EIP21 and CJ1W-EIP21 EtherNet/IP Units or the built-in EtherNet/
IP port in CJ2H-CPULILI-EIP/CJ2M-CPU3L] CPU Units.

Network device Contents

(1) CS1W-EIP21 EtherNet/IP | These are Communications Units or built-in ports
Units for CS-series PLCs, |that connect a CS-series or CJ-series PLC to an Eth-
CJ1W-EIP21 EtherNet/IP | erNet/IP network.

Units for CJ-series PLCs,
or built-in EtherNeV/IP port
in CJ2H-CPULILI-EIP/

CJ2M-CPU3L] CPU Units

(2) Twisted-pair cable The twisted-pair cable connects EtherNet/IP Units or
built-in EtherNet/IP ports to the switching hub, with
an RJ45 Modular Connector at each end.

Use an STP (shielded twisted-pair) cable of category
5, 5¢, or higher.

(3) Switching Hub This is a relay device that connects multiple nodes in
a star-shaped LAN.

For details on recommended devices for constructing a network, refer to 2-3-1
Recommended Network Devices.

If a repeater hub is used for EtherNet/IP tag data links (cyclic communica-
tions), the network’s communications load will increase, data collisions will
occur frequently, and stable communications will be impossible. Always use a
switching hub when using tag data links in the network.

1-3 Support Software Required to Construct a Network

Note

Unit Setup: CX-
Programmer

This section describes the Support Software that is required to construct an
EtherNeVt/IP network. Make the tag data link settings and Unit setup settings
for the EtherNet/IP Unit or built-in EtherNet/IP port. Both of these settings are
stored in the EtherNet/IP Unit's non-volatile memory (See note.). Support
Software is provided for each, as described below.

Unlike the Ethernet Units, the EtherNet/IP Unit's TCP/IP settings are not
stored in the CPU Unit's CPU Bus Unit System Setup Area. The settings are
stored in the EtherNet/IP Unit itself.

The CX-Programmer is used to set basic parameters, such as the local IP
address of the EtherNet/IP Unit or built-in EtherNet/IP port and the subnet
mask. (The CX-Programmer is included in the CX-One.)

The CX-Programmer can also be used to check if data I/O is being performed
correctly for tag data links.
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Tag Data Link Settings:
Network Configurator

Routing Table Settings:
CX-Integrator

Computer
CX-Programmer

EtherNet/IP Unit
or built-in
EtherNet/IP port

Edit Parameters
Dialog Box

Unit settings
(Built-in non-volatile memory)

/
4
1k

\

CS/CJ-series CPU Unit

Refer to the CX-Programmer Operation Manual (Cat. No. W4486) for informa-
tion on the CX-Programmer.

The Network Configurator is used to set the tag data links for the EtherNet/IP
Unit or built-in EtherNet/IP port. (The Network Configurator is included in CX-
One version 3.0 or higher.) The main functions of the Network Configurator
are given below.

1) Setting and Monitoring Tag Data Links (Connections)

The network device configuration and tag data links (connections) can be cre-
ated and edited. After connecting to the network, the device configuration and
tag data link settings can be uploaded and monitored.

2) Multivendor Device Connections

EDS files can be installed and deleted to enable constructing, setting, and
managing networks that contain EtherNet/IP devices from other companies.
The IP addresses of EtherNet/IP devices can also be changed.

EtherNet/IP Unit Computer
erNe ni Network Configurator
or built-in EtherNet/IP port 9 / i Dovcs
Parameters
Tag Data Link Settings Dialog Box
(Built-in non-volatile memory)

7 Ve ——

10|

CS/CJ-series CPU Unit

For details on the Network Configurator, refer to SECTION 6 Tag Data Link
Functions.

|
Transferred |

Propriety OMRON FINS network system can be constructed from OMRON
Communications Units. When FINS services are used, the CX-Integrator
allows you to set routing tables to define transmission paths. (The CX-Integra-
tor is included in the CX-One.) If FINS services are not used, then routing
tables are not required.
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Personal computer
running Windows
CX-Integrator

Routing table
EtherNet/IP Unit or settings

built-in EtherNet/IP port

\
2 Routing Table Area |
0[] | I

|

CS/CJ-series CPU Unit

Refer to the CX-Integrator Operation Manual (Cat. No. W464) for information
on the CX-Integrator.

1-4 Communications Services Overview

The following communications services are supported.

CIP (Common Industrial Protocol) Communications Services

1) Tag Data Links (Cyclic Communications)

A program is not required to perform cyclic data exchanges with other devices
in the EtherNet/IP network.

Normally, the tag data links in an EtherNeVt/IP Unit or built-in EtherNet/IP port
are started by grouping the tags created with the Network Configurator into a
tag set, and establishing a connection with the target device using that group
of tags. One connection is used per group (tag set). Up to 32 connections for
the CJ2M-EIP21 and up to 256 connections for other CPU Units) can be reg-
istered.

The following table gives the tag and tag set specifications.

Tags

Tag sets

CS1W-EIP21
CJ1W-EIP21
CJ2H-CPULILI-EIP

CJ2M-CPU3L]

CS1W-EIP21
CJ1W-EIP21
CJ2H-CPULILI-EIP

CJ2M-CPU3L]

Total size of all tags <
184,832 words

Total size of all tags < 640
words

Maximum size of 1 tag set <
722 words

(The maximum size is 721
words when the tag set
includes the PLC status.)

Maximum size of 1 tag set <
640 words !

(The maximum size is 639
words when the tag set

includes the PLC status.)"

Maximum size of 1 tag <722
words

(The maximum size is 721
words when the tag set
includes the PLC status.)

Maximum size of 1 tag <640
words !

(The maximum size is 639
words when the tag set

includes the PLC status.

Number of tags per tag set <8
(7 tags/tag set when the tag set includes the PLC status)

Note Input and output variables cannot be combined.

)2

Number of registrable tags <
256

Number of registrable tags <

32

Number of registrable tag
sets < 256

Number of registrable tag
sets <32

*1 Unit version 2.0: 20 words maximum.
*2 Unit version 2.0: 19 words maximum.
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Connection information
e Target IP address
e Target tag set
« Originator tag set N
e Packet interval (RPI) Connection
Tag Set (Inputs) /\ Tag Set (Outputs)
4 vd N4 I
Tag set name: SP1_IN 'JO Tag set name: SP1_IN
N [
PLC Status PLC Status
Tag a Tagi
1o < oaton ] oot
Tagc
Tagg ) L
\ J \ J
Originator Target
device EtherNet/IP device
Note (1) In this example, a connection is established with the originator’s tag list

containing tags a to g (inputs), which are grouped in a tag set called
SP1_IN, and the target’s tag list containing tags i and ii (outputs), which
are grouped in a tag set called SP1_OUT.

(2) The specifications for using tag data links with the CJ2M built-in EtherNet/
IP port on a CJ2M-CPU3[J CPU Unit are different from the specifications
for EtherNet/IP Units (CJ1W-EIP21 or CS1W-EIP21) and the CJ2H built-
in EtherNet/IP port on a CJ2H-CPULIJ-EIP CPU Unit. Make sure you are
using the correct specifications for the application.

Refer to 2-1-3 Communications Specifications for the communications
specifications.

2) Message Communications (Unconnected Message Service)

User-specified CIP commands can be sent to devices on the EtherNet/IP net-
work. CIP commands, such as those for reading and writing data, can be sent
and their responses received by executing the CMND instruction from the CS/
CJ-series CPU Unit’s user program (without using a connection).

EtherNet/IP Unit
CS/CJ-series CPU Unit
A

ﬁ

CIP command Ethernet
]’ (EtherNet/IP)

Response |
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FINS
Communications

Service

Note

Note

CIP messages (CIP commands and responses) can also be transferred to
another CIP-based network via the EtherNet/IP Unit or built-in EtherNet/IP
port using the CIP routing function for message communications.

In the CS/CJ Series, CIP routing is possible only through two EtherNet/IP
Units or built-in EtherNet/IP port.

EtherNet/IP
|
CS/CJ-series CPU Unit ‘ EtherNet/IP Unit
| /
|
L d
4 Ethernet

| (EtherNet/IP), etc.

EtherNet/IP Unit

FINS commands can be sent to or received from other PLCs or computers on
the same Ethernet network by executing SEND(090), RECV(098), or
CMND(490) instructions in the ladder diagram program. This enables various
control operations such as the reading and writing of /O memory between
PLCs, mode changes, and file memory operations.

There are no particular restrictions when sending FINS messages to OMRON
Ethernet Units (CSTW-ETN21 or CJ1W-ETN21) in an Ethernet network.

Ethernet (EtherNet/IP)

- L{ 1P Juoe or Tcp \FINS)—\L [ 1P JuDP or TcP [FINSf——\ = = = = = == == m e
CS/CJ-series CPU :
Unit o 0 T Lol
18] o 0 iIEI i 0 F i
EtherNet/IP Unit Ethernet Unit EtherNet/IP Unit

User program

SEND(090),
RECV/(098), or

CMND(490)
instruction

Various control operations (such as the reading and writing of 1/O memory
between PLCs, mode changes, and file memory operations) can be executed
from the host computer by sending the corresponding FINS command with a
UDP/IP or TCP/IP header attached.

For example, it is possible to connect online via Ethernet from FINS communi-
cations applications such as the CX-Programmer, and to perform remote pro-
gramming and monitoring. (See note.)

Use CX-Programmer version 4.0 to use TCP/IP. For lower versions of CX-Pro-
grammer, FinsGateway Version 2003 or higher is required to use TCP/IP.
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Ethernet (EtherNet/IP)

{ ]
{1P [uoP o TCPIFINS]

CS/CJ-series CPU
Unit
I

|

i

0

EtherNet/IP Unit

The FINS gateway function enables access to PLCs on not only the same
Ethernet network but on various other networks, including SYSMAC LINK and

Controller Link.
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1-5 Network Configurator Overview

1-5-1 Overview

Network Control

Hardware (EDS File)
Control

Network Configurator version 3.0 or higher is a software package designed for
building, setting, and controlling a multi-vendor EtherNet/IP Network using
OMRON's EtherNet/IP. It is included in CX-One version 4.0 or higher. Network
Configurator version 3.20 is necessary to use the built-in EtherNet/IP port on
a CJ2M-CPU3] CPU Unit. Network Configurator version 3.20 is included with
CX-One version 4.0 or higher. The Network Configurator provides the follow-
ing functions for building, setting, and controlling EtherNet/IP.

The Network configuration can be created and edited regardless of whether
the Network Configurator is online or offline. The Network configuration can
be read from a file or the network.

EDS files used by the Network Configurator can be installed and deleted.

1-5-2 Network Configurator Requirements

Item

Specification

Operating environment

Refer to the CX-One Setup Manual (W463).
CXONE-ALLICIC-V4/CXONE-ALCICID-V4

Network CS1/CJ1 CJ2
ﬁ%‘tﬂgg'on Serial interface CPU Unit's Peripheral or RS-232C port | CPU Unit's USB or RS-232C port
Ethernet interface EtherNet/IP Unit’s Ethernet port CPU Unit’s Ethernet port
EtherNet/IP Unit's Ethernet port

Location on Network

A single node address is used (only when directly connected to EtherNet/IP).

Number of Units that can be
connected to Network

A single Network Configurator per network (More than one Configurator cannot be
used in the same system.)

Main func- | Network control
tions functions

* The network configuration can be created and edited regardless of whether the Net-
work Configurator is online or offline.

* The network configuration can be read from a file or the network.

Hardware control
functions

The EDS files used by the Network Configurator can be installed and deleted.

Supported file formats

Configurator network configuration files (*.nvf)

Configuration files (*.ncf) created using the Network Configurator for EtherNet/IP
(version 2) can be imported by selecting External Data - Import from the File

Menu.

10
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1-5-3 Precautions When Using the Network Configurator

Only an OMRON EtherNet/IP Unit can be set as the originator for a connec-
tion using the Network Configurator.

* The Network Configurator can be connected to the EtherNet/IP network
through the following ports:

* CS1/CJ1-series CPU Unit’s serial port (peripheral or RS-232C) or
Ethernet port on EtherNet/IP Unit

» CJ2-series CPU Unit’s serial port (USB or RS-232C), Ethernet port on
EtherNet/IP Unit or built-in EtherNet/IP port

* The Network Configurator can be connected directly to the EtherNet/IP
network from the computer’s Ethernet port. When connecting directly to
the EtherNet/IP network, an Ethernet port must be set up in the computer
in advance. In this case, the Network Configurator will be connected to
the EtherNet/IP network as a single node. If there isn't an unused node
address available, the Network Configurator can’t be connected directly to
the EtherNeV/IP network.

11
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SECTION 2
Unit Specifications

This section provides the specifications of EtherNet/IP Units and introduces recommended network configuration devices.
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2-1 EtherNet/IP U

nit and Built-in EtherNet/IP Port

Specifications

2-1-1

General Specifications

The general specifications conform to those of the CS-series and CJ-series

PLCs.

2-1-2 Unit Specifications
CS-series EtherNet/IP Uni

ts

Item

Specifications

Model number

CS1W-EIP21

Type

100Base-TX (See note.)

Applicable PLCs

CS-series PLCs

Unit classification

CS-series CPU Bus Unit

Mounting location

CPU Rack or Expansion Rack

Number of Units that can be
mounted

8 max. (including Expansion Racks)

CPU Unit
words used

Allocated CIO Area
words (CPU Bus Unit
words)

25 words/Unit (one unit number’s words)

These words contain control bits and flags, the target node PLC’s operating and
error information, Unit status, communications status, registered/normal target
node information, and FINS/TCP connection status.

Allocated DM Area
words (CPU Bus Unit
words)

100 words/Unit (one unit number’s words)

These words contain the IP address display/setting area

User-set area

Any usable data area words

Target node PLC’s operating and error information, and registered/normal target
node information

CPU Bus Unit System
Setup

Not used.

Non-volatile memory within Ether-
Net/IP Unit (See note.)

The following settings are stored in the EtherNet/IP Unit’s non-volatile memory.

Note Unlike the regular Ethernet Units, the CPU Bus Unit Setup Area in the CPU
Unit is not used for these settings.

1. Unit setup (communications settings for the EtherNet/IP Unit, such as the IP ad-
dress, DNS server settings, host name, baud rate, FINS/UDP settings, and FINS/

TCP settings)
2. Tag data link settings (device parameters)
Transfer Media access method | CSMA/CD
ﬁgﬁgifica- Modulation method Baseband
Transmission paths Star form
Baud rate 100 Mbit/s (100Base-TX)
Transmission media Shielded twisted-pair (STP) cable
Categories: 100 Q at 5, 5e
Transmission distance | 100 m (distance between hub and node)
Number of cascade There is no limitation when a switching hub is used.
connections
Current consumption (Unit) 410 mA max. at5V DC
Weight 171 g max.
Dimensions 35 %130 x 101 mm (W x H x D)

Other general specifications

Other specifications conform to the general specifications of the CS-series

Note

If tag data links are being used, use 100Base-TX. Otherwise, 10Base-T can

be used, but this is not recommended.

14
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CJ-series EtherNet/IP Unit

Item

Specifications

Model number

CJ1W-EIP21

Type

100Base-TX (See note.)

Applicable PLCs

CJ-series PLCs

Unit classification

CJ-series CPU Bus Unit

Mounting location

CPU Rack or Expansion Rack

Number of Units that can be
mounted

8 max. (including Expansion Racks)

Note Up to seven EtherNet/IP Units can be connected to a CJ2H-CPULILI-EIP CPU
Unit. A maximum of two EtherNet/IP Units can be connected to a CJ2M CPU
Unit (regardless of whether the CPU Unit has a built-in port).

CPU Unit
words used

Allocated CIO Area
words (CPU Bus
Unit words)

25 words/Unit (one unit number’s words)

These words contain control bits and flags, the target node PLC’s operating and error
information, Unit status, communications status, registered/normal target node infor-
mation, and FINS/TCP connection status.

Allocated DM Area
words (CPU Bus
Unit words)

100 words/Unit (one unit number’s words)

These words contain the IP address display/setting area.

User-set area

Any usable data area words

Target node PLC’s operating and error information, and registered/normal target
node information

CPU Bus Unit Sys-
tem Setup

Not used.

Non-volatile memory within Ether-
Net/IP Unit (See note.)

The following settings are stored in the EtherNet/IP Unit’'s non-volatile memory.

Note Unlike the regular Ethernet Units, the CPU Bus Unit Setup Area in the CPU
Unit is not used for these settings.

1. Unit Setup (communications settings for the EtherNet/IP Unit, such as the IP ad-
dress, DNS server settings, host name, baud rate, FINS/UDP settings, and FINS/
TCP settings)

2. Tag data link settings (device parameters)

Transfer Media access CSMA/CD
specifica- | method
tions Modulation method | Baseband
Transmission paths | Star form
Baud rate 100 Mbit/s (100Base-TX)
Transmission media | Shielded twisted-pair (STP) cable
Categories: 100 Q at 5, 5e
Transmission dis- 100 m (distance between hub and node)
tance
Number of cascade | There is no limitation when a switching hub is used.
connections
Current consumption (Unit) 410 mA max. at5V DC
Weight 94 g max.
Dimensions 31 x 90 x 65 mm (W x H x D)

Other general specifications

Other specifications conform to the general specifications of the CJ-series.

Note

If tag data links are being used, use 100Base-TX. Otherwise, 10Base-T can
be used, but this is not recommended.
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CJ2 CPU Built-in EtherNet/IP Port

Item

Specifications

Model number

CJ2H-CPULIL-EIP | CJ2M-CPU3L]

Type

100Base-TX (See note.)

Unit classification

CJ2 CPU Unit built-in port (CJ2 CPU Bus Unit)

CPU Unit
words used

Allocated CIO Area
words (CPU Bus
Unit words)

25 words/Unit (one unit number’s words)

These words contain control bits and flags, the target node PLC’s operating and error
information, Unit status, communications status, registered/normal target node infor-
mation, and FINS/TCP connection status.

Allocated DM Area
words (CPU Bus
Unit words)

100 words/Unit (one unit number’s words)

These words contain the IP address display/setting area.

User-set area

Any usable data area words

Target node PLC’s operating and error information, and registered/normal target
node information

CPU Bus Unit Sys-
tem Setup

Not used.

Non-volatile memory for the CJ2
built-in EtherNet/IP port

The following settings are stored in the non-volatile memory for the built-in EtherNet/
IP port.

Note Unlike the regular Ethernet Units, the CPU Bus Unit Setup Area in the CPU
Unit is not used for these settings.

1. Unit Setup (communications settings for the built-in EtherNet/IP port, such as the
IP address, DNS server settings, host name, baud rate, FINS/UDP settings, and
FINS/TCP settings)

2. Tag data link settings (device parameters)

Transfer
specifica-
tions

Media access CSMA/CD
method

Modulation method | Baseband
Transmission paths | Star form

Baud rate

100 Mbit/s (100Base-TX)

Transmission media

Shielded twisted-pair (STP) cable
Categories: 100 Q at 5, 5e

Transmission dis-
tance

100 m (distance between hub and node)

Number of cascade
connections

There is no limitation when a switching hub is used.

Current consumption (Unit)

For CJ2 CPU Units, refer to the CJ2 CPU Hardware Operation Manual (W472).

Weight

Dimensions

Other general specifications

Other specifications conform to the general specifications of the CJ2 or built-in Ether-

Net/IP port CJ2 CPU Unit.

16
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If tag data links are being used, use 100Base-TX. Otherwise, 10Base-T can
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2-1-3 Communications Specifications

Item

CS1/CJ1 | CJ2H

CJ2M

CIP
service

Tag data
links
(Cyclic
communi-
cations)

Number of connections

256

32

Packet interval (refresh
cycle)

0.5 to 10,000 ms (in 0.5-ms units)
Can be set independently for each connection.

(Data is refreshed over the network at the preset
interval and does not depend on the number of
nodes.)

1 to 10,000 ms (in 0.5-
ms units)

Can be set indepen-
dently for each connec-
tion.

(Data is refreshed over
the network at the pre-
set interval and does
not depend on the
number of nodes.)

Allowed communica-
tions bandwidth per
Unit

6000 pps (See note 1.)
Note Including the heartbeat.

3000 pps (See note 1.)

Note Including the
heartbeat.

Number of tags that
can be registered

256

32

Tag types

CIO Area, DM Area, EM Area, Holding Area, Work Area, and network

symbols (See note 8.)

Number of tags per
connection (= 1 tag
set)

8 (7 tags when the tag set contains the PLC status)

Maximum link data size
per node (total size of
all tags)

184,832 words

640 words (See
note 9.)

Maximum data size per
connection

252 words or 722 words (See note 2.)

Note Data synchronicity is maintained within
each connection.

640 words (See
note 9.)

Note Data synchronic-
ity is maintained
within each con-
nection.

Number of registrable
tag sets

256
(1 connection = 1 tag set)

32
(1 connection = 1 tag
set)

Maximum size of 1 tag
set

722 words
(The PLC status uses 1 word when the tag set
contains the PLC status.)

20 words

(The PLC status uses 1
word when the tag set
contains the PLC sta-

tus.)

Maximum number of
tags that can be
refreshed per CPU Unit
cycle (See note 3.)

Output/Transmission
(CPU — EtherNet/IP):

Output/Transmission
(CPU — EtherNet/IP):

19 256

Input/Reception Input/Reception
(EtherNet/IP — CPU): | (EtherNet/IP — CPU):
20 (See note 4.) 256

Output/Transmission
(CPU — EtherNet/IP):
32

Input/Reception

(EtherNet/IP — CPU):
32

Data that can be
refreshed per CPU Unit
cycle (See note 3.)

Output/Transmission
(CPU — EtherNet/IP):

Output/Transmission
(CPU — EtherNet/IP):

7,405 words 6,432 words
Input/Reception Input/Reception
(EtherNet/IP — CPU): | (EtherNet/IP — CPU):
7,405 words 6,432 words

Output/Transmission
(CPU — EtherNet/IP):
640 words

Input/Reception
(EtherNet/IP — CPU):
640 words

Changing tag data link
parameters during
operation

Supported (See note 5.)

Multicast packet filter
function (See note 6.)

Supported

17
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ltem CS1/CJ1 | CJ2H | CJ2M
CIP Explicit Class 3 (connected) Number of connections: 128
service | messaging | ycMM (unconnected) | Number of clients that can communicate at one | Number of clients that
time: can communicate at
32 max. one time:
Number of servers that can communicate at one | 16 max.
time: Number of servers that
32 max. can communicate at
one time:
16 max.
CIP routing CS1W-EIP21
CJ1W-EIP21
CJ2H-CPULICI-EIP
CJ2M-CPU3]
FINS service FINS/UDP Supported
(See note 7.) FINS/TCP 16 connections max.
SNMP Agent SNMPv1, SNMPv2c
MIB MIB-II

EtherNet/IP conformance test

Conforms to A5

Ethernet interface

10BASE-T or 100BASE-TX
Auto Negotiation or fixed settings

18

Note

(1) In this case, pps means “packets per second” and indicates the number
of packets that can be processed in one second.

(2) To use 505 to 1,444 bytes as the data size, the system must support the
Large Forward Open standard (an optional CIP specification). The SYS-
MAC CS/CJ-series Units support this standard, but before connecting to
nodes of other companies, confirm that those devices also support it.

(3) If the maximum data size is exceeded, the data refreshing with the CPU
Unit will extend over two or more cycles.

(4) If status layout is selected in the user settings, the maximum number of
tags that can be received is 19 tags.

(5) If parameters are changed in the EtherNet/IP Unit, however, the Ether-
Net/IP Unit will be restarted. When other nodes are communicating with
the affected node, the communications will temporarily time out and au-
tomatically recover later.

(6) Because the EtherNet/IP Unit is equipped with an IGMP client (version
2), unnecessary multicast packets can be filtered by using a switching
hub that supports IGMP snooping.

(7) The EtherNet/IP Unit uses the TCP/UDP port numbers shown in the fol-

lowing table.
Service Protocol | Port number Remarks
Tag data links UDP 2222 Fixed value
Class 3, UCMM TCP/UDP [44818
DNS UDP 53
FINS/UDP service | UDP 9600 Port numbers in the Unit
FINS/TCP service | TCP 9600 Setup can be changed with
the CX-Programmer.
FTP TCP 20, 21
SNTP UDP 123
SNMP UDP 161
SNMP trap UDP 162
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(8) Network symbols are supported only for the CJ2H-CPU6LI-EIP and
CJ2M-CPU3L] CPU Units.

(9) Unit version 2.0: 20 words maximum.

Note  The communications specifications of EtherNet/IP ports on CJ2M CPU Units
depend on the unit version. Check the differences in specifications between
unit versions carefully before using a port.

2-1-4 Dimensions

CS1W-EIP21

IP ADDRESS

130 mm 192.168.250.1
SUBNET MASK
255.255.255.0

100BASE-TX
10BASE-T
wa
35 mm 101 mm
CJ1W-EIP21
) 65 mm
_ (‘\
(- (-
o p—
0.

S
192.168.250.1
255.255.255.0
100BASE-TX H
‘ 10BASE-T -

(- (-
- ~—— H
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CJ2H-CPULIL-EIP

CJ2M-CPU3L]

20

2.7 mm
A
|
A | omron
SYSMAC
CPUB4-EIP !
e I
Nt
e
ShsEe ¥ ooe
BUSY e 16"
-~ EtherNet/IP
PERIPHERAL
POR
100BASE-TX
10BASE-T
A
= S &)
2.7 mm
79.8 mm
2.7 mm
Y
T E
A omron
SYSMAC
CJ2M
CPU35
PROGRAMMABLE
CONTROLLER
OPEN “
= :
BUSY x16'
e
PERIPHERAL
90 mm 100BASE-TX
10BASE-T
EtherNet/IP*
Y e— —
A U
2.7 mm 62 mm

66.2 mm _
—re——
O O E
- |:
d = 5
=
- 65 mm -
- 74.5 mm -
< 76.16 mm -
T
T“—:JV O
@) a
[
a
— (. [
— E
» 75 mm -
- 84.5 mm .
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2-1-5 Software Configuration

Memory Card/ Interface with CPU Unit
EM file memory
7} 7} 7} 7}
FINS FINS Cyclic FINS  ivati FINS
v v v | encapsulization v
‘ Tag data link function ‘ ‘ Explicit messaging
ETP FINS Service Automatic
(FINS/UDP and FINS/TCP) [ CIP clock adjustment
[ Encapsulation
{ TCP J [ ubp }
[ IP (_ARP__ ][ ICMP IGMP J
{ LAN controller driver }
[ LAN controller J
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2-2 Nomenclature and Functions

2-2-1 Nomenclature and Functions
CS1W-EIP21

R C S m i J

<«¢-LED Indicators

< Unit number
setting switch

<4-Node address
setting switches

IP ADDRESS .
192.168.250.1 4_:‘;2?;222""9
SUBNET MASK
255.255.255.0

100BASE-TX

10BASE-T

<4 Ethernet
connector I]]

CJ1W-EIP21

MS =
NS =

Ll ¢—— LED Indicators

oavVe -

UN%I.T <€— Unit number

setting switch

¢ o ¢— Node address
€ setting switches

192.168.250.1 L Label showing
255.255.255.0

100BASE-TX
10BASE-T

Ethernet
connector

22
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Built-in EtherNet/IP Port in CJ2H-CPUL I -EIP

=

omron
RUN «
SYSMAC ERR/ALM #
g L
CPUB4-EIP '
COMM »
PROGRAMMABLE H
CONTROLLER DKUE

o ’:L— LED Indicators

open <€— Unit number
WSEe ¥ oo setting switch
Fover ‘s‘ ‘5= ¢— Node address
- setting switches
PERIPHERAL
¢— Label showing
IP address
POR
100BASE-TX
10BASE-T
Ethernet
connector
=
= = =

Built-in EtherNet/IP Port in CJ2M-CPU3[ ]

omron

<«€— LED Indicators

<€— Unit number

setting switch
¢— Node address
setting switches

3 o-
X1 x16°
-
PERIPHERAL .
] r ¢— Label showing
100BASE-TX IP address

10BASE-T

¢ Ethernet

connector

Ethernet Address Notation A specific Ethernet address is allocated to all devices connected to the Ether-
net network. The EtherNet/IP Unit’s address is listed in 12-digit hexadecimal
on the right side of the Unit.

omron CS1W-EIP21
ETHERNET/IP UNIT

Lot No.
OMRON Corporation MADE IN JAPAN

8 O
Ethernet Address

Ethernet address (12 digits)

Note (1) The Ethernet Address can also be checked with the CONTROLLER
DATA READ command. For details, refer to Appendix E FINS Commands
Addressed to EtherNet/IP Units or Built-in EtherNet/IP Ports.

(2) An IP address label is included with the EtherNeV/IP Unit, so the user can
record the user-set IP address and subnet mask on the label, and affix
the label to the front of the Unit. When this label is affixed to the front of
the Unit, it is easy to confirm the Unit’s IP address and subnet mask.
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Indicators

Status Indicators: MS, NS,
COMM, 100M, and 10M

24

Example label

IP  ADDRESS
{192.168.250.1 W
SUBNET MASK
255.255.255.0

Affix the label on the front of the
EtherNet/IP Unit, between the
node address switches and the
Ethernet connector.

192.168.250.1
SUBNET MASK
255.255.255.0
100BASE-TX
10BASE-T

A EtherNeVIP Units or built-in EtherNet/IP port is equipped with the following
indicators that indicate the operating status of the node itself and the overall
network.

CS1W-EIP21

EE—— CS
[

CJ1W-EIP21, CJ2H-CPULII-EIP, and CJ2M-CPU3L]

\_/ \_/ MS =
. ‘ NS =
-

' . '.' COMM =
100M ==
aVeaVe = _

The MS (Module Status) indicator indicates the status of the node itself and
the NS (Network Status) indicator indicates the status of the network.

The COMM, 100M, and 10M indicators indicate the status of Ethernet com-
munications.

The MS and NS indicators can be green or red. The COMM, 100M, and 10M
indicators are yellow. These indicators can be lit, flashing, or not lit. The fol-
lowing table shows the meaning of these indicator conditions.

Refer to SECTION 14 Troubleshooting and Error Processing for details on
using these indicators for troubleshooting.
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Indicator Name Color | LED status Indicated operating status
MS Module Status |Red Lit Fatal error
Flashing Recoverable error
Green |Lit Normal
Not lit Power supply OFF
NS Network Status | Red Lit Fatal error
Flashing Recoverable error
Green |Lit Tag data link and message connections established
Flashing Tag data link and message connections not established
~nn Not lit Offline or power supply OFF
COMM | Communication | Yellow | Lit Transferring data
Not lit Not transferring data
100M 100 Mbps Yellow |Lit 100BASE-TX link established
Not lit 100BASE-TX link not established
10M 10 Mbps Yellow | Lit 10BASE-TX link established
Not lit 10BASE-TX link not established

Seven-segment Display

When the power is turned ON (or the Unit is restarted), all of the segments will

flash twice, the IP address set in the EtherNet/IP Unit or built-in EtherNet/IP
port will be displayed on the 7-segment display just once, from right to left.
Afterwards, the rightmost 8 bits of the IP address is displayed in hexadecimal
during normal operation.

Example 1: Displaying IP Address 192.168.250.10

—_—

W

C The IP address is displayed in decimal, flowing from right to left.

J

/

N N Y I o O N
%iﬂo@ftﬁ ToCcT oo
110 O N o Y | (]
:ﬂogifﬂ:o o0 Ami
OO .00 O 0
-cd-db-bu-u-

)

) ]
Il

0
K

~HH-

If the Unit is operating normally, the last digit of the
Unit's IP address is displayed in hexadecimal.

o ~—— Flashing: The tag data link is stopped.

Lit: The tag data link is operating.
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If an error occurs, the error code will be displayed alternately with the right-
most byte of the affected device’s IP address. For details on error codes, refer
to SECTION 14 Troubleshooting and Error Processing.

Displaying Multiple Error Sources

e A d6 error (failed to establish connection) occurred with IP address
192.168.250.8.

* A d6 error (failed to establish connection) occurred with IP address
192.168.250.9.

» A d5 error (verification error, target nonexistent) occurred with IP address
192.168.250.64.

e A C6 error (multiple switches ON) and EA error (EtherNet/IP expansion
setting error) occurred at the local EtherNet/IP Unit or built-in EtherNet/IP
port, IP address 192.168.250.10.

The error code is displayed and then the last digit of the target node's
IP address is displayed in hexadecimal.

-~ }g—«% ]%H: —> \j

____ Displays errors that occurred

[’ . within the Unit.
Il T

The last digit of the Unit's IP address
is displayed in hexadecimal.

* There is no particular priority to the order in which the errors are dis-
played. All of the errors are displayed repeatedly in order.
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Right and Left Dot LEDs

If an error occurred in two or more devices with the same rightmost byte in
their IP addresses, the Right Dot LED will be lit while the devices’ error is

being displayed.

Example: Displaying the Following Errors
* A d6 error (failed to establish connection) occurred with IP address

10.0.1.8.

* A d6 error (failed to establish connection) occurred with IP address

10.0.2.8.

,

LO O 451

:

L

2-2-2 Switch Settings
Unit Number Setting

The Unit Number Setting Switch sets the unit number of the EtherNet/IP Unit

Switch or built-in EtherNet/IP port as a CPU Bus Unit. The unit number determines
which data area words are allocated to the Unit to contain data such as con-
trol bits, flags, status information, and connection information.

Setting method

Setting range

One-digit hexadecimal

OtoF

Note The unit number is factory-set to 0.

The unit number can be set to any number in the setting range (0 to F), as
long as the same number is not set on another CPU Bus Unit in the same

PLC.

Note (1) Use a small screwdriver to make the setting, and be sure not to damage

the rotary switch.

(2) Always turn OFF the PLC’s power supply before setting the unit number.
(3) The unit number is factory-set to 0.
(4) If the same unit number is set on more than one CPU Bus Unit mounted

in a PLC, a unit number duplication error will occur in the PLC and the
EtherNet/IP Unit or built-in EtherNet/IP port will not be able to start oper-

ating.
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Node Address Setting

Switch

28

Note

The Node Address Setting Switch sets the node address of the EtherNet/IP
Unit or built-in EtherNet/IP port.

W e
= X16! % X16°

Setting method Setting range
Two-digit hexadecimal 01to FE

Note The node address is factory-set to 01. With the default settings, the values set
on these switches become the last two digits of the local IP address of the Ether-
Net/IP Unit or built-in EtherNet/IP port.

Default IP address = 192.168.250.node address

With the factory-default node address setting of 01, the default IP address is
192.168.250.1.

The node address can be set to any number in the setting range (01 to FE),
as long as the same address is not set on another node in the network.

If the node address setting is changed during operation, the MS Indicator will
flash red.
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2-3 Selecting the Network Devices

2-3-1 Recommended Network Devices
The following table shows the devices recommended for use with the Ether-
Net/IP.
Part Maker Model number Inquires
Switching Cisco Systems, Inc. Consult the manufacturer. Cisco Systems, Inc. Main Corpo-
Hub rate HQ
Contec USA, Inc. Consult the manufacturer. CONTEC USA Inc.
Phoenix Contact Consult the manufacturer. Phoenix Contact USA Customer
Service
Hirschmann Automa- | Consult the manufacturer. Hirschmann Automation and Con-
tion and Control trol (US)
Twisted-pair | 100BASE-TX
cable Fujikura F-LINK-E 0.5mm x 4P Fujikura America, Inc.
EtherNet/IP compliant cable
Connectors STP Plug
(Modular Panduit Corporation MPS588 Panduit Corporation US Headquar-
plug) ters
Boots Tsuko Company MK boot (IV) LB Tsuko Company Japan Headquar-
ters
Note (1) Always use a switching hub when using tag data links in the network.

(2) If a repeater hub is used for EtherNet/IP tag data links (cyclic communi-
cations), the network’s communications load will increase, data collisions
will occur frequently, and stable communications will be impossible.

2-3-2 Network Devices Manufactured by OMRON
The following network devices are manufactured by OMRON for EtherNet/IP
networks.

2-3-3

Name Model Function Number of | Error detection
ports output
Switching Hub | W4S1-03B Packet priority control (QoS): 3 None
EtherNet/IP control data priority
W451-05B Failure detection: Broadcast 5 None
storm, LSI error detection, 10/ -
W451-05C 100Base-TX, Auto-Negotiation |9 Provided.

Unmanaged Layer 2 (L2)

Switching Hubs

Managed Layer 2 (L2)

Switching Hubs

Switching Hub Types

These switching hubs use the Ethernet MAC address to switch ports. Ordi-
nary switching hubs have this function. Switching hub functions and settings
cannot be changed.

These switching hubs use the Ethernet address to switch ports. Switching hub
functions and settings can be changed using special software tools for switch-
ing hubs running on a network node. Analytical data can also be collected.
These switching hubs provide more-advanced functions than unmanaged
layer 2 switching hubs.
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2-3-4 Switching Hub Functions

Multicast Filtering

QoS (Quality of Service)

Function for TCP/UDP
Port Numbers (L4)

Note

This section describes the switching hub functions that are important when
using an EtherNet/IP network. When using an EtherNet/IP Unit, set the follow-
ing two functions.

* Multicast filtering
* QoS (Quality of Service) for TCP/UDP port numbers (L4)

Multicast filtering transfers multicast packets to the specific nodes only. This
function is implemented in the switching hub as IGMP Snooping or GMRP.
“Specific nodes” are nodes equipped with an IGMP client that have made
transfer requests to the switching hub. (OMRON EtherNet/IP Units are
equipped with an IGMP client.)

When the hub does not use multicast filtering, multicast packets are sent to all
nodes, just like broadcast packets, which increases the traffic in the network.
Settings must be made in the switching hub to enable this function.

There must be enough multicast filters for the network being used.

This function controls the priority of packet transmissions so that packets can
be sent with higher priority to a particular IP address or TCP (UDP) port. The
TCP and UDP protocols are called transport layer protocols, leading to the
name L4 (layer 4) QoS function.

When tag data links and message communications are executed on the same
network, tag data links can be sent at higher priority to prevent problems such
as transmission delays due to message communications traffic and packet
losses due to buffer overflow. Settings must be made in the switching hub to
enable this function and give higher priority to tag data link packets.

Support for the above two functions is as follows for the different types of
switching hubs.

Hub Multicast L4 QoS Remarks
filtering
Unmanaged L2 switching hub None None ---
Managed L2 switching hub Provided. Provided. Both functions must

be set with a special
software tool.

OMRON W4S1-series Switching | None Provided. |L4 QoS is set using

Hubs a switch. No soft-
ware tool is neces-
sary.

If the Network Configurator is used to set the connection type in the connec-
tion settings to a multicast connection, multicast packets will be used. If the
connection type is set to a point-to-point connection, multicast packets will not
be used.

2-3-5 Precautions When Selecting a Switching Hub

30

The functions supported by the switching hub may affect tag data link trans-
mission delays and the configuration. In addition, if the switching hub supports
advanced functions, special settings are required for those functions.
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When selecting a switching hub, it is necessary to consider whether the
switching hub will be selected based on the kind and amount of communica-
tions that will be performed in the network or the kind of switching hub that you
want to use. Refer to the following precautions when selecting a switching
hub.

Refer to 10-2 Adjusting the Communications Load to estimate the communi-
cations load for tag data links.

Selecting the Switching Hub Based on the Types of Network Communications

Executing Tag Data Links
Only

Executing Tag Data Links
and Message
Communications

We recommend using an L2 switching hub without multicast filtering or an L2
switching hub with multicast filtering.

Using an L2 switching hub with multicast filtering prevents increased traffic
due to unnecessary multicast packets, so the tag data links can operate at
higher speed. If either of the following conditions exists, the amount traffic will
be the same for both kinds of L2 switching hubs (with or without multicast fil-
tering).

* The tag data links are set to share the same data with all nodes in the net-
work. (The multicast packets are transferred to all nodes in the network,
just like a broadcast.)

* The tag data link settings are all one-to-one (unicast) and multicast pack-
ets cannot be used.

If multicast filters are being used, settings must be made in the switching hub.
There must be enough multicast filters for all of the networks being used.

We recommend using an L2 switching hub with multicast filtering and L4 QoS.

By setting tag data links for higher-priority transmission, it is possible to pre-
vent problems such as transmission delays due to message communications
traffic and packet losses due to buffer overflow. Settings must be made in the
switching hub to enable this function and give higher priority to tag data link
packets.

Special settings must be made in the switching hub when using the multicast
filtering function and L4 QoS function.

Selecting the Switching Hub Based on the Hub’s Supported Functions

L2 Switching Hub without

Multicast Filtering

L2 Switching Hub with
Multicast Filtering

We recommend this kind of switching hub when only tag data links are exe-
cuted and any of the following conditions is met.

* The tag data links are set to share the same data with all nodes in the net-
work. (The multicast packets are transferred to all nodes in the network,
just like a broadcast.)

* The tag data link settings are all one-to-one (unicast) and multicast pack-
ets cannot be used.

* There is little traffic in the tag data links.
No special settings are required for an L2 switching hub without multicast fil-
tering.
We recommend this kind of switching hub when only tag data links are exe-
cuted and the following condition is met.

* There are many 1:N links (where N represents some number of nodes in
the network) in the tag data link settings, i.e., there are many multicast
packets used, or there is heavy traffic in the tag data links.

Special settings are required for an L2 switching hub with multicast filtering.
There must be enough multicast filters for the network being used.
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L3 Switching Hub with
Multicast Filtering and L4

QoS Functions

32

Note

We recommend this kind of switching hub when both tag data links and mes-
sage communications are executed.

By setting tag data links for higher-priority transmission, it is possible to pre-
vent problems such as transmission delays due to message communications
traffic and packet losses due to buffer overflow. Settings must be made in the
switching hub to enable this function and give higher priority to tag data link
packets.

Special settings must be made in the switching hub when using the multicast
filtering function and L4 QoS function. There must be enough multicast filters
for the network being used.

(1) Ask the switching hub manufacturer for setting procedures for the switch-
ing hub.

(2) Install the switching hub so that its environmental resistance capabilities
are not exceeded. Ask the switching hub manufacturer for information on
the environmental resistance of the switch hub.
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3-1 Overview of Initial Setup Procedures

3-1-1 Procedures

Initial Settings

1,2,3...
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Set the unit number and node address with the switches on the front of the
EtherNet/IP Unit or, for the built-in EtherNet/IP port, on the front of the CPU
Unit.

Refer to 3-2 Switch Settings.

Mount the Unit in the CPU Rack.

A maximum of seven EtherNet/IP Units can be connected to a CJ2H-
CPULICJ-EIP CPU Unit (making eight EtherNet/IP ports including the built-
in EtherNet/IP port).

A maximum of two EtherNet/IP Units can be connected to a CJ2M CPU
Unit (regardless of whether the CPU Unit has a built-in port).

Refer to 3-3 Mounting to a PLC.

Wire the Ethernet network with twisted-pair cable.

Refer to 3-4 Network Installation and 3-5 Connecting to the Network.

Prepare a computer with Support Software installed on it and a serial cable
or an Ethernet cable (twisted-pair cable) to connect to the PLC. These are
required to perform network settings using the Support Software (e.g., Net-
work Configurator, CX-Programmer, and CX-Integrator).

Connect the PLC to the computer and create the I/O tables using the CX-
Programmer. I/O tables do not need to be created for the built-in EtherNet/
IP port on the CJ2H-CPULI-EIP or CJ2M-CPU3L.
Refer to 3-6 Creating I/O Tables.
Set the IP address of the EtherNet/IP Unit or built-in EtherNet/IP port using
one of the following methods.
a) Using the Unit without setting the IP address:

* The default IP address is 192.168.250.Node_address.
b) Setting a particular IP address:

e If you want to store the setting in the CPU Unit, set it in the EtherNet/

IP Unit’s allocated DM area within the CPU Unit.

* If you want to store the setting in the Unit, set the IP address in the Edit
Parameters Dialog Box of the 1/0 Table Dialog Box from the CX-Pro-
grammer, and transfer the setting to the Unit.

Refer to 3-7 Setting the Local IP Address and 3-8 TCP/IP and Link
Settings.

When necessary, set the following items in the Edit Parameters Dialog Box
and transfer them: TCP/IP, Ethernet, FINS/UDP, FINS/TCP, FTP, Auto Ad-
just Time, Status Area, SNMP, and SNMP Trap

Refer to 3-10 Other Parameters.

When necessary, set the routing tables.

If the FINS communications service is being used and multiple network
Communications Units are mounted in the PLC, set the routing tables from
the CX-Integrator, and transfer the table.

Refer to the CX-Integrator Operation Manual (Cat. No. W464) for the set-
ting procedure.
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9. Test communications.
Send a PING command to the EtherNet/IP Unit or built-in EtherNet/IP port.

Refer to 3-117 Communications Test.

Settings Required for Tag Data Link Service (Cyclic Communications)

1. Using the EtherNet/IP Datalink Tool in the Network Configurator to Set the Parameters
With this method, there is no flexibility in the settings, but you can easily set
the data link parameters using only memory addresses, and the settings will
conform to Controller Link data link parameters. Refer to 3-9 Tag Data Link
Parameters or SECTION 6 Tag Data Link Functions.

2. Using the Tag Data Link Setting Function in the Network Configurator to Set the Parameters
With this method, you can set the connections that define the tag data links for
each EtherNet/IP node. Tag data links can be set with a high degree of flexibil-
ity using both memory addresses and network variables. Refer to SECTION 6
Tag Data Link Functions for information on how to make these settings.

Settings Required for the Message Communications Service

Execute a CMND(490) instruction in the CS/CJ-series CPU Unit's user
program.

Refer to SECTION 9 Message Communications.
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3-2 Switch Settings
3-2-1 CS-series EtherNet/IP Units

Setting the Unit Number

Note

The unit number is used to identify individual CPU Bus Units when more than
one CPU Bus Unit is mounted to the same PLC. Use a small screwdriver to
make the setting, taking care not to damage the rotary switch. The unit num-
ber is factory-set to 0.

Setting range:
OtoF

(1) Turn OFF the power supply before setting the unit number.

(2) If the unit number is being set for the first time or changed, then 1/O tables
must be created for the PLC.

(3) With CS-series and CJ-series PLCs, words are automatically allocated in
the CIO Area and DM Area according to the unit numbers that are set.
For details, refer to SECTION 4 Memory Allocations.

Setting the Node Address

Relationship to IP
Addresses
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Note

When there are multiple EtherNet/IP Units or Ethernet Units connected to the
Ethernet network for the FINS communications service, the EtherNet/IP Units
are identified by node addresses. Use the node address switches (NODE
NO.) to set the node address between 01 and FE hexadecimal (1 to 254 deci-
mal). Do not set a number that has already been set for another node on the
same network.

NODE
NO.

Setting range:
01 to FE (1 to 254 decimal)

The left switch sets the sixteens digit (most significant digit) and the right
switch sets the ones digit (least significant digit). The node address is factory-
set to 01.

Turn OFF the power supply before setting the node address.

When IP addresses are generated automatically (either dynamic or passive),
the rightmost byte of the host ID of the IP address is set to the same value as
the node address. (Refer to Section 5 Determining IP Addresses.) If the same
node address value cannot be used, the IP address table method or the com-
bined method must be used for address conversion. (For detalils, refer to SEC-
TION 5 Determining IP Addresses.)

If the FINS communications service is not being used on the Ethernet net-
work, then it is all right for the same node address to be set on two or more
EtherNet/IP Units. The setting, however, must be made within a range of 01 to
FE. If a value outside of this range is set, the MS indicator will light red, the 7-
segment display will indicate code H4 (node address setting error), and the
EtherNet/IP Unit will stop operating.
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3-2-2 CJ-series EtherNet/IP Units and CJ2 Built-in EtherNet/IP Port

Setting the Unit Number

Note

The unit number is used to identify individual CPU Bus Units when more than
one CPU Bus Unit is mounted to the same PLC. Use a small screwdriver to
make the setting, taking care not to damage the rotary switch. The unit num-
ber is factory-set to 0.

Setting range:
OtoF

(1) Turn OFF the power supply before setting the unit number.

(2) If the unit number is being set for the first time or changed, then I/O tables
must be created for the PLC.

(3) With CS-series and CJ-series PLCs, dedicated areas are automatically
allocated in the CIO Area and DM Area according to the unit numbers that
are set. For details, refer to SECTION 4 Memory Allocations.

Setting the Node Address

Relationship to IP
Addresses

Note

With the FINS communications service, when there are multiple EtherNet/IP
Units connected to the Ethernet network, the EtherNet/IP Units are identified
by node addresses. Use the node address switches to set the node address
between 01 and FE hexadecimal (1 to 254 decimal). Do not set a number that
has already been set for another node on the same network.

NODE Setting range:

No. 01 to FE (1 to 254 decimal)
x 160

The left switch sets the sixteens digit (most significant digit) and the right
switch sets the ones digit (least significant digit). The node address is factory-
set to 01.

Turn OFF the power supply before setting the node address.

When IP addresses are generated automatically (either dynamic or passive),
the rightmost byte of the host ID of the IP address of the EtherNet/IP Unit or
built-in EtherNet/IP port is set to the same value as the node address. (Refer
to Section 5 Determining IP Addresses.) If the same node address value can-
not be used, the IP address table method or the combined method must be
used for address conversion. (For details, refer to SECTION 5 Determining IP
Addresses.)

If the FINS communications service is not being used on the Ethernet net-
work, then it is all right for the same node address to be set on two or more
EtherNet/IP Units or built-in EtherNet/IP ports. The setting, however, must be
made within a range of 01 to FE. If a value outside of this range is set, the MS
indicator will light red, the 7-segment display will indicate code H4 (node
address setting error), and the EtherNet/IP Unit or built-in EtherNet/IP port will
stop operating.
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3-3 Mounting to a PLC

3-3-1

Mounting to a CS-series PLC

Note

EtherNet/IP Units can be mounted to any slot in a CS-series CPU Rack or a
CS-series Expansion CPU Rack, but the number of slots to which they can be
mounted depends on the Backplane. A maximum of eight EtherNet/IP Units
can be mounted in a single PLC. If one or more EtherNet/IP Units are
mounted in combination with other CPU Bus Units (e.g., Controller Link
Units), the maximum total number of CPU Bus Units that can be mounted is
16.

Tighten PLC Backplane mounting screws to a torque of 0.9 N-m, and the
Unit’s screws to a torque of 0.4 N-m.

CS1W-BC023/BC033/BC053/BC083/BC103 CPU Backplane

CS-series CPU Rack with
2, 3,5, 8, or 10 slots

Can be mounted in any slot.

CPU

»
o

2,3,5, 8, or10 slots
(Expansion Backplane not possible with 2-slot CPU Backplane.)

CS1W-BI033/BI053/B1083/BI103 CS-series Expansion Backplane

CS-series Expansion Rack with Up to eight Units can be mounted
| | u
E 3,5,8, or 10 slots. to the slots shown in the diagrams

Can be mounted in any slot. on the left.

3, 5, 8, or 10 slots

CS1W-BI033/BI053/B1083/BI103 CS-series Expansion Backplane

CS-series Expansion Rack with
&9 3, 5, 8, or 10 slots.

Can be mounted in any slot.

3, 5, 8, or 10 slots CPU: CPU Unit

Note

PS: Power Supply Unit

The CS1W-EIP21 EtherNet/IP Unit's maximum current consumption is
410 mA. Be sure that the total current consumption of all the Units connected
to the same CPU Backplane or Expansion Backplane does not exceed the
output capacity of the Power Supply Unit.

3-3-2 Mounting to a CJ-series PLC
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EtherNet/IP Units can be mounted in a CJ-series CPU Rack or a CJ-series
Expansion CPU Rack. Connect the EtherNet/IP Unit in any of the positions
shown below using the sliders on the top and bottom of the Unit. Up to seven
EtherNet/IP Units can be mounted for a CJ2H-CPULILJ-EIP CPU Unit
(enabling up to eight EtherNet/IP ports if you include the built-in EtherNet/IP
port). Up to two EtherNet/IP Units can be mounted for a CJ2M CPU Unit
(regardless of whether the CPU Unit has a built-in port).

If EtherNet/IP Units are mounted in combination with other CPU Bus Units
(e.g., Controller Link Units), the maximum total number of CPU Bus Units that
can be mounted is 16.
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CPU Rack 10 Units max. End cover

|
sipicl | | |-
¥

. End cover
Expansion Backplane 10 Units max.

Fl ......

Expansion BackplaneI-I 10 Units max.

Wl ......

Expansion Backplane 10 Units max.

s [P

PS: Power Supply Unit
CPU: CPU Unit

IC: 1/0O Control Unit

1I: /0 Interface Unit

Up to eight EtherNet/IP
Units can be mounted.
End cover

End cover

Note The CJ1W-EIP21 EtherNet/IP Unit's maximum current consumption is
410 mA. Be sure that the total current consumption of all the Units connected
to the same CPU Backplane or Expansion Backplane does not exceed the
output capacity of the Power Supply Unit.

3-3-3 Mounting
Mount the EtherNet/IP Unit to the Backplane using the following procedure.

1,2,3... 1. Hook the claw on the top of the Unit onto the Backplane.

Backplane

2. Insert the Unit into Backplane connectors and securely tighten the screw
at the bottom of the Unit. Tighten the screws to a torque of 0.4 N-m.
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3. When removing the Unit, first loosen the screw at the bottom of the Unit.

Fixing screws

Note = When mounting the Unit, provide the clearance shown below to facilitate easy
mounting or dismounting.

|
‘# 20 mm min.

Backplane

20 mm min.

?\w ( Duct ‘

Phillips screwdriver

3-3-4 Handling Precautions

* Always turn OFF the power supply to the PLC before mounting or dis-
mounting a Unit or connecting or disconnecting cables.

* Provide separate conduits or ducts for the I/O lines to prevent noise from
high-tension lines or power lines.

* Leave the label attached to the Unit when wiring. Removing the label may
result in malfunction if wire clippings or other foreign matter enters the
Unit. Remove the label after the completion of wiring to ensure proper
heat dissipation. Leaving the label attached may result in malfunction.

| _— Remove the label after wiring.
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3-4 Network Installation

3-4-1 Basic Installation Precautions

* Take the greatest care when installing the Ethernet System, being sure to
follow ISO 8802-3 specifications. You must obtain a copy of these specifi-
cations and be sure you understand them before attempting to install an
Ethernet System. Unless you are already experienced in installing com-
munications systems, we strongly recommend that you employ a profes-
sional to install your system.

Do not install Ethernet equipment near sources of noise. If a noisy envi-
ronment is unavoidable, take adequate measures against noise interfer-
ence, such as installing network components in grounded metal cases or
using optical cable in the system.

When installing an EtherNet/IP network that combines an information sys-
tem with the control system, and the communications load may be heavy
due to tag data links, we recommend configuring the network so that the
load does not affect communications. For example, install the tag data
links in a segment that is separate from the information network.

Note The maximum current consumption of the CS1W-EIP21 and CJ1W-EIP21
EtherNet/IP Units is 410 mA. Be sure that the total current consumption of all
the Units connected to the same CPU Backplane or Expansion Backplane
does not exceed the output capacity of the Power Supply Unit.

3-4-2 Recommended Products

The following table shows the devices recommended for use with the Ether-
Net/IP Unit 2-3 Selecting the Network Devices.

3-4-3 Precautions

Precautions on Laying Twisted-pair Cable

* Noise resistance may be reduced by ground loops, which can occur due
to improper shield connections and grounding. Ground the shield at one
location, as shown in the following diagram.

* Do not connect the shield to the EtherNet/IP Unit’'s connector.
e If a cable connects two hubs, connect the shields at only one end.

Hub Hub .
Connect shield.
Connector  Connector Connector ~ Connector  Connector
Do not connect shield.
o L 1 Lyl o(em Lugd Lungl L)
) .
H it i CP EP | Power
Unit Supply
L = Unit
[} =T Connector GR |
! ! terminal
(Shield)
(Shield)
EIP Power
Unit Supply
Unit
sTP Connector| GR |
A terminal
1%
(Shield)
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* Press the cable connector in firmly until it locks into place at both the
switching hub and the EtherNet/IP Unit.

* Do not lay the twisted-pair cable together with high-voltage lines.

* Do not lay the twisted-pair cable near devices that generate noise.

* Do not lay the twisted-pair cable in locations subject to high temperatures
or high humidity.

* Do not lay the twisted-pair cable in locations subject to excessive dirt and
dust or to oil mist or other contaminants.

Switching Hub Installation Environment Precautions

* Do not ground the switching hub in the same location as a drive-system
component such as an inverter.

* Always use a dedicated power supply for the switching hub’s power sup-
ply. Do not use the same power supply used for other equipment, such as
an 1/O power supply, motor power supply, or control power supply.

* Before installation, check the switching hub’s environment-resistance
specifications, and use a switching hub appropriate for the ambient condi-
tions. Contact the switching hub manufacturer for details on switching
hub’s environment-resistance specifications.

Switching Hub Connection Methods

Connect two hubs to each other as follows: Connect an MDI port to an MDI-X
port with a straight cable; connect two MDI ports with a cross cable; and
connect two MDI-X ports with a cross cable.

Note It is very difficult to distinguish cross cables and straight cables by appear-
ance. Incorrect cables will cause communications to fail. We recommend
using cascade connections with straight cables whenever possible.

MDI ports
—— Straight cable

Switching —=— Cross cable
Hub

MDI-X port
(cross) <

Switching
Hub

Some switching hubs can automatically distinguish between MDI and MDI-X.
When this kind of switching hub is being used, straight cable can be used
between switching hubs.

Note Adjust the link settings of the EtherNet/IP Unit or built-in EtherNeV/IP port to
match the communications settings of the connected switching hub. If the set-
tings do not match, the link will become unstable and prevent normal commu-
nications. The following table shows the allowed settings for each switching
hub communications mode.

Switching hub setting EtherNet/IP Unit setting
Auto- 10 Mbps (fixed) 100 Mbps (fixed)
negotiation [ g Half Full Half
duplex | duplex | duplex | duplex
Auto-negotiation Best OK OK
10 Mbps | Full duplex | --- OK - --- ---
(fixed)  I'Half duplex | OK oK
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Switching hub setting EtherNet/IP Unit setting
Auto- 10 Mbps (fixed) 100 Mbps (fixed)
negotiation gy Half Full Half
duplex | duplex | duplex | duplex
100 Mbps | Full duplex | --- Best
(fixed)  ['Half duplex |OK OK

Note Best = Recommended; OK = Allowed; --- = Not allowed.

3-4-4 Using Contact Outputs (Common to All Units)

Mounting Location

Cable Location

When an EtherNet/IP Unit or built-in EtherNet/IP port and Contact Output Unit
are mounted in the same Rack or connected to the same PLC, communica-
tions errors may occur due to noise generated by the contact outputs. Use
one or more of the following measures when installing Contact Output Units
and EtherNet/IP Units on the same Rack.

Mount (or connect) any Contact Output Units as far away from the EtherNet/IP
Unit or built-in EtherNet/IP port as possible.

Contact Output Unit

N =

EtherNet/IP Unit

-
Contact outputs

[———

To switching hub

Separate the transceiver cable or twisted-pair cable connecting the EtherNet/
IP Unit as far from the wiring to the Contact Output Units as possible. The
coaxial cable must also be placed as far away from the Contact Output Units
and their wiring as possible.

Contact outputs

—

|

@ " EtherNet/IP Unit

)To switching hub

Contact Output Unit
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3-5 Connecting to the Network

3-5-1 Ethernet Connectors
The following standards and specifications apply to the connectors for the
Ethernet twisted-pair cable.
* Electrical specifications: Conforming to IEEE802.3 standards.
RJ45 8-pin Modular Connector
(conforming to ISO 8877)

¢ Connector structure:

Connector pin Signal name Abbr. | Signal direction
1 Transmission data + TD+ Output

2 Transmission data — TD- Output

3 Reception data + RD+ Input

4 Not used.

5 Not used.

6 Reception data — RD- Input

7 Not used.

8 Not used.

Hood Frame ground FG

3-5-2 Connecting the Cable

&Caution Turn OFF the PLC’s power supply before connecting or disconnecting twisted-
pair cable.

&Caution Allow enough space for the bending radius of the twisted-pair cable as shown
in below.

} OmRoON

[
35 mm
1IAY
]
(=]
S ] ]
N l:
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1,2,3... 1. Lay the twisted-pair cable.
2. Connect the cable to the switching hub. Be sure to press in the cable until
it locks into place.

3. Connect the twisted-pair cable to the connector on the EtherNet/IP Unit.
Be sure to press the connectors (both the switching hub side and Ethernet
side) until they lock into place.

Example: CS1W-EIP21

RJ45 Modular Connector

ol

/ EtherNet/IP Unit
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3-6 Creating I/O Tables
3-6-1 1/O Table Overview

I/O tables are used to identify Units mounted to the PLC, and to allocate I/O to
them. With CS-series and CJ-series PLCs, whenever there is a change to the
Unit configuration it is necessary to create I/O tables and register the mounted
Units in the CPU Unit.

The I/O tables can be created in the following ways.
* Using the CX-Programmer offline.

* Using the CX-Programmer online to create the I/O table based on the
Units mounted to the PLC.

* Using the Programming Console to create the I/O table based on the
Units mounted to the PLC.

* Using the CPU Unit's automatic I/O allocation at startup. (This method is
available for the CJ Series only.)

3-6-2 Connecting Programming Devices to the PLC

To create the 1/O tables, connect a Programming Device (such as a CX-Pro-
grammer or Programming Console) to the PLC.

Applicable Programming Devices

The following Programming Devices can be used with CS/CJ-series PLCs.

Programming Console

Model number Key Sheet (required) Recommended cable (required)
C200H-PRO27-E | CS1W-KS001-E CS1W-CN224 (cable length: 2.0 m)
CS1W-CN624 (cable length: 6.0 m)

CQM1-PROO01-E CS1W-CN114 (cable length: 0.1 m)

Note A Programming Console cannot be used with the CJ2H-CPULILI(-EIP)
and CJ2M-CPU3[] CPU Units. Use the CX-Programmer.

CX-Programmer
For information on how to connect and operate the CX-Programmer, refer to
the CX-Programmer Operation Manual (Cat. No. W4486).

Connecting a Programming Console
To connect a Programming Console, attach a CS/CJ-series Key Sheet and
then connect the Console to the CPU Unit’s peripheral port. (It cannot be con-
nected to the RS-232C port.)

3-6-3 Procedure for Creating I/0 Tables
Programming Console

This section provides the procedure for creating the 1/O tables using a Pro-
gramming Console. For details on using the Programming Console, refer to
the Programming Console’s operation manual.

Note (1) With the CJ Series, it is necessary to create I/O tables only when the user
is allocating 1/0 manually. With the CS Series, it is always necessary to
create 1/0 tables.
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(2) With the CJ2H-CPULI-EIP and CJ2M-CPU3L] CPU Units, the built-in
EtherNet/IP portis set in the I/O tables by default and cannot be changed.
It is not necessary to register it in the 1/O tables.

Use the following procedure to create the I/O tables.

Initial screen ;

FUN SHIFT

CH
*DM

CHG

9 7 1 3 | |wriTe

l 0 or 1 (Save or clear the CPU Bus Unit System Setup.)

CX-Programmer (Version 8.0 or Higher)

1,2,3...

This section describes how to register an EtherNet/IP Unit or built-in EtherNet/
IP port in the I/O tables using the CX-Programmer (version 8.0 or higher).
Refer to the CX-Programmer Operation Manual (Cat. No. W446) for details on
the operating procedures.

This section describes how to register the CJ1W-EIP21 in the I/O tables by
creating the 1/O tables on a computer with the CX-Programmer. In this
example, the computer is connected to the PLC using a serial cable. The
CJ1W-EIP21 is connected to a CJ1H-CPU67 CPU Unit.

1. Start the CX-Programmer, and then select PLC — Auto Online — Direct
Connection from the menus.

= CX-Programmer

File “iew HaESS Tools Help
Auta Cnline » BN Direct orline
@, Etherhlet (TP Mode Crline

T
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2.

3.

The Direct Online Dialog Box will be displayed. Select a serial connection,
select the name of the applicable computer serial port, and then press the
Connect Button.

Direct Online @

Goes online automatically.
Select connection twpe and press [Connect] button,

Connection Type

& Senal connection

{alzo when using USB-Senal conversion c:al:uIeEE
Sernial port of PC

| ComM3 ﬂ Serial

W Conmects at baud rate 115,200 bps

"~ USE connection

Connection will automatically be made to the PLC connected directly to
the PC via senial cable.
It iz haot poszible to automatically connect ta a Compatw'aw/F compaonent,

Connect | Cancel |

If the connection process is successful, the system will be connected on-
line. Here, check the operating mode of the PLC. If the operating mode is
not PROGRAM mode, change the mode by selecting PLC — Operating
Mode — Program from the menus.

Double-click 10 Table and Unit Setup Icon in the project workspace in the
CX-Programmer. The PLC 10 Table Window will be displayed. Select Op-
tions — Create from the menus.

™ ntitled| - CX-Programmer - [[Stopped] - NewPLC1. Task1.Sectionq [Diagrami]

@ File Edit %ew Insert PLC Program Simulakion Tools  ‘Window Help
D&EE of TR AL
Sili= =
m B E A Bt 0. 5% 15
MEND [Program Mame : Task1]
= % MNewProject 0
= % MewPLC1[CJ1H-H] Stop/Program Mode [Section Matme : Sectiont]
=4 symbals
3§10 Table and Unit Setup B g L
Settings ="} : g |
Mematy card 002 zecond c...% H
Error log Cirereieiieiiei e it
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il PLE 10 Table - NewPLC1
File Edit  Wiew Rl

Transfer ko PLC
@ @@L— Transfer from the PLC

Compare with PLC

+| g, Inner Bo,
+ 4, [0000] M

+|- s, [0000] R
+ &, [D00O] R
+ 4, [0000] R

Yerify
Delete

Online Add Unit

Rackslok Start Addresses
Units Prafile information
Dip Switch Information

5. The EtherNet/IP Unit will be displayed at the position it is mounted in the
PLC.

Note I[fitis not displayed, select Options — Transfer from PLC from the
menus.

iFi PLC IO Table - NewPLC1
File Edit “iew Options Help

&| B|R/w=| #|m)|
# CI1H-CPUBTH

+-4z, Inner Board

--dq [nnun] Main Ral:k

5l o [uuuu] Empty Slot
5l 02 [0000] Empty Slat
5] 03 [0000] Empty Slot
5l 04 [0000] Empty Slat
5l 05 [0000] Empty Slat
5] 06 [0000] Empty Slot
5l 07 [0000] Empty Slat
5l 08 [0000] Empty Slat
5] 09 [0000] Empty Slot

+| -4, [0000] Rack 01

+- 4z, [0000] Rack 02

+- 4, [0000] Rack 03

CIIH-CPUE?H  Program

Note Creating I/O tables is not required if the built-in EtherNet/IP port of a CJ2 CPU
Unit is used. It is registered as a built-in port/Inner Board with a model number
of CJ2B-EIP21 for the CJ2H and a model number of CJ2M-EIP21 for the
CJ2M. You cannot delete a built-in port from the 1/0O tables.

iJil PLG IO Table — NewPLG1

File Edit \iew Options Help

B S|+ &lele| ok 6lh

% GJ2H-GPUGS-EIP

- l‘ Built-in Port/Inner Board
7 [1500] GJ2E-EIP21{Built In EtherNet/TP Port for GJ2
7 [1900]hner Board ummounted

+- &g, [0000] Main Rack

+- &g, [0000] Rack 01

+ &g, [0000] Rack 02

+ &g, [0000] Rack 03
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3-7 Setting the Local IP Address
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This section describes the 3 ways to set the local I/O address of an EtherNet/
IP Unit or built-in EtherNet/IP port.

Method 1: Using the default IP address:
The default IP address is 192.168.250.Node_address.
(The node address is set with the rotary switches on the front of
the EtherNet/IP Unit or, for the built-in EtherNet/IP port, on the
front of the CPU Unit.)

— This method can be used to make a temporary or preliminary
connection to the Ethernet. In this case, leave the TCP/IP Con-
figuration and the allocated DM area IP address settings at their
default values (0.0.0.0).

Method 2: Setting an IP address in the CPU Unit’s allocated DM area:

— If you want to set a particular local IP address and store that set-
ting in the CPU Unit, set it in the EtherNet/IP Unit’s allocated DM
area. The IP address can be set from the CX-Programmer, Pro-
gramming Console, or ladder program.

Method 3: Setting the TCP/IP Configuration from the CX-Programmer:

— If you want to set a particular local IP address and store that set-
ting in the EtherNet/IP Unit, set the IP address from the CX-Pro-
grammer.

When FINS communications are being used, it is necessary to show the cor-
respondence between the IP addresses and FINS node addresses. Refer to
SECTION 5 Determining IP Addresses for an explanation of IP addresses as
well as the correspondence between FINS node addresses and IP addresses.

The three setting methods are described in the following paragraphs.

Method 1: Using the Default IP Address (192.168.250.Node address)

When the EtherNet/IP Unit or built-in EtherNet/IP port is just mounted in the
PLC and the I/O table is created, the EtherNet/IP Unit or built-in EtherNet/IP
port will operate with its default IP address. This default address is enabled
when the local IP address in the allocated DM area and the TCP/IP Configu-
ration are both set to their defaults (0.0.0.0).

The default IP address is 192.168.250.Node_address, where Node_address
is the node address set with the rotary switches on the front of the EtherNet/IP
Unit. This address is also used as the FINS node address.

The following table shows the various settings in the Unit Setup when the IP
address and TCP/IP Configuration are all set to their default values.

Setting Operating status
IP address 192.168.250.Node_address
Subnet mask 255.255.255.0 (class C mask)
Default gateway None (IP routing disabled)
Preferred DNS server None
Alternate DNS server None
Host name None
Domain name None
Baud rate Auto-detect
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Method 2: Setting the Address in the CPU Bus Unit's Allocated DM Area

With this method, an IP address is not set in the TCP/IP Configuration (left at
its default setting), and an IP address is set in the allocated DM Area words
(the IP Address Display/Setting Area in words m+98 and m+99).

The IP address can be written in the two IP Address Display/Setting Area
words using the CX-Programmer or the Programming Console. To enable the
new IP Address setting, the EtherNet/IP Unit or built-in EtherNet/IP port must
be restarted or the PLC’s power must be turned OFF and then ON again.
Beginning word m = D30000 + (100 x unit number)

i5 14 13 12 11 10 9 8 7 6 5 4 3 2 1 O

m+98 (1) @) (3) (4)

m+99 (5) (6) (7) (8)

IP Address: (1)(2).(3)(4).(5)(6).(7)(8) (Hex)

The following table shows the various Unit Setup when only the IP Address
Display/Setting Area is set, and the other TCP/IP Configuration settings are
left at their default values.

Setting Operating status

IP address IP address set in words m+98 and m+99 (IP Address Dis-
play/Setting Area) of the DM Area words allocated to the
EtherNet/IP Unit as a CPU Bus Unit

Subnet mask Determined by class of the IP address

Default gateway None (IP routing disabled)

Preferred DNS server None

Alternate DNS server None

Host name None

Domain name None

Baud rate Auto-detect

Method 3: Setting the TCP/IP Configuration from the Network
Configurator

This method can be used to set IP addresses from the CX-Programmer.
For details, refer to 3-8 TCP/IP and Link Settings.

CJW-EIP21 [Edit Parameters] X

TCPAP | Ethermet | FINS/UDP | FINS/TCP | FTP | Auto Aduust Time | Status drea | SNMP | SHMP Trap |

IP Address & Mot use DMS

* Use the following addres: " Ise DNS
e T T e
IP Address GEREEE Primary DMS Server ’7
Sub-net Mask 256266 266 . O
s Secondary DNS Server

Default Gateway o .0 0o .0

Domain Name |

" GetIP address from the BOOTP server

The BODOTP setting is valid only for next uit IP Router Table
restart [power restoration),
Then, the BOOTP setting will be cleared,
The obtained IP address will be automatically IP Address Gateway Address Ingert
zaved ar spstem setting in the unit
Broadcast
= All1(4.3B5D)
" AIl0[4.2B50)
Set Defaults Cancel

If the IP address is set in the TCP/IP Tab Page, that IP address setting will be
displayed in the IP Address Display/Setting Area (words m+98 and m+99) in
the DM Area words allocated to the Unit/port.
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3-8 TCP/IP and Link Settings

This section describes the TCP/IP-related settings, such as the local IP
address and subnet mask for the EtherNet/IP Unit or built-in EtherNet/IP port.
Use the CX-Programmer to make these settings. The settings are stored in
non-volatile memory in the Unit.

Unlike the Ethernet Units, the TCP/IP settings of the EtherNet/IP Unit and
built-in EtherNeV/IP port are not stored in the CPU Unit's CPU Bus Unit Sys-
tem Setup Area.

Note

3-8-1 Setting Procedure with the CX-Programmer

1,2,3... 1. When the EtherNet/IP Unit is registered in the I/O tables of the CX-Pro-
grammer, the EtherNet/IP Unit and built-in EtherNet/IP port will be dis-

played in the I/O tables. Refer to 3-6 Creating I/O Tables for details.

L PLC 10 Table - NewPLC1
File Edit View Options Help

& BIa[w| #[m(w| 32 Blbl'=lx]|
# CIIH-CPUETH
+ e, Inner Board
-4 [0000] Main Rack
00 [ 1525] CI1W-EIP21{Etherhet/IP Unit For €23 (Uit 1
5 01 [0000] Empty Slot Add Unit
TI 02 [0000] Emply Slok Change | Confirm Units
ﬂ 03 [0000] Emply Slok Change Unit Mo
1 04 [0000] Empty Slot Unit Cammenk
51 05 [0000] Empty Slat SYSMAC BIIS Master >
51 08 [0000] Empty Slot
5 07 [0000] Empty Slot
1 08 [0000] Empty Slot
1 09 [0000] Empty Slot
+- g, [0000] Rack 01

Unit Sekup

Save Parameters
Load Parameters

»
+ 2, [0000] Rack 02 Start Special Application
+ 4, [0000] Rack 03 cut Chrl
Copy Chrl+C
F Delete

CIIH-CPUSPH  Pradr g ManuFacturing information

2. Right-click the EtherNet/IP Unit or built-in EtherNet/IP port in the 1/O table
and select Edit - Unit Setup from the menus. The Edit Parameters Dialog
Box will be displayed.

CIIW-EIP21 [Edif Paramelers] X

TCPAP | Ethamet | FINS/UDP | FINS/TCP | FTF | Auto Aduust Time | Status rea | SNMP | SHMP Tiap |

3. Make the necessary settings on the TCP/IP Tab Page of the Edit Parame-
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IP Address

& Use the following address
IP &ddress o. 0 0.0
Sub-net Mask 0 i] 0 a

Default Gateway 1] a 1} 1]

" GetIP address from the BOOTF server

The BOOTP =zetting is valid only for next unit
restart [power restoration),

Then, the BOOTP setting wil be cleared.
The obtained IP address will be automatically
saved ag system setting in the unit

* Motuse DNS
" Use DNS

Primary DMS Server
Secondary DNS Server

Domain Name |

IP Fiouter Table

IP Address

Gateway Address Insert

Broadcast

+ All7(4.3B50]

O AND(4.2B5D)

Set Defaults Cancel

ters Dialog Box. (The IP address is set here.)
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Note

CIIW-EIP21 [Edit Parameters] X

TCPAP | Ethamet | FINS/UDP | FINS/TCP | FTF | Auto Aduust Time | Status rea | SHMP | SHMP Trap |

IP Address & Mot use DMS
& Use the following address " Use DNS

IP &ddiess 199,168 . 1 . 1 Primary DMS Server ’7
- 2585 .255 . 2585 . O ’7
Subnet Mask Secondary DMS Server

Default Gateway 1] a 1} 1]

Domain Name |

" GetIP address fiom the BOOTP server

The BODTF setting is valid only for nest unit IP Router Table
restart [power restoration),
Then, the BOOTP setting will be cleared,
The obtained [P address will be automatically IP Address Gateway Address Insert
saved ag system setting in the unit
Broadcast
+ All7[4.3650)
" AID(4.2850)
Set Defaults Cancel

Place the CX-Programmer online with the PLC and transfer the settings to
the EtherNet/IP Unit or built-in EtherNet/IP port.

After transferring the settings, a message will ask if you want to restart the
EtherNet/IP Unit or built-in EtherNet/IP port. The Unit/port must be restart-
ed to enable the settings.

Check the 7-segment display for the EtherNet/IP Unit or built-in EtherNet/
IP port.

If the 7-segment display is tested again after it goes OFF, and finally
displays the IP address, it indicates that the EtherNet/IP Unit has
recognized the new TCP/IP Configuration settings (the IP address in this
case).

(1) The EtherNet/IP Unit or built-in EtherNet/IP port must restart in order to

enable the parameter settings that are transferred to it. Verify that restart-
ing the Unit/port will not cause any problems in the system before restart-
ing it.

(2) If the target node address (IP address) is not set correctly, invalid device

parameters may be set in the wrong PLC, so check the connected PLC
before downloading parameters.

Settings on the TCP/IP Tab Page

Settings for the following items are provided on the TCP/IP Tab Page of the
Edit Parameters Dialog Box in the CX-Programmer.

e |P address

e Subnet mask

¢ Default gateway

* Broadcasting
 Preferred DNS server
e Alternate DNS server
e Domain name

* |P router table
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IP Address

Subnet Mask

Default Gateway

Broadcasting

Sets the local IP address of the EtherNet/IP Unit or built-in EtherNeV/IP port.

Set the local IP address on the TCP/IP Tab Page when not setting the IP
address in the CPU Unit’s allocated DM Area or using the default IP address
(default IP address = 192.168.250.Node_address).

When the IP address is set on the TCP/IP Tab Page, it will be stored as the IP
address in the DM Area words allocated to the Unit/port as a CPU Bus Unit.

For the subnet mask, all bits corresponding to the bits in the IP address used
as the network ID are set to 1, and the bits corresponding to the host number
are set to 0. The EtherNet/IP Unit or built-in EtherNet/IP port supports CIDR
(Classless Inter-Domain Routing). The subnet mask can be set to 192.0.0.0 to
255.255.255.252. (CIDR is supported by unit version 2.0 or later.)

If no subnet mask is set, or if an illegal value is set, the following values will be
used depending on the IP address class.

In normal applications, we recommend setting the subnet mask defined for
the class.

Class Subnet mask
Class A 255.0.0.0
Class B 255.255.0.0
Class C 255.255.255.0

With the default setting (0.0.0.0), a subnet mask corresponding to the IP
address class is used.
The following table shows the various parameters in the Unit Setup when only

the IP address and subnet mask are set and other settings are left at their
default values.

Setting Operating status

Default gateway None (IP routing disabled)

Preferred DNS server None

Alternate DNS server None

Host name None

Domain name None

Broadcasting 4.3 BSD specifications

IP router table None

Sets the default gateway’s IP address.
This setting is not required when the default gateway is not being used.

Sets the IP address specification method for broadcasting with FINS/UDP.
* All 1’s (4.3BSD): Broadcasting is performed with the host ID set to all 1’s.
* All 0’s (4.2BSD): Broadcasting is performed with the host ID set to all 0’s.
Normally, use the default setting of all 1’s (4.3BSD).

Preferred DNS Server and Alternate DNS Server
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When accessing another node from the EtherNet/IP Unit or built-in EtherNet/
IP port using the host name, the DNS server searches for the other node’s IP
address from the other node’s host name to the DNS server. These settings
register the IP addresses of the preferred and alternate DNS servers that will
perform the search. At this time, the EtherNet/IP Unit is not equipped with any
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Domain Name

IP Router Table

functions that require a DNS server, so these settings are not used. (The
functionality required to use a DNS server is not provided on EtherNet/IP
Units with unit version 1.0. The DNS server cannot be used with these Units.)

Sets the domain name of the domain to which the EtherNet/IP Unit or built-in
EtherNeVt/IP port belongs. The EtherNet/IP Unit or built-in EtherNet/IP port
does not use a domain name in actual communications.

Set the IP router table to route EtherNet/IP communications for specific nodes
through an IP router other than the default gateway.

Settings on the Ethernet Tab Page

Link Setting

The following settings are provided on the Ethernet Tab Page of the Unit
Setup for the EtherNet/IP Unit or built-in EtherNet/IP port.

* Link settings (baud rate and half/full duplex)

Sets the communications baud rate.

Setting Meaning
Auto (default) The baud rate with the switching hub is detected automat-
ically. If possible, the Unit operates in 100Base-T (full
duplex).

10 Mbps, Half Duplex Operates in 10Base-T, half duplex.
10 Mbps, Full Duplex Operates in 10Base-T, full duplex.
100 Mbps, Half Duplex Operates in 100Base-TX, half duplex.
100 Mbps, Full Duplex Operates in 100Base-TX, full duplex.

Note Adjust the EtherNet/IP Unit’s link settings to match the communications set-

tings of the connected switching hub. If the settings do not match, the link will
become unstable and prevent normal communications. The following table
shows the allowed settings for each switching hub communications mode.

Switching hub setting EtherNet/IP Unit setting

Auto- 10 Mbps (fixed) 100 Mbps (fixed)

negotiation gy Half Full Half
duplex | duplex | duplex | duplex
Auto-negotiation Best OK OK
10 Mbps | Full duplex | --- OK ~-n - -
(fixed)  I'Half duplex | OK oK
100 Mbps | Full duplex | --- Best
(fixed)  I'Half duplex |OK OK
Note Best = Recommended; OK = Allowed; --- = Not allowed.

3-8-2 Making TCP/IP Settings with the Network Configurator

1,2,3...

Use the Network Configurator to change IP address settings for any device
other than a CS/CJ-series EtherNet/IP Unit or built-in port. You can also use
the Network Configurator to change IP address settings for a CS/CJ-series
EtherNet/IP Unit or built-in port.

1. Connect the Network Configurator online.

Refer to 6-2-9 Connecting the Network Configurator to the Network for
details on connecting the Network Configurator to the EtherNet/IP Unit.
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2. Select Tools - Setup TCP/IP Configuration to display the following Setup
TCP/IP Configuration Dialog Box, and set the TCP/IP Configuration for the
target device. In the following example, the settings are all at their default
values.

Setup ICP/IP Configuration: @

Target IP Address

Mew Configuration
TCR/P Configuration
() Get the IP address via BOOTP server () Mot use DMS
() Use the following IP address () Use DNS

IP fiddress : g .0 .0 .0
Subnet Mask : o 0 0 0

Default Gatewsy: | O - 0 . 0 @

Speed & Duplex
Speed & Duplex: | Auto i

Reset the Device ] [ Get from the Device ]

Cloge

3. Enterthe IP address to set and press the Get from the Device Button. The
present setting will be obtained. Change the IP address in the New Con-
figuration Box if required.

Setup TCP/IP Configuration @

Target IP Addrezs

132 188 . 250 0 1

Mew Configuration
TCRAP Configuration

) Getthe IP address via BOOTP server (%) Mot uze DNS
() Use the following IP address () Use DNS

IP beddress: | 192 1E8 1 1

Subret Mask o | 295 . 285 . 285 .

Default Gateway : g .0 .0 .0

Set ta the Device

Speed & Duplex

Speed & Duplex: | Auto A Set to the Device
Beset the Device q Get fram the Device >

4. Press the Set to the Device Button. The IP address will be transferred to
the device. The applicable device is the device specified in the Target IP
Address Box. The device must be reset to enable the transferred setting. If
the device is not reset when the new IP address is transferred, click the Re-
set the Device Button.

When the EtherNet/IP Unit is reset, the IP address will be displayed once
in flowing text on the 7-segment display on the front of the Unit.

(1) The transfer function for IP address settings is defined by ODVA specifi-
cations. Target devices that do not support these specifications cannot be
set. When setting the IP address of the target device with the Network



Tag Data Link Parameters Section 3-9

Configurator, connect the devices one at a time, and download the TCP/
IP Configuration’s IP address parameters. If TCP/IP parameters are set
for the EtherNet/IP Unit or built-in EtherNet/IP port from the Network Con-
figurator, the EtherNet/IP Unit may automatically be reset and restarted.
Before setting the TCP/IP parameters, make sure that no system prob-
lems will occur when the Unit is restarted. If the Unit does not restart au-
tomatically, click the Reset the Device Button.

(2) If the target node address (IP address) is not set correctly, invalid device
parameters may be set in the wrong PLC, so check the connected PLC
before downloading parameters.

TCP/IP Parameters

The following TCP/IP parameters can be set from the Network Configurator.
* |P address
* Subnet mask
e Default gateway
* Preferred DNS server
* Alternate DNS server
e Domain name
* Link parameters (baud rate and full/half duplex)

3-9 Tag Data Link Parameters

Set the following parameters when using tag data links with an EtherNet/IP
Unit or built-in EtherNet/IP port. The parameter settings are saved in flash
memory in the EtherNet/IP Unit or CPU Unit. (See note.)

Note The CPU Bus Unit Setup Area is not used for tag data link settings for an
EtherNet/IP Unit or built-in EtherNet/IP port. This point is different from the
operation of Ethernet Units.

Refer to SECTION 6 Tag Data Link Functions for details.

3-9-1 Network Configurator Setting Procedure

The methods for setting tag data links using the Network Configurator can be
roughly divided into the following two.

1. Using the EtherNet/IP Datalink Tool in the Network Configurator to Set the Parameters
With this method, there is no flexibility in the settings, but you can easily set
the data link parameters using only memory addresses, and the settings will
conform to Controller Link data link parameters.

2. Using the Tag Data Link Setting Function in the Network Configurator to Set the Parameters
With this method, you can set the connections that comprise the tag data links
for each EtherNet/IP node. Tag data links can be set with a high degree of
flexibility using both memory addresses and network variables. Refer to SEC-
TION 6 Tag Data Link Functions for details on how to perform these settings.
This section presents a setting example using the EtherNet/IP Datalink Tool.

Using the EtherNet/IP Datalink Tool

The method that is described here is used to set memory addresses in tables
to specify data links between EtherNet/IP Units or built-in EtherNet/IP ports
on CS/CJ-series PLCs.
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1,2,3...

The following method can be used to easily set the data links shown in the fol-
lowing figure using a wizard in the EtherNet/IP Datalink Tool.

Node #1: CJ1H-CPU67H Node #2: CJ1H-CPU67H Node #3: CJ1H-CPU67H
(IP address: 192.168.250.1) (IP address: 192.168.250.2) (IP address: 192.168.250.3)
I I ]
EtherNet/IP
Area 1
Wo N T WO_
50 words [ #1 # #1
W50
50 words #2 #2 #2
W100
50 words #3 #3 #3
Area2 O e e e —— -
D50 50 50
100 words[ #1 #1 #1
D150
100 words #2 #2 #2
D250
100 words[ #3 #3 #3

1. Start the Network Configurator, select the applicable EtherNet/IP Unit in
the Tree View on the left, and then paste it into the Device Configuration

Pane on the right.

Note If an EtherNet/IP system has already been installed, you can create a similar
device configuration by connecting to the EtherNet/IP network and selecting
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Network — Upload from the menus.

Refer to 6-2-9 Connecting the Network Configurator to the Network for infor-

mation on connecting.

&) Untitled|- Network Configurator
File Edt Wiew Metwork Device EDSFile Tools ©Option Help

Ol 2 =i
1) i
* | U Etherletite_t
@ Metwork. Configurator ~
= @ EtherMet/IP Hardware
= @ Wendor = = =
= Oron Corparation
=) o Commurnications Adapte 192.168.250.1 192.168.250.2 1921682503
= LT EIP21 CITw-EIF21 CIWw-EIF21 CIw-EIF21
Rev1 ! l l ]|
Fev 2
E CITw-EIF21(CIZ)

%] CJ2B-EIP21
| CsTwEIP21
[£] Rev1 [

Usage of Device Bandwidth

Message Code Date Description

4

P L:EtherMstfIP  T:Unknown  Inkel{R) PROf100 VE Metwork Connection 192.168.250.1 100M () OFf-line

2. Select Network — EtherNet/IP Datalink Tool from the menus to start the

EtherNet/IP Datalink Tool.
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3. Select Datalink — Wizard from the menus in the Datalink Tool when it has
started.

?

Check Table

Modes  Area Mormalization ik Table data of selected node
: | Areal Areaz TagSet | Total Target | RPI
D ! !
IPRERIEEE Biee INIOUT | Link CH | Size | LinkCH | Size | Mame | Size Node Variable | (ms)

1921682501 CIW-EIR21 1+
1921682502 | CHW-EP21
182.168.250.3 | CHW-EP21

The number of PPS[without FPS [with
Multicast filker]

connection Multicast filker)

INADUT: Output with no overload, ™ is marked.
Total Size: If it includes PLC Status data, NetworkConfiguratar will show the additional 2 bytes a3 a size. [1CH=2bytes)

F1: k2 Fa Fi: FE: FE: F7: Fé: Fg: Fi0:
Help Edit Cell Show Prev || Show Nest Insert Delete Move Down|| Move Up Datalink. Check the
Mode Mode TagSet Tag5et TagSet Tag5et ‘whizard table

Fun Datalink Wizard

4. In the Datalink Wizard Dialog Box, enter 50 words starting from memory
address W0O0O for area 1 and 100 words starting from D0O0050 for area 2,

and then press the OK Button.

E= Datalink Wizard

Dratalink ‘wizard will make the datalink table data
Please specify the memory area. start address, size.

The nodes which participate the datalink have to be cieated by Network Configurator.
Dratalink Configuration

Areal Areal
Node1 Node2 Node3 ---- Node1 Node2 Node3 ----

Start _ - _ Start _ - _
tddress size ¥ OUT [ * N _ ] MW Address size 3| OUT |*] N _ ] MW

Size. N [«| OoT [+ N |---- Size. N [«| OoT [+ N |----

. - | . - |
Size f| N el N = OUT Size f| N el N = OUT
' | '

| i
Start Address D Start Address

Size (wards] Size (words] 100

Enable Output Inkibit

5. The data link settings will be automatically created in the window of the
EtherNet/IP Datalink Tool. Select File — Save to end. The settings will be

saved in the Network Configurator.
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BE 00053639. csv - DatalinkTiool
File Edit Datalink Help

W00 a0 DO0230 | 100 TagSetd_192 150

4

The number of

PPS[with

PPS [without

& H & X Ny %
-
Modes D atalink Table data of selected node —
Areal Areaz TagSet | Total Target RPI
IP Address Device - = - - -
IN/OUT | Link CH | Size | Link CH | Size MName Size Mode Variable | (ms)
192468.2501  CHW-EIP21 1 WWOOO| 50 DOODS0| 100 TagSet! 192 150 - - -
192.1658.250.2  CHW-EIP21 21N WSO 50 DOO1S0 100 TagSet? 192 150 1921682502 TagSet2 192 500
192.1658.250.3  CHW-EP21 3N

192.168.250.3 TagSet3 182 300

=]

connection 8 Multicast filker] 100 Multicast filter] 1w
INAOUT: Output with no overload, ™' iz marked.
Taotal Size: IF it includes PLL Status data, NetworkConfiguratar will shov the additional 2 bytes as a size. [1CH=2bytes]
Fi: Fa: F3: Fd: FE: FE: F7: F&: F9 Fii:
Help Edit Cell Show Prev || Show Next Inzert Delete Mave Down || Move Up D atalink Check the
Nade Maode TagSet TagSet TagSet TagSet ‘afizard table
Ready
6. In the Device Configuration Window of the Network Configurator, a [a] .
mark will be added to each EtherNet/IP Unit to show that data links have
been set.
&) Untitled|- Network Configurator,
File Edit Wiew Metwork Deviee EDSFile Tools Option Help
e 2 &
:Ig
* | 70 EtherMetiTe_t
@ Metwark Configurator A
=] a EtherNet/IP Hardware
=) Wendor = = =
=] Omron Corporation
=) % Commurications Adapte 192.168.250.1 192.168.2580.2 192.168.250.3
=) LW -EIP21 CITw-EIP21 [LJ'IW-%'F'Z'I CITwW -EIP21
] Rev1 - |7
EGE
E] CIMWEIPZICI2)
g CJ2B-EIP2T Uszage of Device Bandwidth
=] C51wEIP21
Bt v
b ¥
Meszage Code Date Description
< ¥
P LiEtherMet/TP Tilnknown  Inkel(RY PROY{100 VE Metwork Connection 192,168,250.1 100M () Off-ine
7. Connect the Network Configurator to the EtherNet/IP network and select
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Network — Download from the menus. The data link settings will be down-
loaded to the EtherNet/IP Units, and the data links will operate.
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3-10 Other Parameters

In addition to the tag data link parameters, the EtherNet/IP Unit and built-in
EtherNet/IP port also have the following communications and operation
parameters.

* FINS/UDP

e FINS/TCP

e FTP

* Auto Adjust Time
e Status Area

e SNMP

* SNMP Trap

These parameters are set as Unit Setup from the CX-Programmer. The
parameter settings are saved in flash memory in the EtherNet/IP Unit or CPU
Unit. (See note.)

Note The CPU Bus Unit Setup Area is not used for tag data link settings for an
EtherNet/IP Unit or built-in EtherNeV/IP port. This point is different from the
operation of Ethernet Units.

Using FINS/UDP

Tab Page in Edit Setting Function
Parameters Dialog Box
FINS/UDP FINS/UDP Port Specifies the local UDP port number to use in the FINS communi-

cations service. The UDP uses the UDP port number to distinguish
the application layer (FINS communications service in this case).

* Default value (9,600)

* User-set value (1 to 65,535)

Conversion Selects one of the following methods to convert from the FINS
node address to an IP address (FINS/UDP only).

e Automatic generation (dynamic setting)

e Automatic generation (static setting)

¢ |P address table

¢ Combined method

IP Address Table Sets the IP address table that defines the relationship between
FINS node addresses and IP addresses.

This table is effective only when FINS/UDP is being used and the
IP address conversion method is set to the IP address table.

Dynamic change the tar- | Selects dynamic change of other FINS/UDP nodes’ IP addresses.
get IP addresses To disable dynamic changes, deselect this option by removing the
check mark.

When necessary, set the routing tables using the CX-Integrator.
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Using FINS/TCP

Tab Page in Edit
Parameters Dialog Box

Setting

Function

FINS/TCP

FINS/TCP Port

Specifies the local TCP port number to use in the FINS communi-
cations service. The TCP uses the TCP port number to distinguish
the application layer (FINS communications service in this case).
¢ Default value (9,600)

* User-set value (1 to 65,535)

FINS/TCP Connection
Setup

This is the network API used when TCP is used for the FINS com-
munications service. Up to 16 APIs can be used at a time, and they
are identified by connection numbers 1 to 16.

The EtherNet/IP Unit or built-in EtherNet/IP port can thus simulta-
neously execute the FINS communications service by TCP with up
to 16 remote nodes.

Protection Setting

Select this check box to refuse connection requests from any IP
address not set as the target IP address when the server/client

setting is set to a server and the target IP address is set to any

value other than 0.0.0.0.

This check box can be selected to prevent inappropriate opera-
tions on the PLC for FINS commands from specific nodes.

Using FTP

When necessary, set the routing tables using the CX-Integrator.

Tab Page in Edit
Parameters Dialog Box

Setting

Function

FTP

Not Use FTP or

Specifies whether to use FTP. FTP connections from external

Use FTP devices will not be possible if Not Use FTP is specified.

Login Sets the login name for FTP connections to the EtherNet/IP Unit
or built-in EtherNet/IP port from external devices

Password Sets the password for FTP connections to the EtherNet/IP Unit or
built-in EtherNet/IP port from external devices.

Port No. Sets the FTP port number of the EtherNet/IP Unit or built-in

EtherNet/IP port.
It is normally not necessary to change this setting.

Two ports are used with the FTP: a control port and a data transfer
port. Only the control port can be set. The data transfer port num-
ber will be one larger than the control port number.
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Using the Automatic Time Adjustment

Tab Page in Edit
Parameters Dialog Box

Setting

Function

Auto Adjust Time

Not get the time informa-
tion from the SNTP
server or

Get the time information
from the SNTP server

Specifies whether to set the clock in the CPU Unit to the time on
the SNTP server.

The time can be set only in CPU Units with an EtherNet/IP Unit or
a built-in EtherNet/IP port.

Auto Adjust time

Sets the time to access the SNTP server to automatically adjust
the CPU Unit clock.

When the specified time arrives, the SNTP server will be accessed
and the clock in the CPU Unit will be set to the time on the SNTP
server.

Server Specification Type

Specifies whether to use an IP address or a domain name (i.e.,
host name) to specify the SNTP server to use for automatic time
adjustment.

IP Address

Sets the IP address of the SNTP server to use for automatic time
adjustment.

This IP address is valid only when the Server Specification Type is
set to an IP address.

Host Name

Sets the host name of the SNTP server to use for automatic time
adjustment.

This IP address is valid only when the Server Specification Type is
set to a host name.

Port No.

Sets the port number to use to connect to the SNTP server for
automatic time adjustment. It is normally not necessary to change
this setting.

Retry Timer

Sets the time to wait before retrying the connection when connect-
ing to the SNTP server fails.

It is normally not necessary to change this setting.

Adjust Time

Sets the time to offset the clock in the CPU Unit when setting the
clock in the CPU Unit to the time obtained from the SNTP server.

To use the time from the SNTP server as is, enter O for the Adjust
Time.

Using the Status Area

Tab Page in Edit Setting Function
Parameters Dialog Box
Status Area Layout Type Specifies whether to use the default setting or a custom setting for

the words allocated to the status area.

Allocation Area

Sets the first word in the status area when the Layout Type is set
for a customer setting.

With CS1/CJ1 CPU Units, only an I/O memory address can be set.
With CJ2 or NE1S CPU Units, either an 1/0O memory address or a
symbol defined in the CPU Unit can be set.
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Using SNMP

Tab Page in Edit
Parameters Dialog Box

Setting

Function

SNMP

Not use SNMP service or

Specifies whether to use the SNMP.

Use SNMP service If not using the SNMP service is specified, an SNMP manager will
not be able to connected from an external device.
SNMP Port Sets the port number to use when connecting from an SNMP man-

ager.
It is normally not necessary to change this setting.

SNMP Contact Informa-
tion

Specifies the contact information as text.
This information can be read from the SNMP manager.

SNMP Location Informa-
tion

Specifies the location information as text.
This information can be read from the SNMP manager.

Authentication Check 1/2

Specifies the SNMP managers that can access the PLC.

To restrict access to only specific SNMP managers, specify the
SNMP managers using IP addresses or host names. Community
names can also be specified (e.g., public).

Ether one or two settings can be made.

Using SNMP Trap

Tab Page in Edit
Parameters Dialog Box

Setting

Function

SNMP Trap

Not use SNMP Trap ser-
vice or

Use SNMP Trap service

Specifies whether to use the SNMP trap.

If not using the SNMP trap service is specified, SNMP traps cannot
be sent to the SNMP manager.

SNMP Trap Port

Sets the port number to use to connect to the SNMP manager.
It is normally not necessary to change this setting.

Trap 1/2

Sets the SNMP manager destinations for SNMP traps.

The SNMP managers can be specified using IP addresses or host
names. Community names can also be specified (e.g., public).

Either one or two trap destinations can be set.
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3-11 Communications Test

If the basic settings (in particular the IP address and subnet mask) have been
made correctly for the EtherNet/IP Unit or built-in EtherNet/IP port, then it
should be possible to communicate with nodes on the EtherNet/IP network.
This section describes how to use the PING command to test communica-
tions with the EtherNet/IP Unit or built-in EtherNet/IP port.

3-11-1 PING Command

The PING command sends an echo request packet to a remote node and
receives an echo response packet to confirm that the remote node is commu-
nicating correctly. The PING command uses the ICMP echo request and
responses. The echo response packet is automatically returned in the ICMP.
The PING command is normally used to check the connections of remote
nodes when configuring a network. The EtherNet/IP Unit or built-in EtherNet/
IP port supports both the ICMP echo request and reply functions.

If the remote node returns a normal response to the PING command, then the
nodes are physically connected correctly and Ethernet node settings are cor-

1
|

rect.
EtherNet/IP Unit Remote Node
(host computer or EtherNet/IP Unit)
|:| TCP UDP
I:I H |:| ICMP P
A
A
Ethernet
Echo request l
L

[

Echo response

3-11-2 EtherNet/IP Unit or Built-in EtherNet/IP Port Operation

The EtherNet/IP Unit or built-in EtherNet/IP port automatically returns the
echo response packet in response to an echo request packet sent by another
node (host computer, or other EtherNet/IP Unit or built-in EtherNet/IP port).
An echo request packet can be sent to another node by issuing the FINS
command to execute the PING command from the PLC.

3-11-3 Host Computer Operation

The PING command can be executed from the host computer to send an
echo request packet to an EtherNet/IP Unit or built-in EtherNet/IP port. The
following example shows how to use the PING command in the host com-
puter.

Command Method

Input the following command at the host computer’s prompt ($):
$ ping IP_address(host_name)

The destination is specified by its IP address or host name. If the host name is
used, the host name must be defined in the /etc/hosts file.

Note The PING command is not supported by some host computers.
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Application Example

Normal Execution

Error Occurred
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In this example, a PING command is sent to the node at IP address
130.25.36.8. The “$” in the example represents the host computer prompt.

ﬁping 130.25.36.8 « Executes the PING command. \

PING 130.25.36.8: 56 data bytes
64 bytes from 130.25.36.8: icmp_seq=0. time=0.ms
64 bytes from 130.25.36.8: icmp_seq=0. time=0.ms

64 bytes from 130.25.36.8: icmp_seq=0. time=0.ms
« Press the Ctrl+C Keys to cancel execution.
----130.25.36.8 PING Statistics ----
9 packets transmitted, 9 packets received, 0% packets loss
round-trip (ms) min/avg/max = 0/1/16

N /

$png 130.25.36.8 « Executes the PING command.
PING 130.25.36.8: 56 data bytes
« Press the Ctrl+C Keys to cancel execution.
----130.25.36.8 PING Statistics ----
9 packets transmitted, 9 packets received, 0% packets loss

$

Refer to the OS command reference manual for your computer for details on
using the PING command.



SECTION 4
Memory Allocations

This section describes the words allocated in the CIO Area and the DM Area for EtherNet/IP Units or built-in EtherNet/IP
ports.
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4-1 Overview of Memory Allocated to the EtherNet/IP Unit

The following CPU Unit words are allocated to the EtherNet/IP Unit or built-in
EtherNet/IP port.
e CPU Unit’s allocated CIO Area words
Contains software switch and status information.
e CPU Unit’s allocated DM Area words
Contains the IP Address Display/Setting Area

e CPU Unit’s user settings area
Contains status information. (This area can be used only when the allo-
cated CIO Area words are set to user settings.)

Note The EtherNet/IP Unit or built-in EtherNet/IP port has the following
two data areas in its non-volatile memory. (Unlike the Ethernet
Units, settings are not stored in the CPU Unit's CPU Bus Unit Sys-
tem Setup Area.)
e Unit Setup: Settings such as the IP address and FINS/UDP set-
tings. The Unit Setup is set from the CX-Programmer.
» Device parameter settings: Settings such as the tag data link set-

ting parameters. The device parameter settings are made from the
Network Configurator.
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CPU Unit

CIO 1500
CIO 1501

1

Unit number 0

CIO 1524
CIO 1525

Unit number 1 1§
CIO 1549

CIO 1875
Unit number 15 2

CIO 1899

® Us

Set in Network Configurator. —

@ Al
(Al

D30000
1§
Unit number 0

D30098
D30099
D30100

1§
Unit number 1

D30199

D31500
1§
Unit number 15

D31599

@ Allocated CIO Area words
(Allocated to the Unit as a CPU Bus Unit.)

er Settings Area

located DM Area words
located to the Unit as a CPU

EtherNet/IP Unit

Local memory

Flags and control bits

| | .

25 words
< 2 25 words
Target node PLC's operating
and error information, Unit
status, communications
status, registered/normal
25 words target node, and FINS/TCP
connection status
25 words
Local memory
64 words Target node PLC's operating t 64 words
and error information, and
registered/normal target
node
Bus Unit.)
3 Local memory
7~ 100 words !
100 words
< <
IP Address Display/Setting Area
7~ 100 words Non-volatile memory in the EtherNet/IP
Unit
) :I Unit settings
N Settings such as the IP address of the
EtherNet/IP Unit and FINS/UDP settings.
Refer to 3-8 TCP/IP and Link Settings
\ and 3-10 Other Parameters for details.
100 words
_ |Device parameter settings (tag data link
< 7 settings)
Refer to Section 6 Tag Data Links for
details.

Network Configurator
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4-2 CIO Area Allocations
4-2-1 Overview of the Allocated CIO Area Words

The various kinds of data are stored in the allocated CIO Area words, which
are identified by the offset from the beginning word (n) allocated to each Unit.

There are two patterns for the layout of the allocated CIO Area words: the
default settings and user settings. The layout can be selected in the Status
Area settings in the Edit Parameters Dialog Box from the CX-Programmer.

To set a customer areas, select User defined for the Layout Type on the Sta-
tus Area Tab Page.

The beginning word n is calculated by the following equation:
Beginning word n = CIO 1500 + (25 x unit number)

Default Settings

Offset
Bit
15 8 7 0 Data direction
0 n Unit control bits CI;U_Un_it :> E_ther_eT/_IP_UrTit - _i
1 n+1 (Reserved) Etﬁeﬁ\le_t/lFTU_nit_a_CFTU_Ur;t ]
2 n+2 Target Node PLC Operating Information Etﬁeﬁ\le_t/lFTU_nit_a_CFTU_Ur;t - —:
3 n+3 (4 words only) |
4 n+4 :
5 n+5 |
6 n+6 Target Node PLC Error Information Etﬁeﬁ\le_t/lFTU_nit_—;CI;U_Ur;( o
7 n+7 (4 words only) :
8 n+8 |
9 o { _Il
10 n+10 Unit status 1 EtherNet/IP Unit — CPU Unit |
"ot | Unitstaws2 !
12 n+12 Communications status 1 Etﬁe;\le_t/ll;u_nit_e_CFTU_UrTit - _:
13 13 | Communications status 2 |
aons | Communcatonssawss | |
15  n+15 (Reserved) EtherNet/IP Unit — CPU Unit |
16  n+16 Registered Target Node Etﬁeﬁ\le:/II:LEit_—;CFTU_UrTit - —:
17 n+17 (4 words only) |
18 n+18 !
L L R E Jl
20 n+20 Normal Target Node EtherNet/IP Unit — CPU Unit |
21 n+21 @4wordsonly) | -:
22 422 I
23 n+23 |
24  n+24 FINS/TCP Connection Status EtFeE\leT/II:U_nit_e_CI;U_UrTit o [

Note The reserved words are regularly refreshed with all zeroes.
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User Settings

Offset
0 n
1 n+1
2 n+2
3 n+3
4 n+4
5 n+5
6 n+6
7 n+7
8 n+8
9 n+9
10 n+10
11 n+11
12 n+12
13 n+13
14  n+14
15 n+15
16 n+16
17 n+17
18 n+18
19 n+19
20 n+20
21 n+21
22 n4+22
23  n+23
24  n+24

Bit
15 8 7 0 Data direction
fffffffffffff .
Unit control bits CPU Unit — EtherNet/IP Unit
(Reserved) EtherNet/IP Unit — CPU Unit 4:
|
|
|
|
|
|
|
|
|
|
fffffffffffff _
Unit status 1 EtherNet/IP Unit — CPU Unit |
Unit status 2 4'
Communications status 1 EtherNet/IP Unit — CPU Unit |
Communications status 2 |
Communications status 3 Jl
(Reserved) EtherNet/IP Unit — CPU Unit |
|
|
|
|
|
|
|
|
|
|
|
_—  — — — — — — — — — — — — — 4
FINS/TCP Connection Status EtherNet/IP Unit — CPU Unit [

Note The reserved words are regularly refreshed with all zeroes.

4-2-2 Details of the Allocated CIO Area Words
Unit Control Bits (CPU Unit to EtherNet/IP Unit) (n)

The functions of the allocated CIO Area words are described in the following
section.

15 14 13 12 11 10 9 8 7 6 5 3 2 1 0
nl-[-[-T-T-[-T-T-[-[alal-Tul-T-]
Tag Data Link Start Bit
Tag Data Link Stop Bit
Adjust Clock Bit
Bit Switch Status | Manipulated Unit operation
by
Oto1 (Not used.)

Tag Data Link Start |ON User
Bit

The tag data link starts when this bit
is switched from OFF to ON.

OFF Unit

Turned OFF by Unit after the tag
data link starts operating.

71



CIO Area Allocations Section 4-2
Bit Switch Status | Manipulated Unit operation
by
3 (Not used.) --- ---
4 Tag Data Link Stop |ON User The tag data link stops when this bit
Bit is switched from OFF to ON.
OFF Unit Turned OFF by Unit after the tag
data link stops operating.

5 Adjust Clock Bit ON User The clock time is automatically
adjusted when this bit is switched
from OFF to ON.

OFF Unit Turned OFF by Unit after the clock
time has been adjusted.

6to15 |(Not used.)

Tag Data Link Start Bit
(Bit 2)

Tag Data Link Stop Bit
(Bit 4)

Adjust Clock Bit (Bit 5)

Target Node PLC
Operating Information

(EtherNet/IP Unit to
CPUUnit)(n+2ton +
5)
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Start the tag data links by switching this bit from OFF to ON. If the tag data
links are already operating, the signal will be ignored. The tag data link starts
operating automatically after the tag data link parameter settings are down-
loaded from the Network Configurator, the CPU Unit’'s power is turned ON, or
the Unit is restarted.

If the tag data links have been stopped by turning the Tag Data Link Stop Bit
(n bit 04) from OFF to ON, the tag data links can be restarted by turning this
Tag Data Link Start Bit (n bit 02) from OFF to ON.

Once the tag data links start, the EtherNet/IP Unit automatically turns OFF the
Tag Data Link Start Bit. Do not force this bit ON or OFF until it is automatically
turned OFF by the Unit.

Stop the tag data links by switching this bit from OFF to ON. Once the tag
data links have been stopped, they will remain stopped until the Unit is
restarted or the Tag Data Link Start Bit is turned ON. (The tag data links will
also start operating automatically when the tag data link parameter settings
are downloaded from the Network Configurator.)

If the tag data links are already stopped, the signal will be ignored.

Message communications can be performed while the tag data links are
stopped.

Once the tag data links have stopped, the EtherNet/IP Unit automatically
turns OFF the Tag Data Link Stop Bit. Do not force this bit ON or OFF until it is
automatically turned OFF by the Unit.

Automatically adjust the time on the clock by switching this bit from OFF to
ON. The SNTP server used to adjust the time is set in the Unit Setup.

Once the clock time has been adjusted, the EtherNeVt/IP Unit automatically
turns OFF the Adjust Clock Bit. Do not force this bit ON or OFF until it is auto-
matically turned OFF by the Unit.

These words show the operating status of the target node PLCs that are con-
nected with the EtherNet/IP Unit as the originator. This status information is
enabled when the PLC status is included in the communications data in both
the originator and target node.

These words show the status of nodes 0 to 63 only. If it is necessary to show
the status of nodes higher than node 63, select “user settings” as the layout
pattern. For details, refer to 4-4 User Settings Area.

The flags are valid only when the corresponding Normal Target Node Flag is
ON. If the corresponding Normal Target Node Flag is OFF, the Target Node
PLC Operating Flag indicates the previous operating status.
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Target Node PLC

Error Information

(EtherNet/IP Unit to
CPUUnit)(n+6ton +

9)

Unit Status 1

(EtherNet/IP Unit to

CPU Unit) (n +10)

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
n+2 1514131211 ] 10] 9 8 7 6 5 4 3 2 1 0
n+3 3130|2928 |27|26|25|24|23|22|21]|20| 19| 18| 17| 16
n+4 47 | 46 | 45| 44 | 43| 42| 41| 40| 39| 38| 37| 36| 35| 34| 33| 32
n+5 63| 62]61]60|59]| 58| 57| 56| 55| 54| 53| 52| 51| 50]| 49| 48

Bit Name Status | Manipulated Unit operation
by
--- | Target Node PLC Operat- |ON Unit The corresponding PLC
ing Flags is operating. (The pro-
gram is being executed.)
OFF Unit The PLC is not operating.

These words show the error status (logical OR of fatal and non-fatal errors) of
the target node PLCs that are connected with the EtherNet/IP Unit as the orig-
inator. This status information is enabled when the PLC status is included in
the communications data in both the originator and target node.

These words show the error status of nodes 0 to 63 only. If it is necessary to
show the error status of nodes higher than node 63, select “user settings” as
the layout pattern. For details, refer to 4-4 User Settings Area.

The flags are valid only when the corresponding Normal Target Node Flag is
ON. If the corresponding Normal Target Node Flag is OFF, the Target Node
PLC Error Flag indicates the previous error status.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
n+6 1514|1312 | 11 [ 10| 9 8 7 6 5 4 3 2 1 0
n+7 311302928 |27 | 26| 25| 24|23 |22)|21]|20] 19| 18| 17| 16
n+8 47 | 46 [ 45|44 | 43| 42| 41| 40| 39| 38| 37| 36| 35| 34| 33| 32
n+9 63 | 62 ) 61|60 |59)58|57| 56| 55(|54| 53] 52|51]50] 49| 48
Bit Name Status | Manipulated Unit operation
by
--- | Target Node PLC Error ON Unit A fatal or non-fatal error
Flags occurred in the corre-
sponding PLC.
OFF Unit No error occurred in the
PLC.
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
[ [-T-[-Tal-T-Talalal-T-Tal4]

n+10 |*|

Unit Error Occurred
Network Error Occurred

Unit Memory Error

Communications Controller Error

IP_Address Duplication Error

—— Link OFF Error
Status Area Layout Setting Error
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Bit

Name

Status

Manipulated

by

Unit operation

Unit Error Occurred

ON

Unit

Indicates that an error
occurred that is related to
EtherNet/IP Unit operation.

This flag is turned ON when
any bit in Unit Status 1 is
ON. (Bits 1 to 15 are logi-
cally ORed.)

OFF

Unit

Indicates that a Unit error
did not occur. This flag is
turned OFF when the error
is cleared.

Network Error
Occurred

ON

Unit

One or more network-
related errors occurred.
(The bits in Communica-
tions Status 1 and 3 are log-
ically ORed.)

OFF

Unit

Indicates that a network
error did not occur. This flag
is turned OFF when the
error is cleared.

2t0 3

(Not used)

Unit Memory Error

ON

Unit

Indicates that an error
occurred in accessing the
Unit’s internal non-volatile
memory (device error).

OFF

Unit

Indicates that a non-volatile
memory error did not occur.
This flag is not cleared even
if it occurs one time. (Flag
remains ON.)

Communications
Controller Error

ON

Unit

Indicates that an error
occurred in the communica-
tions controller.

OFF

Unit

Indicates that a communica-
tions controller error did not
occur. This flag remains ON
until the power supply is
turned OFF and ON again.

IP Address Duplica-
tion Error

ON

Unit

An ARP was sent with the
specified IP address, indi-
cating that an IP address
duplication was detected.
An address duplication is
detected if there is an ARP
response. This flag remains
ON until the power supply is
turned OFF and ON again.

(The Ethernet interface will
stop.)

OFF

Unit

There was no ARP
response.

7t08

(Not used)

Link OFF Error

ON

Unit

There was an error estab-
lishing a link with the switch-
ing hub.

OFF

Unit

A link was established nor-
mally with the switching hub.
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Unit Status 2

(EtherNet/IP Unit to
CPU Unit) (n + 11)

Bit

Name

Status

Manipulated Unit operation
by

10 to
13

(Not used)

14

Status Area Layout
Setting Error

ON

Unit Indicates that there was an
error in the allocated CIO
Area’s layout settings. When
this error occurs, the allo-
cated CIO Area layout is set
to the default pattern.

In the following cases, how-
ever, the allocated CIO Area
layout is set to the user-set
pattern. In this case, the
user-set area will not be
refreshed.

* A non-existent area has
been specified.

OFF

Unit There was not an error in
the layout settings.

15

(Not used)

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
it [ g [ [0 -0 -T-Talals ,
L Online
—— Tag Data Link Operating
User Settings Area Enabled Operating IP Address Change
Multiple Switches ON Error
Error Log Stored
Bit Name Status | Manipulated Unit operation
by
0 Online ON Unit Indicates that the Unit is
online. (The EtherNet/IP Unit
can perform communications
processing.)
OFF Unit Indicates that the Unit is not

online. This bit is turned OFF

in the following cases.

¢ |P Address Duplication Error

¢ Ethernet Communications
Controller Error (hardware
error)

*BOOTP Server Error
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Bit

Name

Status

Manipulated
by

Unit operation

Tag Data Link
Operating

ON

Unit

Indicates that the tag data link
is operating. Turned OFF
when communications stop in
the following cases.

e Hardware error

¢ |P Address Duplication Error

*BOOTP Server Error

* Basic Ethernet Settings
Error

* Memory Error (MAC
Address Error)

OFF

Unit

Indicates that the tag data link
is stopped. Turned ON in the
following cases.

* The Unit is set as the origi-
nator and the power supply
was turned ON or the Unit
was restarted.

* The Unit is set as the origi-
nator and the Tag Data Link
Start Bit was turned ON.

Operating IP
Address Change

ON

Unit

ON if the node address set-
ting is different from the set-
ting when the power was
turned ON.

OFF

Unit

OFF if the node address set-
ting is the same as the setting
when the power was turned
ON.

3to 10

(Not used)

11

User Setting Area
Enabled

ON

Unit

Indicates that the user set-
tings area data is enabled.

ON when “user settings” have
been specified as the layout of
the allocated CIO Area, and
refreshing of the user settings
area has started.

OFF

Unit

Indicates that the user set-
tings area data is invalid.

The bit is turned OFF in the
following cases, because
communications stop.

* The allocated CIO Area lay-
out is set to default settings.
* The allocated CIO Area lay-
out is set to user settings,
but one of the following prob-
lems occurred.
¢ A Layout Setting Error
occurred.

12 to

(Not used)

14

Multiple Switches
ON Error

ON

Unit

ON when two or more control
bits are ON simultaneously.

(Unused bits are ignored.)

OFF

Unit

Turned OFF when the next
control bit operation starts.
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Communications
Status 1

(EtherNet/IP Unit to
CPU Unit) (n +12)

Bit Name Status | Manipulated Unit operation
by
15 Error Log Stored ON Unit Indicates that an error record
is registered in the error log.
OFF Unit Indicates that no error records

are registered in the error log.
Also turned OFF when an
error log clear request is
received.

Word n+12 contains status flags related to the tag data links, as shown in the
following diagram.

4

3 2 1 0

n+12 |

5 14 13 12 11 10 9 8 7 6
NE R

EINER

All Tag Data Links Operating

Tag Data Links Operating

L Verification Error

Tag Data Link Error
Invalid Communications Parameter

Tag Refresh Error
Tag Database Error

Bit

Name

Status

Manipulated
by

Unit operation

Verification Error

ON

Unit

Indicates that the information
registered for a target node in
the tag data link parameters is
different from the actual node
information.

Main causes:

* The specified target does not
exist.

* The variable name does not
match.

¢ The connection size is differ-
ent.

¢ Connection resources are
insufficient.

OFF

Unit

Indicates that a verification
error has not occurred. Also
turned OFF when a verifica-
tion error is cleared.

(Not used)

Tag Data Link Error

ON

Unit

Indicates that there were two
or more errors in a connection
as an originator.

This status does not indicate
the following errors.
¢ Connection as a target

¢ Connection timeout due to a
Link OFF Error with the
switching hub

OFF

Unit

Indicates that the errors listed
above did not occur.

(Not used)
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Bit

Name

Status

Manipulated

by

Unit operation

Invalid Communi-
cations Parameter

ON

Unit

ON when there was an error
in the validation check of tag
data link parameters stored in
the Unit’s non-volatile mem-
ory, and a checksum error
occurred. (Includes parame-
ters related to basic Ethernet
settings.)

The tag data links will stop.

OFF

Unit

OFF when the validation
check of parameters in non-
volatile memory was normal.

Tag Refresh Error

ON

Unit

ON when a specified data
area or address range is not
supported in tag data links.

OFF

Unit

OFF when the specified data
areas and addresses are sup-
ported in tag data links.

Tag Database
Error

ON

Unit

ON if a tag database error
occurs in the CPU Unit when
a symbol name is used incor-
rectly in a setting for the Eth-
erNet/IP Unit or built-in
EtherNet/IP port (tag data
link, status area allocations
setting, etc.). (CJ2H-CPUB[ -
EIP or CJ2M-CPU3L] only)

OFF

Unit

OFF when a symbol name is
not used in a setting for the
EtherNet/IP Unit or built-in
EtherNet/IP port, when a tag
database error has not
occurred, or when a previous
error has been cleared.

7t0 13

(Not used)

14

All Tag Data Links
Operating

ON

Unit

Indicates that tag data links
are communicating in all con-
nections as the originator.

OFF

Unit

Indicates that a tag data link
failed in on or more connec-
tions as the originator.

(OFF even if some tag data
links are communicating.)

15

Tag Data Links
Operating

ON

Unit

Indicates that tag data links
are communicating in one or
more connections as the origi-
nator.

OFF

Unit

Indicates that not even one
tag data link is communicating
in connections as the origina-
tor.

(OFF even if the Unit is com-
municating as a target.)
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Communications
Status 2

(EtherNet/IP Unit to
CPU Unit) (n + 13)

Communications
Status 3

(EtherNet/IP Unit to
CPU Unit) (n + 14)

Word n+13 contains status flags related to the Ethernet, as shown in the fol-
lowing diagram.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
netdg [ g [-[-[-J-T-] [-[-T-T-[-[-[-[4]
Link Status FTP Status
Bit Name Status | Manipulated Unit operation
by

0 FTP Status ON Unit ON when the FTP server is
operating (i.e., when there is
an FTP client connection).

OFF Unit OFF when the FTP is on

standby (i.e., waiting for a cli-
ent connection).

1to 13 | (Not used)

14 Link Status ON Unit ON when a link is established
with the switching hub.
OFF Unit OFF when the link with the
switching hub is stopped.
15 (Not used)

Word n+14 contains status flags related to the Ethernet errors, as shown in
the following diagram.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
netd [ g la (=TTl alal-[-Talalalalal-1-1 _
L Basic Ethernet Settings Error
IP_Address Table Error
IP_Router Table Error
DNS Server Error
Routing Table Error
—— Ethernet Expansion Settings Error
BOOTP Server Error
SNTP Server Error
—— Address Mismatch
Non-volatile Memory Error
Bit Name Status | Manipulated Unit operation
by
Oto1 |(Notused)
2 Basic Ethernet ON Unit One of the following parame-
Settings Error ters is invalid.
« TCP/IP Configuration set-
tings
(IP address, subnet mask, or
Link settings)
OFF Unit OFF when the parameters
above are valid.
3 IP Address Table |ON Unit ON when the IP address table
Error information is incorrect.
OFF Unit OFF when the IP address
table information is correct.
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Bit

Name

Status

Manipulated

by

Unit operation

IP Router Table
Error

ON

Unit

ON when the IP router table
information is incorrect.

OFF

Unit

OFF when the IP router table
information is correct.

DNS Server Error

ON

Unit

One of the following errors
occurred when using the DNS
server.

* An illegal server IP address
is set.

* A communications timeout
occurred with the server.

OFF

Unit

OFF when the IP router table
information is correct.

Routing Table Error

ON

Unit

ON when the routing table
information is incorrect.

OFF

Unit

OFF when the routing table
information is correct.

7t08

(Not used)

Ethernet Expan-
sion Settings Error

ON

Unit

One of the following parame-
ters is invalid.

* FINS settings

OFF

Unit

OFF when the parameters
above are valid.

10

BOOTP Server
Error

ON

Unit

One of the following errors
occurred when using the
BOOTP server.

¢ The IP address received
from the BOOTP server is
incorrect.

* A communications timeout
occurred with the server.

OFF

Unit

OFF when the errors listed
above did not occur.

11

SNTP Server Error

ON

Unit

One of the following errors
occurred when using the
SNTP server.

* An illegal server IP address
or host name is set.

* A communications timeout
occurred with the server.

OFF

Unit

OFF when the errors listed
above did not occur.

12to
13

(Not used)

14

Address Mismatch

ON

Unit

ON when the target IP
address conversion method is
set to Automatic generation,
but the local IP address’ host
ID does not match the FINS
node address.

OFF

Unit

OFF when the values match.

15

Non-volatile Mem-
ory Error

ON

Unit

ON when an error occurred in
the Unit’s internal non-volatile
memory.

OFF

Unit

OFF when the Unit’s internal
non-volatile memory is oper-
ating normally.
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Registered Target
Node Table

(EtherNet/IP Unit to
CPU Unit) (n+ 16 to n

+19)

Normal Target Node
Table (EtherNet/IP

Unit to CPU Unit)
(n+20 to n+23)

FINS/TCP Connection

Status
(EtherNet/IP Unit to

CPU Unit) (n+24)

Words n+16 to n+19 show the registration status of the target nodes that are
connected with the EtherNet/IP Unit as the originator.

These words show the status of nodes 0 to 63 only. If it is necessary to show
the status of nodes higher than node 63, select “user settings” as the layout
pattern. For details, refer to 4-4 User Settings Area.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
n+16 1514|1312 | 11 [ 10| 9 8 7 6 5 4 3 2 1 0
n+17 311302928 |27 | 26| 25|24 |23 |22)|21]|20] 19| 18| 17| 16
n+18 47 | 46 | 45| 44 | 43| 42| 41 | 40| 39| 38| 37| 36| 35| 34| 33 | 32
n+19 63| 62|61 [60|59)|58|57|56|55|54|53]52|51] 50| 49| 48

Status

Bit Name Manipulated

by

Unit operation

--- | Registered Target |ON Unit
Node Flags

Indicates that the node’s tag
data link is registered.

Indicates that the node’s tag
data link is not registered.

OFF Unit

Words n+20 to n+23 show the connection status of the target nodes that are
connected with the EtherNet/IP Unit as the originator. With revision 2 or
higher, the flag turns ON after all data for multiple connections for individual
target devices is refreshed in the CPU Unit. With revision 1, each flag immedi-
ately turns ON when all connections are established.

These words show the status of nodes 0 to 63 only. If it is necessary to show
the status of nodes higher than node 63, select “user settings” as the layout
pattern. For details, refer to 4-4 User Settings Area.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
n+20 15114 (13| 12| 11 [10] 9 8 7 6 5 4 3 2 1 0
n+21 31 [30) 29|28 |27 ) 26|25 |24 )23 [22]|21]|20| 19| 18] 17| 16
n+22 47 | 46 | 45| 44 | 43| 42| 41| 40| 39| 38| 37| 36| 35| 34| 33| 32
n+23 63 | 62 | 61| 60|59 )58 |57 | 56| 55(54]| 53] 52|51] 50| 49 | 48

Bit Name Status | Manipulated

by

Unit operation

--- | Normal Target Node | ON Unit Revision 1: Flags immediately
Flags turn ON when all connections
are established.

Revision 2 or higher: Flags turn
ON after all data for multiple
connections for the target
device is refreshed in the CPU
Unit.

Indicates that the connection is

OFF Unit

not established

Word n+24 shows the status of FINS/TCP connections. For details, refer to
SECTION 8 FINS Communications.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

EEEEEEENEEEEEEEE

Bit Name Status | Manipulated

by

Unit operation

0 FINS/TCP Connec- |ON Unit Turned ON by the Unit when a
tion 1 connection is established.

OFF Unit Turned OFF by the Unit when

the connection is terminated.
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Bit Name Status | Manipulated Unit operation
by
1 FINS/TCP Connec- |ON Unit Turned ON by the Unit when a
tion 2 connection is established.
OFF Unit Turned OFF by the Unit when
the connection is terminated.
14 | FINS/TCP Connec- |ON Unit Turned ON by the Unit when a
tion 15 connection is established.
OFF Unit Turned OFF by the Unit when
the connection is terminated.
15 [FINS/TCP Connec- |ON Unit Turned ON by the Unit when a
tion 16 connection is established.
OFF Unit Turned OFF by the Unit when

the connection is terminated.
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4-3 DM Area Allocations
4-3-1 Overview of the Allocated DM Area Words

The various kinds of data are stored in the offset positions shown in the fol-
lowing diagram, from the beginning word in the area for each Unit.

The beginning word m is calculated by the following equation:
Beginning word m = D30000 + (100 x unit number)

Offset
Bit o
15 08 07 00 Data direction
m
' (Not used)

m+97
oo ]
IP Address Display/Setting Area CPSrlrﬁit tglEtﬁernet Ug:t or |
m+9 | N

4-3-2 Details of the Allocated DM Area Words
IP_Address Display/Setting Area (m+98 and m+99)

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

m+98 (1) (2) (3) (4)

m+99 (5) (6) 7) (8)
(1)(2)-(3)(4)-(5)(6)-(7)(8) (Hex)

IP address: (1)(2).(3)(4).(5)(6).(7)(8) (Hex)

If the local IP address is set to a value other than 0.0.0.0 in the TCP/IP Config-
uration, this area (words m+98 and m+99) will act as an IP Address Display
Area and the local IP address set in the TCP/IP Configuration will be read and
stored here when the power is turned ON or the Unit restarted.

If the local IP address in the TCP/IP Configuration is set to 0.0.0.0, this value
is read by the EtherNet/IP Unit when the power is turned ON or the Unit
restarted and is used as the local IP address.

If the local IP address in these words and the TCP/IP Configuration are both
set to 0.0.0.0, the default IP address (192.168.250.Node_address) will be
used. For details on the IP address settings, refer to SECTION 5 Determining

IP Addresses.
Application Setting device Setting area Remarks
Simple operation (i.e., The TCP/IP | Programming Con- | Allocated words in * The setting in the allocated DM Area
Configuration is left at its default | sole (CX-Program- |the DM Area words is enabled only when the IP
settings. Only the IP address is mer can also be address is set t0 0.0.0.0 in the TCP/IP
set.) used.) Configuration.

*|f the IP address is set to a value other
than 00.00.00.00 in the TCP/IP Con-
figuration, this value is stored in the
allocated words in the DM Area.

Operation with the desired IP CX-Programmer Setup TCP/IP Con- | The IP address set in the Setup TCP/IP
address set in the TCP/IP Configu- | (Unit Setup) figuration Dialog Box | Configuration Dialog Box is stored in
ration. the allocated DM Area words.

Note (1) If an IP address other than 00.00.00.00 is set as the local IP address in
the TCP/IP Configuration, the IP Address Display/Setting Area words
(m+98 and m+99) will be overwritten with the TCP/IP Configuration’s IP
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address, even if a non-zero IP address was set in the IP Address Display/
Setting Area words beforehand.

(2) It is not possible to set the following IP addresses. If any of these values
are set, the ERH indicator will flash.

¢ |P addresses where all network number bits are 0 or 1.

¢ |P addresses where all host number bits are 0 or 1.

¢ |P addresses where all subnet number bits are 1.

* |P addresses that start with 127 (7F hexadecimal, e.g., 127.35.21.16).
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4-4 User Settings Area

4-4-1 Overview of the User Settings Area

When the layout of the allocated CIO Area words is set to user settings, the
user settings area can be used in addition to the allocated CIO Area words

and allocated DM Area words.

The beginning word of the user settings area can be set in the Status Area
Tab Page in the Edit Parameters Dialog Box of the CX-Programmer.

4-4-2 User Settings Area

The user can allocate any available area to contain the registered target node
information, normal target node information, target node PLC operating infor-

Offset

+0

+15
+16

+31
+32

+47
+48

+63

Registered Target
Node Table

(EtherNet/IP Unit to

Bit

15

mation, and target node PLC error information.

08 07

00 Data direction

Registered target node
(16 words)

Normal target node
(16 words)

Target node PLC's operating information
(16 words)

Target node PLC's error information

(16 words)

CPU Unit)

These flags indicate the registration status of the target nodes, and are valid
only when the EtherNet/IP Unit is the originator of the connection. For details
on the default settings, refer to 4-2-2 Details of the Allocated CIO Area Words.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

+0 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
+1 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
+2 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
+3 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48
+4 79 78 77 76 75 74 73 72 71 70 69 68 67 66 65 64
+5 95 94 93 92 91 90 89 88 87 86 85 84 83 82 81 80
+6 111 110 | 109 | 108 | 107 | 106 | 105 | 104 | 103 | 102 | 101 100 | 99 98 97 96
+7 127 | 126 | 125 | 124 | 123 [ 122 | 121 120 | 119 | 118 | 117 | 116 | 115 | 114 | 113 | 112
+8 143 | 142 | 141 140 | 139 | 138 | 137 | 136 | 135 | 134 | 133 | 132 | 131 130 | 129 | 128
+9 159 | 158 | 157 | 156 | 155 | 154 | 153 | 152 | 151 150 | 149 | 148 | 147 | 146 | 145 | 144
+10 175 | 174 | 173 | 172 | 171 170 | 169 | 168 | 167 | 166 | 165 | 164 | 163 | 162 | 161 160
+11 191 190 | 189 | 188 | 187 | 186 | 185 | 184 | 183 | 182 | 181 180 | 179 | 178 | 177 | 176
+12 207 | 206 | 205 | 204 | 203 | 202 | 201 200 | 199 | 198 | 197 | 196 | 195 | 194 | 193 | 192
+13 223 | 222 | 221 220 | 219 | 218 | 217 | 216 | 215 | 214 | 213 | 212 | 211 210 | 209 | 208
+14 239 | 238 | 237 | 236 | 235 | 234 | 233 | 232 | 231 230 | 229 | 228 | 227 | 226 | 225 | 224
+15 255 | 254 | 253 | 252 | 251 250 | 249 | 248 | 247 | 246 | 245 | 244 | 243 | 242 | 241 240

Bit Name Status | Manipulated Unit operation

by
--- | Registered Target |ON Unit Indicates that the node’s tag
Node Flags data link is registered.
OFF Unit Indicates that the node’s tag
data link is not registered.
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Normal Target Node

Table (EtherNet/IP
Unit to CPU Unit)

Target Node PLC
Operating Information
(EtherNet/IP Unit to
CPU Unit)

86

These flags indicate the connection status of the target nodes. With revision 2
or higher, the flag turns ON after all data for multiple connections for individual
target devices is refreshed in the CPU Unit. With revision 1, each flag immedi-
ately turns ON when all connections are established.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
+16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
+17 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
+18 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
+19 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48
+20 79 78 77 76 75 74 73 72 71 70 69 68 67 66 65 64
+21 95 94 93 92 91 90 89 88 87 86 85 84 83 82 81 80
+22 111 110 | 109 | 108 | 107 | 106 | 105 | 104 | 103 | 102 | 101 100 | 99 98 97 96
+23 127 | 126 | 125 | 124 | 123 | 122 | 121 120 | 119 | 118 | 117 | 116 | 115 | 114 | 113 | 112
+24 143 | 142 | 141 140 | 139 | 138 | 137 | 136 | 135 | 134 | 133 | 132 | 131 130 | 129 | 128
+25 159 | 158 | 157 | 156 | 155 | 154 | 153 | 152 | 151 150 | 149 | 148 | 147 | 146 | 145 | 144
+26 175 | 174 | 173 | 172 | 171 170 | 169 | 168 | 167 | 166 | 165 | 164 | 163 | 162 | 161 160
+27 191 190 | 189 | 188 | 187 | 186 | 185 | 184 | 183 | 182 | 181 180 | 179 | 178 | 177 | 176
+28 207 | 206 | 205 | 204 | 203 | 202 | 201 | 200 | 199 | 198 | 197 | 196 | 195 | 194 | 193 | 192
+29 223 | 222 | 221 220 | 219 | 218 | 217 | 216 | 215 | 214 | 213 | 212 | 211 210 | 209 | 208
+30 239 | 238 | 237 | 236 | 235 | 234 | 233 | 232 | 231 230 | 229 | 228 | 227 | 226 | 225 | 224
+31 255 | 254 | 253 | 252 | 251 250 | 249 | 248 | 247 | 246 | 245 | 244 | 243 | 242 | 241 240
Bit Name Status | Manipulated Unit operation
by
--- | Normal Target Node | ON Unit Revision 1: Flags immediately
Flags turn ON when all connections
are established.
Revision 2 or higher: Flags turn
ON after all data for multiple
connections for the target
device is refreshed in the CPU
Unit.
OFF | Unit Indicates that all connections
are not established

These flags indicate the operating status of the target node PLCs, and are
valid only when the EtherNet/IP Unit is the originator. The flags are valid only
when the corresponding Normal Target Node Flag is ON. If the corresponding
Normal Target Node Flag is OFF, the Target Node PLC Operating Flag indi-
cates the previous operating status.

For details on the default settings, refer to 4-2-2 Details of the Allocated CIO
Area Words.
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Target Node PLC
Error Information

(EtherNet/IP Unit to

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
+32 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
+33 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
+34 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
+35 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48
+36 79 78 77 76 75 74 73 72 71 70 69 68 67 66 65 64
+37 95 94 93 92 91 90 89 88 87 86 85 84 83 82 81 80
+38 111 110 | 109 | 108 | 107 | 106 | 105 | 104 | 103 [ 102 | 101 100 | 99 98 97 96
+39 127 | 126 | 125 | 124 | 123 | 122 | 121 120 | 119 118 117 | 116 115 114 | 113 | 112
+40 143 | 142 | 141 | 140 | 139 | 138 | 137 | 136 | 135 | 134 | 133 [ 132 | 131 130 | 129 | 128
+41 159 | 158 | 157 | 156 | 155 | 154 | 153 | 152 | 151 150 149 | 148 147 146 | 145 144
+42 175 | 174 | 173 | 172 | 171 170 | 169 | 168 | 167 | 166 | 165 | 164 | 163 | 162 | 161 160
+43 191 190 | 189 | 188 | 187 | 186 | 185 | 184 | 183 [ 182 | 181 180 | 179 | 178 | 177 | 176
+44 207 | 206 | 205 | 204 | 203 | 202 | 201 | 200 | 199 | 198 | 197 | 196 | 195 | 194 | 193 | 192
+45 223 | 222 | 221 | 220 | 219 | 218 | 217 | 216 | 215 | 214 | 213 | 212 | 211 | 210 | 209 | 208
+46 239 | 238 | 237 | 236 | 235 | 234 | 233 | 232 | 231 230 | 229 | 228 | 227 | 226 | 225 | 224
+47 255 | 254 | 253 | 252 | 251 | 250 | 249 | 248 | 247 | 246 | 245 | 244 | 243 | 242 | 241 | 240
Bit Name Status | Manipulated Unit operation
by
--- | Target Node PLC |ON Unit The corresponding PLC is oper-
Operating Flags ating. (The program is being exe-
cuted.)
OFF Unit The PLC is not operating.

CPU Unit

These flags indicate the error status (logical OR of fatal and non-fatal errors)
of the target node PLCs, and are valid only when the EtherNet/IP Unit is the
originator. The flags are valid only when the corresponding Normal Target
Node Flag is ON. If the corresponding Normal Target Node Flag is OFF, the
Target Node PLC Error Flag indicates the previous error status.

For details on the default settings, refer to 4-2-2 Details of the Allocated CIO

Area Words.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
+48 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
+49 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
+50 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
+51 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48
+52 79 78 77 76 75 74 73 72 71 70 69 68 67 66 65 64
+53 95 94 93 92 91 90 89 88 87 86 85 84 83 82 81 80
+54 111 110 | 109 [ 108 | 107 | 106 | 105 | 104 | 103 | 102 | 101 100 | 99 98 97 96
+55 127 | 126 | 125 | 124 | 123 | 122 | 121 120 | 119 | 118 | 117 | 116 | 115 | 114 | 113 | 112
+56 143 | 142 | 141 140 | 139 | 138 | 137 | 136 | 135 | 134 | 133 | 132 | 131 130 | 129 | 128
+57 159 | 158 | 157 | 156 | 155 | 154 | 153 | 152 | 151 150 | 149 | 148 | 147 | 146 | 145 | 144
+58 175 | 174 | 173 | 172 | 171 170 | 169 | 168 | 167 | 166 | 165 | 164 | 163 | 162 | 161 160
+59 191 190 | 189 | 188 | 187 | 186 | 185 | 184 | 183 | 182 | 181 180 | 179 | 178 | 177 | 176
+60 207 | 206 | 205 | 204 | 203 | 202 | 201 200 | 199 | 198 | 197 | 196 | 195 | 194 | 193 | 192
+61 223 | 222 | 221 | 220 | 219 | 218 | 217 | 216 | 215 | 214 | 213 | 212 | 211 | 210 | 209 | 208
+62 239 | 238 | 237 | 236 | 235 | 234 | 233 | 232 | 231 230 | 229 | 228 | 227 | 226 | 225 | 224
+63 255 | 254 | 253 | 252 | 251 | 250 | 249 | 248 | 247 | 246 | 245 | 244 | 243 | 242 | 241 | 240
Bit Name Status | Manipulated Unit operation

by

--- | Target Node PLC |ON Unit A fatal or non-fatal error occurred

Error Flags in the corresponding PLC.

OFF Unit No error occurred in the PLC.
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4-5 Auxiliary Area Data

The following table and descriptions cover the words and bits in the CPU
Unit’s Auxiliary Area that are related to the EtherNet/IP Unit.

4-5-1 Read-only Bits/Words
Word(s) Bit(s) Name Function Settings
A202 A20200 to | Communications Bits A20200 to A20207 turn ON when a network 0: Network communi-
A20207 Port Enabled Flags |instruction (SEND, RECV, CMND, or PMCR) can be | cations running
executed with the corresponding port number. Bits | 1. No network com-
00 to 07 correspond to communications ports 010 7. | mynjcations running
A203to |--- Communications These words contain the completion codes for the | 0000: No error
A210 Port Completion corresponding port numbers when network Not 0000: Error code
Codes instructions (SEND, RECV, CMND, or PMCR) have
been executed. Words A203 to A210 correspond to
communications ports 0 to 7.
A219 A21900 to | Communications Bits A21900 to A21907 turn ON when an error 0: Normal end
A21907 Port Error Flags occurred during execution of a network instruction | 1. Error end
(SEND, RECV, CMND, or PMCR). Bits 00 to 07
correspond to communications ports 0 to 7.
A302 A30200 to | CPU Bus Unit Bits A30200 through A30215 turn ON while the 0: Not initializing
A30215 Initializing Flags corresponding CPU Bus Units (Units #0 through 1: Initializing (System
#15, respectively) are initializing. The bits will turn 1 \yj| automatically turn
ON either when power is turned ON or when a CPU | e flag OFF when ini-
Bus Unit Restart Bit (A50100 to A50115) is turned | 4iajization has been
ON. completed.)
A402 A40203 CPU Bus Unit Set- | Bit A402083 is turned ON when the CPU Bus Units | 0: No setting error
ting Error Flag actually installed differ from the Units registered in | 4. Setting error
(Non-fatal error) the 1/O tables. The ERR/ALM indicator on the front
of the CPU Unit will flash, but CPU operation will
continue.
The unit number of the CPU Bus Unit involved is
stored in word A427.
A40207 CPU Bus Unit Error | Bit A40207 is turned ON when an error occurs 0: No unit number
Flag during the transmission of data between the CPU error
(Non-fatal error) and CPU Bus Units. The ERR/ALM indicator on the | 1. Unit number error
front of the CPU Unit will flash, but CPU operation
will continue. The Unit where the error occurred will
stop.
The unit number of the CPU Bus Unit involved is
stored in word A422.
A403 A40300 to | Memory Error When a memory error occurs, the Memory Error 0: Normal
A40308 Location Flag (A40115) is turned ON and one of the following | 1. grror
flags is turned ON to indicate the memory area
where the error occurred.
A40300: User program
A40304: PLC Setup
A40305: Registered I/O Tables
A40307: Routing Tables
The ERR/ALM indicator on the front of the CPU Unit
will light and CPU operation will stop.
A410 A41000 to | CPU Bus Unit Num- | The Duplication Error Flag (A40113) and the 0: No duplication
A41015 ber Duplication corresponding flag in A410 will be turned ON when | 4. Duplication
Flags a CPU Bus Unit’s unit number has been
duplicated. Bits 00 to 15 correspond to unit numbers
OtoF
The ERR/ALM indicator on the front of the CPU Unit
will light and CPU operation will stop.
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Word(s) Bit(s) Name Function Settings
A417 A41700 to | CPU Bus Unit Error, | When an error occurs in a data exchange between |0: No error
A41715 Unit Number Flags | the CPU Unit and a CPU Bus Unit, the CPU Bus 1: Error
Unit Error Flag (A40207) and the corresponding flag
in A417 are turned ON. Bits 00 to 15 correspond to
unit numbers 0 to F.
The ERR/ALM indicator on the front of the CPU Unit
will flash, but CPU operation will continue.
A427 A42700 to | CPU Bus Unit Set- | When a CPU Bus Unit Setting Error occurs, A40203 | 0: No setting error
A42715 ting Error, Unit and the corresponding flag in A27 are turned ON. | 1. getting error
Number Flags Bits 00 to 15 correspond to unit numbers 0 to F.
The ERR/ALM indicator on the front of the CPU Unit
will flash, but CPU operation will continue.
4-5-2 Read/Write Bits (User Settings)
Word Bits Name Description Settings
A501 A50100 to | CPU Bus Unit Bits A50100 through A50115 can be turned ON to | OFF to ON:
A50115 Restart Bits reset CPU Bus Units number #0 through #15, Unit restarted.

respectively.

Note The CPU Bus Unit Initializing Flags (A30200
to A30215) will turn ON when initialization of
the Units begins and turn OFF when it is com-
pleted.

Note When turning ON the CPU Bus Unit Restart
Bit from a ladder program, use the SET
instruction.

Automatically turned
OFF by system after
restart processing

has been completed.
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SECTION 5
Determining IP Addresses

This section explains how to manage and use IP addresses.
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5-1
5-1-1

IP Addresses
IP Address Configuration

IP addresses are made up of 32 bits of binary data divided into four 8-bit fields
called octets. These four octets provide the network number (net ID) and host
number (host ID). The network number identifies the network, and the host
number identifies the node (or host) on the network.

The network numbers in an IP address are divided into three classes, A, B,
and C, so that the address system can be selected according to the scale of
the network. (Classes D and E are not used.) The configuration of the IP
address for each of these classes is shown in the following diagram.

Bit 31 23 0
Class A ‘ 0 ‘ Network number (7 bits) ‘ Host number (24 bits) ‘
Bit 31 15 0
Class B ‘ 1 ‘ 0 ‘ Network number (14 bits) ‘ Host number (16 bits) ‘
Bit 31 7 0
Class C ‘ 1 ‘ 1 ‘ 0‘ Network number (21 bits) ‘ Host number (8 bits) ‘
Bit 31 0
Class D ‘ 1 ‘ 1 ‘ 1 ‘0 ‘ Multicast address ‘ (Cannot be used.)
Bit 31 0
Class E ‘ 1 ‘ 1 ‘ 1 ‘ 1 ‘ Identification address ‘ (Cannot be used.)

The number of networks in each class and the number of nodes possible on
the network differ according to the class.

Class Number of networks Number of hosts
Class A Small 224_2 max. (16,777,214 max.)
Class B Medium 216_2 max. (65,534 max.)
Class C Large 28_2 max. (254 max.)

The 32 bits of an IP address are divided into four sections of eight bits each,
and expressed as a punctuated number. IP addresses are represented by the
decimal equivalent of each of the four octets in the 32-bit address, each sepa-
rated by a period. For example, the binary address 10000010 00111010
00010001 00100000 would be represented as 130.58.17.32.

Note  The same network number must be set for every node on the same Ethernet
network.

5-1-2 Allocating IP Addresses

92

IP (Internet Protocol) is a standard communications protocol used throughout
the world, and is designed to enable communications between any Ethernet
nodes regardless of the networks on which they exist. To achieve this, net-
work numbers are allocated by the Network Solutions, InterNIC Registration
Services, to ensure that all Ethernet networks have unique numbers regard-
less of where they exist. The local system administrator is left the responsibil-
ity of allocating unique host numbers locally. You therefore should obtain a
network number from the InterNIC Registration Services to ensure unique-
ness and allow for future network expansions if required.
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5-1-3 EtherNet/IP Unit IP Address Settings

An IP address must be set even for the EtherNet/IP Unit or built-in EtherNet/IP
port before Ethernet communications can proceed. Use one of the following
methods to set the IP address of the EtherNet/IP Unit or built-in EtherNet/IP
port. Either use the default IP address setting, use a Programming Device to
set a particular IP address in the DM Area words (CS/CJ Series only) allo-
cated to the Unit as a CPU Bus Unit, or set a particular IP address in the Eth-
erNet/IP Unit or built-in EtherNet/IP port.

* If you want to connect the EtherNet/IP Unit or built-in EtherNet/IP port
immediately, the default IP address is 192.168.250.Node_address. (The
node address is set with the Node Address Setting Switches on the front
of the EtherNet/IP Unit or CPU Unit.)

* If you want to set a particular IP address and store that local IP address in
the CPU Unit, set it with the CPU Unit’s allocated DM Area words (CS/CJ
Series only).

e If you want to set a particular IP address and store that local IP address in
the EtherNet/IP Unit or CPU Unit, set the IP address in the TCP/IP set-
tings of the Unit Setup from the CX-Programmer.

* If you want to set a particular IP address and obtain the IP address auto-
matically from the BOOTP server, TCP/IP settings of the Unit Setup from
the CX-Programmer. For details, refer to 3-8 TCP/IP and Link Settings.

5-1-4 Subnet Masks

Operation and management of a network can become very difficult if too
many nodes are connected on a single network. In such a case it can be help-
ful to configure the system so that a single network is divided up into several
subnetworks. This can be done by using part of the host number as a subnet
number. Internally the network can be treated as a number of subnetworks,
but from the outside it acts as a single network and uses only a single Net-
work ID.

To establish subnetworks, the Host ID in the IP address is divided into a Sub-
net ID and a Host ID by using a setting called the Subnet Mask. The Subnet
Mask indicates which part of the Host ID is to be used as the Subnet ID. All
bits in the Subnet Mask that correspond to the bits in the IP address used
either as the Network ID or Subnet ID are set to “1,” and the remaining bits,
which correspond to the bits in the IP address actually used for the Host ID,
are set to “0”

The following example shows the Subnet Mask for an 8-bit Subnet ID used in
a class-B IP address.

Bit 31 15 0
Class B [1]0] Network ID (14 bits) | Host ID (16 bits)

Subnetmask 1111111111111111 1111111100000000 =FF FF FF 00
- > 4+—— PP
Network number Subnet number  Host number

Set the same Subnet Mask value for all of the nodes on that subnetwork. If no
subnetworks are used, there is no need to set Subnet Masks. In that case, the
following Subnet Mask values will be used depending on the IP address class.

Class Subnet Mask value
Class A 255.0.0.0
Class B 255.255.0.0
Class C 255.255.255.0
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5-1-5 CIDR

5-2
5-2-1

Allocating Addresses to EtherNet/IP Units and Built-in EtherNet/IP Ports

FINS Message Reception
for EtherNet/IP Units or
Built-in EtherNet/IP Ports

94

CIDR, or classless interdomain routing, is used to assign IP addresses that do
not use classes. IP addresses that use classes are separated into blocks
according to net IDs and host IDs, resulting in inefficient usage of IP address

space.

CIDR does not use classes, so IP address space can be divided as required
to more efficiently use IP address space. For example, using a subnet mask
setting with CIDR enables building a horizontally distributed network exceed-
ing 254 nodes even if a class C address block (e.g., 192, 168...).

Subnet mask range
192.0.0.0 to 255.255.255.252

CIDR was added for unit version 2.0.

IP Addresses in FINS Communications

Specifying Nodes in FINS Communications Services

With FINS communications services on an Ethernet network, IP addresses,
UDP port numbers, and TCP port numbers are paired with FINS node

addresses to specify nodes on the network.

Application level | FINS
ppiicatl v //Nodenumber "\

Transport level ubP TCP
number number

IP
\’\IP address /I/

Ethernet

Internet level

Physical level

| Ethernet address |

—— Must be allocated.

[ ainininininieieiinieiele il r-- Automatically allocated

Note  Use the Node Address Setting Switches (NODE NO.) on the front of the Eth-
erNet/IP Unit or, for the built-in EtherNeV/IP port, on the front of the CPU Unit

to set the FINS node address.

ing FINS communications messages.

Transport level UDPl UDP port l TCP\L TCP port

number number

’ I‘P\Qddress \]

Application level |FINS

Internet level IP

The IP address, FINS/UDP port number, and FINS/TCP port number set for
the EtherNet/IP Unit or built-in EtherNet/IP port are mainly used when receiv-

conforming to Ethernet address,

. X
Physical level Ethernet‘ ’ Eth%met\address ‘ _ .- Receives communications data
N | IP address, UDP port number,
\ and FINS node number.
EthemnetV2 | [P | UDP [FiNS header | FINS data |
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Pairing IP Addresses with

FINS Node Addresses at
Local Nodes

Sending FINS Messages
from EtherNet/IP Units or
Built-in EtherNet/IP Ports

e Ethernet address: A fixed number is assigned to each EtherNet/IP
Unit or built-in EtherNet/IP port and it cannot be

changed.

Use the default IP address
(192.168.250.FINS_node number), set the
address in the allocated DM Area words, or set
the address on the TCP/IP Tab Page of the Edit
Parameters Dialog Box from the CX-Program-
mer.

Use the default FINS/UDP port number (9600) or
set the number on the FINS/UDP Tab Page of
the Edit Parameters Dialog Box from the CX-Pro-
grammer.

Use the default FINS/TCP port number (9600) or
set the number on the FINS/UDP Tab Page of
the Edit Parameters Dialog Box from the CX-Pro-
grammer.

Set the number using the Node Address Setting
Switches (NODE NO.) on the front of the Ether-
Net/IP Unit or built-in EtherNeV/IP port.

¢ |P address:

¢ FINS/UDP port No.:

e FINS/TCP port No.:

* FINS node address:

A particular IP address is allocated to each communications node, including
EtherNet/IP Units and built-in EtherNet/IP ports. The IP address must be
paired with the FINS node address (1 to 254) by one of the following methods.

m Automatic Generation Method (Dynamic/Static)

Set the relationship between the IP address and the FINS node address set-
ting in the EtherNet/IP Unit or built-in EtherNet/IP port according to the follow-
ing equation. If the setting does not conform to this equation, a setting error
will be generated and the MS Indicator will flash red.

FINS node address = IP address host number

m IP Address Table Method and Combined Method

With these methods, the IP address and the FINS node address setting in the
EtherNeVt/IP Unit or built-in EtherNet/IP port have no particular relationship.
Set both the FINS node address and the IP address so that they are not dupli-
cated in the network.

When the EtherNet/IP Unit or built-in EtherNet/IP port sends a FINS mes-
sage, it is necessary to determine the remote node's IP address, UDP port
number, and TCP port number. The relationships between all addresses,
such as remote FINS node addresses and IP addresses, are managed by an
internal table at the EtherNet/IP Unit or built-in EtherNet/IP port.

Remote FINS node | Remote IP address | Connection Remote port
address (Example) number (Example)
1 192.168.250.1 UDP 9600
2 192.168.250.2 UDP 9600
to
254 192.168.250.254 UDP 9600

When the EtherNet/IP Unit or built-in EtherNet/IP port is turned ON or
restarted, the internal table is generated automatically from the various set-
tings that have been made. Depending on the setting method used, data such
as remote IP addresses may be changed dynamically. (Dynamic changes can
be prohibited.)
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|FINS header | FINS data
&
Internal table Se
‘\\ Application level | FINS
T TS - S < Transport level | UDP [T TCP‘ ToPport
hY number number
icati I\ | KN S
Appllcatlon leve \ \ S ‘ Node numbek ‘ Internet level P P
\ ~
Transport level \ N\ UDP oort T;p Physical level | Ethernet
Internet level I\FE N Y ~
A\ AN IP address ‘ : The remote node's IP address, UDP/TCP
) \ \\ | # | method, UDP port number, and TCP port
Physical level Ethgrnet \ P number are calculated from the node
\ ‘ Ethernet address ‘ P number in the FINS message, and an
% - 2 Ethernet frame is generated.
\ \, -,
\\
A ;_,4
\ P
\\
X
| Ethenetvz | \ 1P UDP  |FINS header| FINS data

5-2-2 Pairing Addresses in Internal Tables

FINS/UDP Communications Methods

Automatic Generation
(Dynamic)

FINS node address

When the EtherNet/IP Unit or built-in EtherNet/IP port is turned ON or
restarted, the following values are set for addresses in the internal table.

* Remote IP address: Local IP address network number + remote

* Remote UDP port number: UDP port number set for local Unit

¢ Connection method:

FINS/UDP

With the dynamic method, data in an internal table that has been generated
can be dynamically converted according to FINS messages received from
remote nodes. This is enabled when the remote node is a device such as a
personal computer and IP addresses are dynamically changed by a method

Personal computer

such as DHCP.

EtherNet/IP Unit

CPU Unit

Must be fixed.

‘ Local FINS node number ‘

Can be changed.

‘ Local

| Remote FINS node number ‘

Change
registration

Automatic generation
(dynamic setting)

liﬂ Local FINS node number

96

For the remote IP address,
a response is returned to
the changed IP address.

Internal table
/ . l l
IP address ‘ ‘ Remote IP address ‘ ‘ Local IP address ‘
A T
IP address| FINS command ———+ / L] Ethernet (EtherNeVIP)
7\IP address| FINS response } /




IP Addresses in FINS Communications Section 5-2

Automatic Generation
(Static)

Personal computer

‘Local FINS node number ‘

‘ Local IP address ‘

Must be fixed 17{ Local FINS node number ‘

|- Must be fixed.

With the static method as well, the following values are set for addresses in
the internal table when the EtherNet/IP Unit or built-in EtherNet/IP port is
turned ON or restarted.

* Remote IP address: Local IP address network number + remote
FINS node address

* Remote UDP port number: UDP port number set for local Unit
» Connection method: FINS/UDP

With the static method, however, data in an internal table that has been gener-
ated is not freely changed.

EtherNet/IP Unit CPU Unit

i Remote FINS node number‘

(static setting)
L Internal table

|

‘ Remote IP address ‘ ‘ Local IP address ‘
| |

(" Automatic generation J

IP address| FINS command ———+ ]

Ethernet (EtherNet/IP)

——IP address| FINS response |

IP Address Table Method

With this method, FINS node addresses are converted to IP addresses based
on a preset correspondence table (IP address table).

The IP address table is set on the FINS/UDP Tab Page of the Edit Parameters
Dialog Box of the CX-Programmer. Nodes can be registered even if they are
in different segments and have different network IDs

The internal table will be as follows:

* FINS Node Address Registered to IP Address Table
The following address is registered to the internal table.

* Remote IP address: IP address registered to IP address table
* Remote UDP port number: UDP port number set for local Unit
* Connection method: FINS/UDP

* FINS Node Address Not Registered to IP Address Table
The following address is registered to the internal table.

* Remote IP address: 0.0.0.0
* Remote UDP port number: UDP port number set for local Unit
e Connection method: FINS/UDP

With the IP address table method, records of FINS nodes registered to the IP
address table are not changed dynamically. When the Unit is turned ON or
restarted, the IP addresses of remote FINS nodes registered with an IP
address of 0.0.0.0 can be changed dynamically according to FINS messages
received from remote nodes. This can be used effectively when the remote
node is a device such as a personal computer and IP addresses are dynami-
cally changed by a method such as DHCP.
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Combined Method

98

Example
When FINS Command is Sent

FINS node number
IP address table
FINS node

IP address
number
Node number in
IP address table 18 153.214.0.62
20 153.214.0.129 |————— |P address 153.214.0.129
23 153.218.51.8 FINS command sent

When FINS Command is Received
FINS node number

Node number not Internal table
in IP address table i
25 i 153.218.51.10 +—————— |P address 153.218.51.10

Changed FINS response returned

The combined method combines the IP address table method and the auto-
matic generation method (dynamic).

First the IP address table is referenced. Then, if the applicable FINS node
address is found, the corresponding IP address is read. If the FINS node
address is not found, the IP address is calculated using the automatic genera-
tion method (dynamic).

The internal table will be as follows:

* FINS Node Address Registered to IP Address Table
The following address is registered to the internal table.

* Remote IP address: IP address registered in IP address table
* Remote UDP port number: UDP port number set for local Unit
* Connection method: FINS/UDP

* FINS Node Address Not Registered to IP Address Table
The following address is registered to the internal table.

* Remote IP address: Local IP address network number + FINS
node address

* Remote UDP port number: UDP port number set for local Unit
» Connection method: FINS/UDP

With the combined method, records of FINS nodes registered to the IP
address table are not dynamically changed. When the Unit is turned ON or
restarted and the IP address of a remote FINS node is not registered in the IP
table, the IP address can be changed dynamically according to FINS mes-
sages received from the remote node. This can be used effectively when the
remote node is a device such as a personal computer and IP addresses are
dynamically changed by a method such as DHCP.
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Example

When FINS Command is Sent
FINS node number

IP address table
rljﬂ:lr?bg?de IP address
Node number in
IP address table 18 153.214.0.62 IP address
——————» 20 153.214.0.129 |—— IP address method
23 | 153.218.51.8 FINS command
sent
Node number not
in IP address table Network number: xx.xx.00.00
— + — |P address
Automatic FINS node number: xx (See note.)
generation FINS command
method sent Automatic
When FINS Command is Received generation
FINS node number ?&%haorgic)
Node number Int | tabl
not in IP niernal table
address table 25 153.218.51.10 —— » |P address
Changed = 153.218.51.10

FINS response
returned

Note When an internal table IP address has been changed with the reception of a
FINS command, this is sent to the IP address in the internal table.

Prohibiting Dynamically With EtherNet/IP Units and built-in EtherNet/IP ports, it is possible to prohibit
223"9'“9 Remote IP (protect against) dynamic changes to remote IP addresses by each method
resses

(automatic generation, IP address table, or combined method). Use the CX-
Programmer to make this setting.

When dynamically changing remote (destination) IP addresses is prohibited,
the internal table for each method is maintained in the same state it had when
the power was turned ON or restarted. Therefore, protection can be provided
against access using FINS/UDP from personal computers or other devices
that have dynamically changing IP addresses. To prohibit dynamic changes,
clear the selection of the Dynamic change the target IP addresses Option on
the FINS/UDP Tab Page in the Edit Parameters Dialog Box of the CX-Pro-

grammer.
Using the ETN11- With EtherNet/IP Units and built-in EtherNet/IP ports, operating specifications
compatible Mode can be made compatible with the CS1W-ETN11/CJ1W-ETN11 for all methods

(automatic generation (dynamic), /0 address table, or combined). (Dynamic
changes, however, are prohibited for the destination IP address in ETN11-
compatible mode.) While in ETN11-compatible mode, the following operations
will be performed the same as they are for the CS1W-ETN11/CJ1W-ETN11
for FINS/UDP command data sent from a UDP port number other than the
local FINS/UDP port number (default: 9600) set ion the FINS/UDP Tab Page.

e If the command data is addressed to an Ethernet Unit, a FINS response
will be sent to the source UDP port number.

e If the command data is for any other Unit, such as the CPU Unit, a FINS
response will be sent to the UDP port number set as the FINS/UDP port
number.
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CJIW-EIP21 [Edit Parameters] x]

TCPAP | Ethemet FINS/UDP | FINS/TCP | FTP | Auto Adust Time | Status Area | SNMP | SNMP Trap |

AREH IP Address Table
(¢ Diefault [3600)
" User defined Destination Node. .. | Destination |P Addres:

o]

Conversion

&+ Auto [dynamic)
" Auto [Static)

" Combined

" IP address table

Destination 1P

+ [Destination [P iz changed dynamically

" Destination IP iz Mot changed dpnamically

" ETM11 compatible mode 3 %
Set Defaults oK | Cancel |

Note If the ETN11-compatible mode is used, the internal table will retain the same

content from when it was created after the EtherNet/IP Unit was turned ON or
restarted. This feature provides protection from access via FINS/UDP from
computers that dynamically change their IP address.

FINS/TCP Communications Method
Pairing in the FINS/TCP

Method

Internal Processing

100

Note

1,2,3...

With the FINS/TCP method, communications are first established for each
connection, and then remote FINS node addresses are mutually converted.
(See note.) After the FINS node address is converted, FINS message com-
munications are executed.

In this way, remote FINS node addresses and remote IP addresses are paired
for each connection. Therefore, with the FINS/TCP method, there is no need
to set IP address conversions (i.e., pairing FINS node addresses with IP
addresses) as with FINS/UDP. On the other hand, it is necessary to set the
remote IP address for each connection in the FINS/TCP Tab Page of the Net-
work Configurator’s Edit Parameters Dialog Box.

The internal table is changed after connections are established.

The EtherNet/IP Unit or built-in EtherNet/IP port executes the following pro-
cessing when the FINS/TCP method is used.

m Local Device: FINS/TCP Client

1. Connections are established in TCP/IP protocol with the remote IP ad-
dresses set for FINS/TCP connections in the FINS/TCP Tab Page of the
CX-Programmer’s Edit Parameters Dialog Box.

2. The remote node (i.e., the server) is notified of the FINS node address for
the local device.

3. Notification is received from the remote node (i.e., the server) of the re-
mote node's FINS node address.

4. The EtherNet/IP Unit or built-in EtherNet/IP port changes the internal table
(FINS node address, IP address, and TCP port number).

5. FINS messages can then be sent and received.
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m Local Device: FINS/TCP Server

1,23... 1.

Personal computer or
EtherNet/IP Unit (client)

‘ Local FINS node number A ‘

(1) The connection is established.

T l (2) The local device (such as a personal ‘ Local IP address S ‘
\ Local IP address T \ computer) sends notification that its

FINS node number is A.

A request to open a connection is received in TCP/IP protocol from the re-
mote device (i.e., the client, either a personal computer, an EtherNet/IP
Unit or built-in EtherNet/IP port), and the connection is established.

Notification is received from the remote node (i.e., the client) of the remote
node's FINS node address.

The local device provides notification of the local FINS node address.

The EtherNet/IP Unit or built-in EtherNet/IP port changes the internal node
correspondence table (FINS node address, IP address, and TCP port
number).

FINS messages can then be sent and received.

EtherNet/IP Unit (server) CPU Unit

‘ Local FINS node number B ‘

\

N
4H7‘ IP address ‘ FINS node number transmission ’—H—» | Ethernet (EtherNet/IP)

4H7‘ IP address ‘ FINS node number transmission }‘_Hi
A

/

The FINS node number (3) The EtherNet/IP Unit sends notification that
is converted for each its FINS node number is B.

connection number.

J

(4) The internal node correspondence
table is changed.

(5) It then becomes possible to send
and receive FINS messages.

Setting FINS/TCP The procedure for setting FINS/TCP connections involves the items described

Connections below. The settings are made individually for each connection (numbers 1 to
16) on the FINS/TCP Tab Page of the Edit Parameters Dialog Box of the CX-
Programmer.

m Local Device: Server

1,2,3.. 1.
2.

Set the server.

Set IP addresses for the devices to be connected.
If the option for protection of IP addresses is selected, set the IP addresses
for clients where connections are permitted. (This step can be omitted.)

Automatic FINS node address allocation:

If the client (generally a personal computer) supports FINS/TCP, and if it is
to be used without setting a FINS node address, the value set here (from
239 to 254) can be allocated to the client. The default settings should nor-
mally be used.

m Local Device: Client

1,23... 1.

Set the client.
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2. Set IP addresses for the devices to be connected.
Set the IP address for the remote EtherNet/IP Unit or built-in EtherNet/IP
port (i.e., the server) connected by FINS/TCP.
This setting must be made if this EtherNet/IP Unit will be used as a FINS/
TCP client.

5-2-3 Application Examples

Responding to Computers with Changed IP Addresses

FINS/UDP

Communications Method

FINS/TCP

Communications Method

102

Note

With FINS/UDP, whether using the automatic conversion method (dynamic),
the IP address table method, or the combined method, remote FINS node
addresses and remote IP addresses in the internal table are changed after
FINS messages are received. Therefore, even when a FINS command has
been received from a personal computer (a DHCP client computer) for which
the IP address is dynamically changed, a response can still be sent back to
the computer (the DHCP client computer) from which the command origi-
nated.

Personal computer (client)

IP address changed
(acquired from DHCP server when connected)

FINS command sent

A |_| IP address | FINS command ——
— Ethernet (EtherNet/IP)
— L

[ IP address | FINS response l_‘ EtherNet/IP Unit

’ (with fixed IP address)

Response sent back to D
changed IP address U |:|

With FINS/TCP, FINS node addresses and IP addresses in the internal table
are changed with each connection that is established. Therefore, even when a
FINS command has been received from a personal computer (a DHCP client
computer) for which the IP address is dynamically changed, a response can
still be sent back to the computer (the DHCP client computer) from which the
command originated.

Personal computer (client)

IP address changed
(acquired from DHCP server when connected)

FINS command sent

A |_| IP address [FINS command |———
—

Ethernet (EtherNet/IP)

L f (I "
EtherNet/IP Unit
IP address][ FINS response | | (FINSITCP server: with

g¥ fixed IP address)

Response sent back to D
changed IP address U |:|

Automatic IP Address Setting by DHCP Service

DHCP service is a method whereby a DHCP server collectively manages all
of the IP address in a network.

Nodes that are functioning as clients acquire IP addresses from the DHCP
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server whenever the system is started. Therefore, at a personal computer
using the DHCP service, IP addresses may be different with each system
startup.

DHCP service is mainly used for automatic settings in devices such as per-
sonal computers that are used for client applications. Nodes used for server
applications, such as mail servers, are normally allocated fixed IP addresses.
EtherNet/IP Units and built-in EtherNet/IP ports in PLC systems are also allo-
cated fixed |P addresses.

Simultaneously Running Multiple Applications on a Personal Computer

FINS/UDP

Communications Method

FINS/TCP

Communications Method

In communications involving previous models, multiple communications appli-
cations were configured on personal computers according to data accessing
uses, and the fact that no more than one UDP port number for FINS commu-
nications could be used on any given computer created a problem. This Eth-
erNet/IP Unit provides a practical solution with an internal table that pairs
remote nodes (applications) with FINS node addresses, enabling dynamic
changes.

FINS nodes are allocated individually for each application on the computer,
and the respective FINS/UDP port numbers that are used are also allocated
individually. When FINS/UDP FINS commands are sent from individual appli-
cations to the EtherNet/IP Unit or built-in EtherNeV/IP port, the respective
remote IP addresses and remote port numbers in the internal table are
dynamically changed.

With this method as well, FINS nodes are allocated individually for each appli-
cation on the computer, and the respective FINS/TCP port numbers that are
used are also allocated individually. Each application is positioned with a
FINS/TCP client, and requests the opening of a connection with the FINS/
TCP server of the EtherNet/IP Unit or built-in EtherNet/IP port. When the
connection is established, the respective remote IP address and remote port
number in the internal table are dynamically changed.

5-2-4 Related Products and Communications/Setting Methods

Models Supporting
Automatic Generation
Method (Dynamic)

Product Model/Series/ Supports automatic
Version generation method
(dynamic)?
CS-series Ethernet | 100BASE-TX CS1W-ETN21 Yes
Unit 10BASE-5 CS1W-ETNO1 | No: Set by automatic
10BASE-T CS1W-ETN11 generation method or
combined method. Com-
munications are not pos-
sible with personal
computers with variable
IP addresses.
CJ-series Ethernet | 100BASE-TX CJ1W-ETN21 Yes
Unit 10BASE-T CJIW-ETN11 | No: Set by automatic
CV/CVM1-series | 10BASE-5 CV500-ETNo1 | generation method or
Ethernet Unit combined method. Com-

FinsGateway

Version 4.xx or
lower

munications are not pos-
sible with personal
computers with variable
IP addresses.

Version 2003 or
higher

Yes
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Models Supporting
Automatic Generation
Method (Static)

Models Supporting IP
Address Table Method

104

Product Model/Series/ Supports automatic
Version generation method
(dynamic)?
Programmable Terminal NS Series No: Set manually so that

Open Network Controller (ONC)

automatic settings can be
used with the automatic
generation method.

Product Model/Series/ Supports automatic
Version generation method
(static)?
CS-series Ethernet | 100BASE-TX CS1W-ETN21 Yes
Unit 10BASE-5 CS1W-ETNO1 | Yes: Simply called “auto-
10BASE-T CSTW-ETN11 | matic generation
method.
CJ-series Ethernet | 100BASE-TX CJ1W-ETN21 Yes
Unit 10BASE-T CJIW-ETN11 | Yes: Simply called “auto-
CV/CVM1-series 10BASE-5 CV500-ETNO1 | Mmatic generation
Ethernet Unit method.
FinsGateway Version 4.xx or
lower
Version 2003 or | Yes
higher
Programmable Terminal NS Series No: Set manually so that
Open Network Controller (ONC) - automatic settings can be
used with the automatic
generation method.
Product Model/Series/ | Supports IP address
Version table method?
CS-series Ethernet | 100BASE-TX CS1W-ETN21 | Yes
Unit 10BASE-5 CS1W-ETNO1
10BASE-T CS1W-ETN11
CJ-series Ethernet | 100BASE-TX CJ1W-ETN21
Unit 10BASE-T CJ1W-ETN11
CV/CVM1-series 10BASE-5 CV500-ETNO1

Ethernet Unit

FinsGateway

Version 4.xx or
lower

Version 2003 or
higher

Programmable Terminal

NS Series

Open Network Controller (ONC)

No: Set manually. FINS
communications are not
possible with personal
computers set automati-
cally by DHCP.
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Models that Can Use the
Combined Method

Product Model/Series/ Supports combined
Version method?
CS-series Ethernet | 100BASE-TX CS1W-ETN21 Yes
Unit 10BASE-5 CSIW-ETNOT | No
10BASE-T CS1W-ETN11 No
CJ-series Ethernet 100BASE-TX CJ1W-ETN21 Yes
Unit 10BASE-T CJIW-ETN11  |No
CV/CVM1-series 10BASE-5 CV500-ETNO1 | No
Ethernet Unit
FinsGateway Version 4.xx or |No
lower
Version 2003 or | Yes
higher
Programmable Terminal NS Series No: Set manually. FINS

Open Network Controller (ONC)

communications are not
possible with personal
computers set automati-
cally by DHCP.

5-2-5 Pairing IP Addresses and FINS Node Addresses

The following table shows the methods for pairing IP address and FINS node
addresses, and the relation between fixed and variable address, for both
FINS/UDP and FINS/TCP.

Communi- | Method of pairing IP address determination Client (personal Server (PLC)
cations of IP addresses computer or PLC)
method and FINS node FINS node | IP address | FINS node | IP address
addresses address address
FINS/UDP | By pairing FINS IP address | Automatic gen- | Fixed Fixed Fixed Fixed
node addresses with | conversion |eration method
IP addresses in (static)
Ethernet Automatic gen- | Fixed Fixed or Fixed Fixed
eration method variable
(dynamic)
IP address table | Fixed Fixed or Fixed Fixed
method variable
Combined Fixed Fixed or Fixed Fixed
method variable
FINS/TCP | By automatic conver- | Automatic | Connection Fixed or Fixed or Fixed Fixed
sion of FINS node method (auto- | can be allo- | variable
addresses at Ether- matic FINS cated auto-
Net/IP Unit and node address matically
remote node (and conversion) when not
then sending and determined.
receiving data)
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5-3 Private and Global Addresses
5-3-1 Private and Global Addresses

There are two kinds of IP addresses, private and global.

* Global addresses: These are IP addresses that connect directly to the
Internet. Allocated by application to NIC, each
address is unique in the world, and as many as
4.3 million can be allocated worldwide.

* Private addresses: These are IP addresses for Intranet (LAN) use, and
cannot connect directly to the Internet. Frames that
include private IP addresses are restricted by the
router from being sent outside the LAN.

Generally, as shown below, global addresses in the intranet are allocated only
to IP routers (such as broadband routers) interfacing with the Internet. All
other nodes in the intranet, including the EtherNet/IP Unit or built-in EtherNet/
IP port, are allocated private addresses.

Intranet

Personal computer,
|:| CX-Programmer, etc.

| |
I |
| |
| |
| |
| |
| |
1 |
| - |
! . Ethernet (EtherNet/IP)]
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |

Firewall PLC
I

i]
L]
gl o )
IP router X ‘ Private address ‘

1 Private address
________________________________________ 1

t _ Not output to Internet
Internet Global address v
required

Intranet Not output to Internet

s i *

: L¥—— Global address | ﬁ
| 1P router I ‘ Private address
1 .

! — Private address Personal computer, i

| CX-Programmer, etc. |

| " 1

i |:| !

' |

: — |

! _ Ethernet (EtherNet/IP) | i

i 1r LT LT — :

: PLC PLC |

| 1] i] |

: gl 0 gl o :

| \ :

i Private address Private address !

1 |

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1

Communications Services A global address is required for the IP addresses of the EtherNet/IP Units and

That Require Global built-in EtherNet/IP port when the following communications services are
Addresses for EtherNet/IP used over the Internet

Units and built-in o .

EtherNet/IP ports * FINS communications services

* Explicit message communications services
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5-3-2 Using a Private Address for the EtherNet/IP Unit

i

Intranet

Intranet
QT T .
FINS t ,
I FINS/TCP client computer : Exp"c(i:tor:qngggggsmns
: with CX-Programmer, etc. :
| or |
! —] CIP client computer with |
| Network Configurator, etc. :
| p—
I Ethernet (EtherNet/IP) 1
I N T i
: ’—I—‘ Communications in intranet :
Firewall
| PLC |
: 1 O I
I L] gl o 1
: IP router :
1
I 1 EtherNet/IP Unit: Private address I

Internet

FINS communications,

FINS/TCP client computer Exp||c|t messages

with CX-Programmer, etc.
or
CIP client computer with

Network Configurator, etc.

Communications in Intranet

Conditions for Using
Communications
Applications

1 _ Ethernet (EtherNet/IP) _ ’Jj
1t 1 [ Lt —
PLC PLC
g pb———» 0
gl o g| o
Ly Communications
in Intranet
EtherNet/IP Unit: Private address EtherNet/IP Unit: Private address

When the EtherNet/IP Unit or built-in EtherNet/IP port has a private address,
communications applications can be used under the following conditions:

m FINS Communications Service

* The FINS communications service can be executed on the intranet

between EtherNet/IP Units and built-in EtherNet/IP ports with private
addresses only.
A device such as a personal computer (with a FINS application, including
the CX-Programmer) cannot connect online and communicate over the
Internet with an EtherNet/IP Unit or built-in EtherNet/IP port that has a pri-
vate address. FINS communications are also not possible over the Inter-
net between EtherNet/IP Units and or built-in EtherNet/IP ports with
private addresses.

¢ Either FINS/TCP or FINS/UDP can be used for the FINS communications
service.

» With FINS/UDP, all of the EtherNet/IP Unit or built-in EtherNet/IP port IP
address conversion methods can be used.
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e With FINS/UDP, when the IP address (private address) of a computer
serving as a DHCP client is changed, the IP address conversion method
of the EtherNet/IP Unit or built-in EtherNet/IP port will be the automatic
generation method (dynamic), the combined method, or the IP address
table method. When FINS/TCP is used, IP addresses can be changed
automatically.

m Explicit Message Communications Service

* The explicit message communications service can be executed on the
intranet between EtherNet/IP Units and built-in EtherNet/IP ports with pri-
vate addresses only.

* A device such as a personal computer (CIP applications including the
Network Configurator) cannot connect online and communicate over the
Internet with an EtherNet/IP Unit or built-in EtherNet/IP port that has a pri-
vate address. Explicit message communications are also not possible
over the Internet between EtherNet/IP Units and built-in EtherNet/IP ports
with private addresses.

Note Network Security and Firewalls
Setting up an intranet through a global address involves network security con-
siderations. Before doing so, be sure to consult with a network specialist and
consider installing a firewall.
Once a firewall has been set up by a communications technician, on the other
hand, there may be some applications that cannot be used. Be sure to check
first with the communications technician.
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5-3-3 EtherNet/IP Unit with a Global Address

Intranet
} FINS/TCP client computer |
! with CX-Programmer, etc. |
| ¥ |
i CIP client computer with i
! —1 Network Configurator, etc. !
: Ethernet (EtherNet/IP) !
I - i
Communications : Firewall |
over Internet : 5 I
! P router ! ‘ Private address ‘
| |
| - |
e 1 Y
t i Not output to Internet
Internet Global address v
(required)
4
; N |
Intranet l : ot output to Internet
——— NI
| |
| L—— Global address |
i IP router | ‘ Pri dd ‘
i [ 1< Private address | rivate address
|
! !
! Firewall |
|
! !
| i
! Ethernet (EtherNet/IP) l
{3 {} I
! !
| Communications . PLC i
! et
I in intranet Al !
! |
| i
|
| EtherNet/IP Unit: Global address ;
L i
Conditions for Using Communications applications can be used over the Internet under the follow-
Communications |ng conditions:

Applications

m FINS Communications Service

* A device such as a personal computer (a FINS application, including the
CX-Programmer) can connect online and communicate over the Internet
with an EtherNeVIP Unit or built-in EtherNet/IP port that has a global
address.

* FINS/TCP is recommended as the FINS communications service
method.
FINS/TCP is more reliable than FINS/UDP in terms of communications
errors involving IP routers.

e The IP address table method is used as the IP address conversion
method of the EtherNet/IP Unit or built-in EtherNet/IP port.

e The TCP port number to be used for FINS/TCP cannot be used if prohib-
ited by a firewall in the communications path.

m Explicit Message Communications Service

* A device such as a personal computer (a CIP application including the
Network Configurator) can connect online and communicate over the
Internet with an EtherNet/IP Unit or built-in EtherNeVIP port that has a
global address.
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* If the TCP port number (44818) or UDP port number (44818) that is used
for EtherNet/IP cannot be used if prohibited by a firewall in the communi-
cations path.

Note Network Security and Firewalls

Setting a global IP address for an EtherNet/IP Unit or built-in EtherNet/IP port
involves network security considerations. It is recommended that the user
contract with a communications company for a dedicated line, rather than
using a general line such as a broadband line. Also, be sure to consult with a
network specialist and consider security measures such as a firewall.

Once a firewall has been set up by a communications technician, on the other
hand, there may be some applications that cannot be used. Be sure to check
first with the communications technician.
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SECTION 6
Tag Data Link Functions

This section describes tag data link functions and related Network Configurator operations.
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6-1 Overview of Tag Data Links
6-1-1 Tag Data Links

Tag data links enable cyclic data exchanges on an EtherNet/IP network
between PLCs or between PLCs and another device. I/O memory addresses
(e.g., in the CIO or DM Area) and symbols can be assigned to tags. The set-
tings for tag data links are made using the Network Configurator. Refer to 6-2
Setting Tag Data Links for information on how to make the settings.

Note  Symbols can be used in tags only for the CJ2H-CPU6LI-EIP and CJ2M-
CPU3LL. If you are using a CJ1W-EIP21 or CS1W-EIP21 EtherNet/IP Unit that
is mounted to a CJ2H-CPU6L] or any CPU Unit other than the CJ2H-CPUBLI-
EIP, use 1/0O memory addresses to set the tag data links.

With tag data links, one node requests the opening of a communications line
called a connection to exchange data with another node. The node that
requests opening the connection is called the originator, and the node that
receives the request is called the target.

CPU Unit EtherNet/IP Unit EtherNet/IP Unit CPU Unit
Inputs Outputs
Connection
Tag set name: ABC Ta .
g set name: OUT1
Var-Out1(DMO!
DMO00100 P /0 refreshed. \[/)MO|0100 |-|— —— I ~Varouti P [ ar-Ou
Varn(WR200) [ Dﬂzgooo puttags || Oubputiags [ Syaroute | o ereanes lVar-Oth(DMﬂ)O)
Dmzooco  |) | }| —m——— |y V| === Var-Out3(DM200)
: Target :,;

Outputs Inputs

| Connection [DM00200
= \ Tag set name: XYZ Tag set name: IN1 (WR300 |
DM20100 | IQetrestee * DM00200 ~ DM00200 1/O refreshed. [DM20100
<> {|- varout 44 Output tags I I Input tags ‘I-‘ - WR300 —
H * DM20100

PLC status
[T ]
LT

* DM20100
PiCstatus | F| === \J
[ T-1] L Target

[ [ - -
[T~ ll “““

’J_‘ Ethernet (EtherNet/IP) ’J—‘

1__F

4
/
/

For communications between PLCs, the connection information is set in the
EtherNet/IP Unit or built-in EtherNet/IP port of the PLC that receives data (i.e.,
the originator).

Note  The specifications for using tag data links with the CJ2M built-in EtherNet/IP
port on a CJ2M-CPUBL] CPU Unit are different from the specifications for Eth-
erNet/IP Units (CJ1W-EIP21 or CS1W-EIP21) and the CJ2H built-in EtherNet/
IP port on a CJ2H-CPULIJ-EIP CPU Unit. Make sure you are using the cor-
rect specifications for the application.

Refer to 2-1-3 Communications Specifications for the communications specifi-
cations.

6-1-2 Overview of Operation

Setting and Downloading Tag Data Link Parameters

The tag data link parameters (e.g., connection information) that are described
below are created using the Network Configurator, and then the parameters
are downloaded to all originator devices on the EtherNet/IP network.

112



Overview of Tag Data Links

Section 6-1

Tag Settings

Setting Tag Sets

Setting Connections

Counting Connections

Make the following settings using the Network Configurator if tag data link
functionality is used with the CJ2B-EIP21 built-in EtherNet/IP port on the
CJ2H, CJ2M-EIP21 built-in EtherNet/IP port on the CJ2M, CS1W-EIP21, or
CJ1W-EIP21.

Create input (reception) tags and output (send) tags for addresses in the CPU
Unit's I/O memory areas or for symbols.

The following are the limits for tags that can be created with the CJ2B-EIP21
built-in EtherNet/IP port on the CJ2H, CJ2M-EIP21 built-in EtherNet/IP port
on the CJ2M, CS1W-EIP21, or CJ1W-EIP21.

* A maximum of 32 tags can be created per Unit for the CJ2M-EIP21. A
maximum of 256 tags can be created per Unit for other CPU Units.

* A maximum data size of 1,280 bytes (640 words) ' can be used per tag
for the CJ2M-EIP21. A maximum data size of 1,444 bytes (722 words)
can be used per tag for other CPU Units.

*1 Unit version 2.0: 40 bytes (20 words) maximum.

With the CJ2H-CPUGLI-EIP or CJ2M-CPUS3L], you can create tags by import-
ing network symbols (i.e., /O allocation settings) that were created using the
CX-Programmer into the Network Configurator. Output tags can be defined to
clear output data to 0 or to hold the output data when PLC outputs are turned
OFF.

Create output tag sets and input tag sets and position them. (Up to eight tag
sets can be created). The following are the limits on tag sets that can be cre-
ated with the CJ2B-EIP21 built-in EtherNet/IP port on the CJ2H, CJ2M-EIP21
built-in EtherNet/IP port on the CJ2M, CS1W-EIP21, or CJ1W-EIP21.

* A maximum of 32 tag sets can be created per Unit for the CJ2M-EIP21. A
maximum of 256 tag sets can be created per Unit for other CPU Units.

* A maximum data size of 1,280 bytes (640 words) ' can be used per tag
set for the CJ2M-EIP21. A maximum data size of 1,444 bytes (722 words)
can be used per tag set for other CPU Units.

*1 Unit version 2.0: 40 bytes (20 words) maximum.

The PLC status can be specified in a tag set to indicate the CPU Unit’s operat-
ing status (operating information and error information).

The target device output tag set and the originator device input tag set are
associated as connections. A maximum of 256 connections can be opened
per Unit for the CJ2B-EIP21 built-in EtherNet/IP port on the CJ2H, CS1W-
EIP21, or CJ1W-EIP21. A maximum of 32 connections can be opened per
Unit for the CJ2M-EIP21 built-in EtherNet/IP port on the CJ2M.

The number of connections is the total of the number of input tag sets that
receive data and the number of nodes that send data for output tag sets.
(Refer to the following figure.) One connection is consumed for each connec-
tion setting whether the connection is a multicast connection or a unicast
(point-to-point) connection.
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Setting the Packet Interval
(RPI)

Using Multicast and
Unicast Communications
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Example of Calculating the Number of Connections
o EtherNet/IP Unit or built-in EtherNet/IP port with IP address of
192.168.250.254 in bidirectional connection with 128 nodes

192.168.250.254 192.168.250.1
Tagset_in1 N CN.1 Tagset_out
Tagset_in2 Tagset_in
Tagset_in128 192.168.250.2
Tagset_out
Tagset_in

Tagset_out254

The maximum number of
connections for node
192.168.250.254 is 32 for
the CJ2M-EIP21 and 256
for other CPU Units.

192.168.250.128

Another EtherNet/IP Unit must be mounted to the PLC to increase the maxi-
mum number of connections. (Refer to the following figure.)

Example of Calculating the Number of Connections

e The maximum number of connections (32 for the CJ2M-EIP21 and 256 for
other CPU Units) per Unit would be exceeded if an EtherNet/IP Unit or
built-in EtherNet/IP port with an IP address of 192.168.250.254 is used in a
bidirectional connection with 129 nodes. In this case, bidirectional
communications can be performed with 129 nodes or more by adding an
EtherNet/IP Unit with the IP address of, for example, 192.168.250.253 to
the same PLC, creating an output tag set in the new EtherNet/IP Unit, and
creating connections.

192.168.250.254 192.168.250.1
Tagset_in1 - CN.1 Tagset_out
Tagset_in2 Tagset_in

Tagset_in129 192.168.250.2

Tagset_out

Tagset_in

192.168.250.253
I Tagset_out253

192.168.250.129

Tagset_out

Tagset_in

The packet interval is the data I/O refresh cycle in the Ethernet circuit when
performing tag data links, and can be set separately for each connection. The
packet interval can be set to between 0.5 and 10,000 ms in units of 0.5 ms for
the CJ2B-EIP21 (built-in EtherNet/IP port on the CJ2H), CS1W-EIP21, or
CJ1W-EIP21. It can be set to between 1 and 10,000 ms in units of 0.5 ms for
the CJ2M-EIP21 (built-in EtherNet/IP port on the CJ2M). The default setting is
50 ms.

With EtherNet/IP, data is exchanged on the communications line at the packet
interval that is set for each connection, regardless of the number of nodes.

A multicast connection or unicast (point-to-point) connection can be selected
as the connection type in the tag data link connection settings.

With a multicast connection, you can send an output tag set in one package to
multiple nodes and make allocations to the input tag sets.

A unicast connection separately sends one output tag set to each node, and
so it sends the same number of packets as the number of input tag sets.

Therefore, using multicast connections can decrease the communications
load if one output tag set is sent to multiple nodes.
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If multicast connections are used, however, use a switching hub that has mul-
ticast filtering, unless the tag set is received by all nodes in the network.

If a switching hub that does not have multicast filtering is used, the multicast
packets will be broadcast to the entire network, and so packets will be sent to
nodes that do not require them, which will cause the communications load on
those nodes to increase.

This applies only if one output tag set is sent to multiple nodes using a multi-
cast connection with one packet, the connection type of the connections that
receive the output tag set is multicast, and the connection I/O types, packet
intervals (RPI), and timeout values are all the same.

Note The performance of communications devices is limited to some extent by the
limitations of each product’s specifications. Consequently, there are limits to
the packet interval (RPI) settings. Refer to 10-2 Adjusting the Communica-
tions Load and set an appropriate packet interval (RPI).

Starting and Stopping Tag Data Links

Tag data links are automatically started when the data link parameters are
downloaded from the Network Configurator. Thereafter, tag data links can be
stopped and started for the entire network or individual devices from the Net-
work Configurator. Starting and stopping tag data links for individual devices
must be performed for the originator.

Software switches in allocated words can also be used to start and stop tag
data links for the entire network. Refer to 6-2-13 Starting and Stopping Tag
Data Links for details.

6-1-3 Tag Data Link Functions and Specifications

Item Specification
Communications Standard EtherNet/IP implicit communications (connection-
type type cyclic communications)
Setting method After setting tags, tag sets, and connections with the Network

Configurator, the tag data link parameters must be down-
loaded to all devices in the EtherNet/IP network.

With a CJ2H-CPUB[I-EIP or CJ2M-CPU3[] CPU Unit, a sym-
bol table can be created with the CX- Programmer and then
imported into the Network Configurator to allocate tags.

After the parameters are downloaded, the EtherNet/IP Units
are restarted to start the tag data links.

Tags Applicable CPU Unit data: CIO Area, DM Area, EM Area,
Holding Area, Work Area, and symbols. (See note.)

Number of words per tag: 640 max. (1,280 bytes) ' for CJ2M-
EIP21, 722 max. (1,444 bytes) for other CPU Units

Number of tags per Unit: 32 max. for CJ2M-EIP21, 256 max.
for other CPU Units

Note Supported only by the CJ2H-CPU6[-EIP and CJ2M-
CPU3LI. Network symbols (I/O allocation settings) that
are created with the CX-Programmer can be imported
to the Network Configurator.

Tag sets Number of tags per tag set: 8 max. (7 max. if PLC status is
included)

Number of words per tag set: 640 max. (1,280 bytes)"" for
CJ2M-EIP21, 722 max. (1,444 bytes) for other CPU Units

Number of tag sets per Unit: 32 max. for CJ2M-EIP21, 256
max. for other CPU Units
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Item

Specification

Maximum link data
size per node (total
size of all tags)

words max.)

184,832 words max. (722 words x 256) (CJ2M-EIP21: 640

Connections

Number of connections per Unit: 32 max. for CJ2M-EIP21,
256 max. for other CPU Units

Connection type

Each connection can be set for 1-to-1 (unicast) or 1-to-N (mul-
ticast) communications. (Default: Multicast)

Packet interval (RPI)

1 to 10,000 ms for CJ2M-EIP21 and 0.5 to 10,000 ms for other
CPU Units (in 0.5-ms units)

The packet interval can be set separately for each connection.

*1 Unit version 2.0: 20 words (40 bytes) maximum.

System Configuration Conditions for Setting Tags Using Symbols or I/O Memory

Addresses

Local tags for tag data links can be set using I/O memory addresses or net-
work symbols. Support for network symbols, however, depends on the model
of CPU Unit, as shown in the following table.

Communications with the remote node are possible regardless of whether the

remote node tags are set using I/O memory addresses or network symbols.

Name in hardware list CPU Unit EtherNet/IP Unit or Symbol name /O memory
of Network built-in EtherNet/IP port specification address
Configurator specification

CJ2B-EIP21 CJ2H-CPUSBL-EIP CJ2H-CPULICI-EIP OK OK
CJ2M-ElIP21 CJ2M-CPU3L] CJ2M-CPU3L] OK OK
CJ1W-EIP21(CJ2) CJ2H-CPUGLI-EIP CJ1W-EIP21 OK OK

CJ2H-CPU6L] (CJ2H-CPUBLI-EIP and

CJ2M-CPU3] CJ2M-CPU3[] only)

CJ2Mm-CPU1L] (See note.)
CJ1W-EIP21 CJ1 CPU Unit CJ1W-EIP21 OK
CS1W-EIP21 CS1 CPU Unit CS1W-EIP21 OK

Symbols cannot be set for tags with CJ2H-CPU6[ ] and CJ2M-CPU1[] CPU
Units.

6-1-4 Data Link Data Areas

Tags

Tag Sets

Example
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A data link between the local I/O memory and a remote 1/O memory is called
a tag. A tag can be set using a network symbol name or an I1/O memory
address.

When a connection is established, from 1 to 8 tags (including PLC status) is
configured as a tag set. Each tag set represents the data that is linked for a
tag data link connection. Tag data links are thus created by connecting one
tag set to another tag set. A tag set name must be set for each tag set.

A connection is used to exchange data as a unit within which data concur-
rency is maintained. Thus, data concurrency is maintained for all the data
exchanged for the tags in one data set.

In the following example, input tags a to g at the originator are a tag set
named SP1_IN and output tags i and ii are a tag set named SP1_OUT). A
connection is set between these two tag sets.
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Originator device

- Target IP address: #
- Originator tag set: SP1_IN
- Target tag set: SP1_OUT

- Packet interval (RPI)

Tag Set (Input Tags)

Tag set name: SP1_IN

PLC status
Tag a
Tagb
Tagc

|

Connection Information

Target device

IP address: #

Tag Set (Output Tags)

Tag set name: SP1_OUT

PLC status
v .
Connection Tagi
| ) Tag ii
U ]
EtherNet/IP

There are both input and output tag sets. Each tag set can contain only input
tags or only output tags. The same input tag cannot be included in more than
one input tag set.

Number of Tags in Tag
Sets

m Tag Sets with Only One Tag

With basic Network Configurator procedures, each tag set contains only one
tag.

One tag each

(Each tag is set using a text
string of the network symbo
or |/O memory address.)

CPU Unit

1/0 memory

Each tag set can contain one or more tags.

CPU Unit

A\

Tag set SP1_IN Tag set SP1_OUT 1/O memor
(tag a) (tag c) 4
/{\‘ Connection /_\
c

NI S L\

Tag set SP2_OUT Tag set SP2_IN

(tag b) (tag d)

l Connection l
OF—0Or=

EtherNet/IP

m Tag Sets with Multiple Tags

As shown below, tags can be created in groups. Each tag set can contain up
to 8 tags totaling 640 words for the CJ2M-EIP21 (20 words for unit version

2.0) or 722 words for other CPU Units.
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1/0 memory
One tag each a
(Each tag is set using a text
string of the network symbol
or I/O memory address.) b
c
{ d B
) —T

Note

Specifications

CPU Unit

Tag set SP1_IN
(group of tags a, b, and c)

Tag

CPU Unit

set SP1_OUT 1/0 memory

f

SO =

Tag set SP2_OUT
(group of tags d, e)

Connection

Tag set SP2_IN

>©w%©<§

EtherNet/IP

The 1/0 memory words used in tags in a tag set do not have continuous

addresses. The tags can also be from different /O memory areas. To enable a
connection, however, each tag set must include only input tags or only output
tags. (Both input and output tags cannot be included in the same tag set.)

The following table shows the tag and tag set specifications.

Tags

Tag sets

CS1W-EIP21
CJ1W-EIP21
CJ2H-CPULILI-EIP

CJ2M-CPU3L]

CS1W-EIP21
CJ1W-EIP21
CJ2H-CPULILI-EIP

CJ2M-CPU3L]

Total size of all tags <
184,832 words

Total size of all tags < 640
words

Maximum size of 1 tag set <
722 words

(The maximum size is 721
words when the tag set
includes the PLC status.)

Maximum size of 1 tag set <
640 words !

(The maximum size is 639
words when the tag set

includes the PLC status.)"

Maximum size of 1 tag <722
words

(The maximum size is 721
words when the tag set
includes the PLC status.)

Maximum size of 1 tag <640
words!

(The maximum size is 639
words when the tag set

includes the PLC status.)™

Number of tags per tag set <8

(7 tags/tag set when the tag set includes the PLC status)
Note Input and output variables cannot be combined.

Number of registrable tags <
256

Number of registrable tags <
32

Number of registrable tag
sets < 256

Number of registrable tag
sets < 32

PLC Status
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*1 Unit version 2.0: 20 words maximum.
*2 Unit version 2.0: 19 words maximum.

A characteristic function of the CS1W-EIP21 and CJ1W-EIP21 EtherNet/IP
Units and CJ2 built-in EtherNet/IP ports is the ability to specify the PLC status
as a member of the tag set. This function reads the operating status (operat-
ing and error status) of the CPU Unit of the PLC in which the EtherNet/IP Unit
is mounted, and includes the PLC status as status flags in the data trans-
ferred by the tag data links.

When the PLC status is specified as an output (produce) tag, it is actually
transferred as the tag set’s leading data in the following format.

15 14 13 12 11 10 9

8 7 6 5 4 3 2 1

Lolofofofofofofofofofofofofo]

0
N

PLC Operating Flag

——— PLC Error Flag
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Note

To receive the PLC status, specify the PLC status in an input (consume) tag in
the reception tag set as well. When the PLC status is specified in an input tag,
the PLC status flags will be reflected in the corresponding location in the tag
data link’s Target Node PLC Operating Flags and Target Node PLC Error
Flags. The following example shows the relationship between the Target Node

PLC Operating Flag location and target ID of the target node with
192.168.250.2.

IP address = 192.168.250.2 — (Last byte = 2) — Target ID =|#002

Target Node PLC Operating Flags:

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
n+2 15 [14 [13 [12]11]10] 9| 8|7 [6 [5 [4a |3 ] &1 o
n+3 31130129 |28 |27 2625|2423 |22 |21]120]| 19| 18|17 |16
n+4 47 |46 (45 |44 |43 (42|141|140(39(38 |37 (36(35|34|33(32
n+5 63 [62 |61 |60 (59|58 |57|56(55|54|53|52|51|50]|49 (48

CPU Unit CPU Unit
PLC status (when included
PLC status | us (when included) PLC status |~ PLC status (when included)
Output t; t

1/0 memory uiputiag e Input tag set 1/0 memory

a | A Connection | T

™ >
. /7\J v \;,i\ -

C h

| ~ Target data link status

AT
xxxxxxxxxxxxx mni
T T

EtherNet/IP

The target ID may be duplicated depending on the IP addresses of the target
nodes. In this case, it is necessary to change the target ID with the Network
Configurator. For information on how to change the device number, refer to
step 4 under Registering Devices in the Register Device List on page 141.
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Note
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The following table shows the operation of each the bits when multiple con-
nections are used to communicate with a node, and the PLC status is speci-

fied in all of the connections.

Name (allocated area)

Contents

Target Node PLC Operating Flag
Information

Layout set to default settings:
Words n+2 to n+5

Layout set to user settings:
Words n+32 to n+47

Note Corresponds to the PLC sta-
tus’s PLC Operating Flag.

Each flag indicates the operating status of the
corresponding target node PLC of connections
in which the EtherNet/IP Unit is the originator.
The flag corresponding to the target node’s
target ID will be ON when the PLC Operating
Flags for all connections with that target node
indicate that the PLC is operating.

Each node address’s flag location (i.e., target
ID) can be changed from the Network Configu-
rator.

The PLC status flags are enabled when the
PLC status is included in the communications
data for both the originator and target.

The data in this table is refreshed when neces-
sary.

Target Node PLC Error Flag Infor-
mation

Layout set to default settings:
Words n+6 to n+9

Layout set to user settings:
Words n+48 to n+63

Note Corresponds to the PLC sta-
tus’s PLC Error Flag.

Each flag indicates the error status (logical OR
of non-fatal and fatal errors) of the correspond-
ing target node PLC of connections in which
the EtherNet/IP Unit is the originator. The flag
corresponding to the target node’s target ID
will be ON if even one error is indicated in any
of the connections with that target node.

Each node address’s flag location (i.e., target
ID) can be changed from the Network Configu-
rator.

The PLC status flags are enabled when the
PLC status is included in the communications
data for both the originator and target.

The data in this table is refreshed when neces-
sary.

Normal Target Node Flag Table

Layout set to default settings:
Words n+20 to n+23

Layout set to user settings:
Words n+16 to n+31

Note Does not correspond to the
PLC status.

Each flag indicates the connection status of
the corresponding target node PLC of connec-
tions in which the EtherNet/IP Unit is the origi-
nator. The flag corresponding to the target
node’s target ID will be ON when connections
are established for all connections with that
target node indicate that the PLC is operating.

Each node address’s flag location (target ID)
can be changed from the Network Configura-
tor.

The data in this table is refreshed when neces-
sary.

When the PLC status is not selected in the input (consume) tags, the PLC sta-
tus information (16-bit data) can be used as reception data.




Setting Tag Data Links Section 6-2

6-2 Setting Tag Data Links
6-2-1 Starting the Network Configurator

Procedure Tag data links are set by using the Network Configurator. Use the following
procedure to start the Network Configurator.

M Starting from the Windows Start Menu

To start the Network configurator, select OMRON - CX-One - Network Con-
figurator for EtherNet/IP - Network Configurator from the Windows Start
Menu.

M Starting from the 10 Table Dialog Box in CX-Programmer

To start the Network configurator, select the Unit in the PLC IO Table Dialog
Box and select either of the options for Start Special Application from the
pop-up menu. Only operation will be started even if Start with Settings Inher-
ited is selected.

il LG IO Table — NewPLCG1

File Edit W\iew Options Help

& sl ¢lewl 32 BlAsx] o S
EI G J2H-GPUGBS-EIP

=44 Built-in Port/Inner Board

[1500] CJ2B-EIP21{Built In EtherMet/IP Part for GJ2) (Unit : 03
7 [1000]kner Board unn  Change Unit No

=& [0000] Main Rack Lnit Gomment
ﬂ 00 [1525] C.J1w-EIP2
5 01 [0000] Empty Slot
5 02 [0000] Empty Slot
71 03 [0000] Empty Slot
5 04 0000] Empty Slot | IEE R e B e Start with Settings Inherited
71 05 [0000] Empty Slot Start Only
7 06 [000] Empty Slot
5 07 00001 Empty Slot
71 08 [0000] Empty Slot
% 09 [0000] Empty Slot

+ g, [0000] Rack 01

+dy [0000] Rack 02

+ g, [0000] Rack 03

Unit Setup
Save Parameters
Load Parameters

CJ2H-GPUGE-EIP Offling
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Main Window
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When the Network Configurator starts, the following window will be displayed.

£ Untitled - Network. Configurator

File Edit Wiew Network Device EDSFile Tools Option Help
el 2 [2s]
8 i}
* ) EtherMetjIP_L
@ Metwark Canfiguratar
= £ EtherNet/IP Hardware
= (8, Yendor
{3, Omron Corporation
DeviceType
[ =
Usage of Device Bandwidth
Message Code Date Description
Ready LiEthertist/IP T:Unknown  InkeliR) PROJL00 VE Network Connection  192,168,200,30 100M CJ Off-line

The Main Window consists of a Hardware
Window, as shown in the following diagram.

= Untitled - Network Configurator

File Edit View Metwaork Device EDSFile Tools ©ption Help
beE 2 =
i)

=
Iz

& |

List and a Network Configuration

EEX)

BRI Metwork Configurator
= B EtherNet/IP Hardware
= (3 Vendor

() EtherNetjI_L
% @i
= Ornran Corporation
@ 192.168,250.2

o &, Commurications Ad 192,168,250,1
a CHW-EIPZ1 CS1W-EIPZ1 CSIW-EIPZ1
cotwern | | m—d 1

&

192.168,250.3
CITW-EIPZ1

@ DeviceType

=

|

Hardware List:

Network Configuration Window:
Displays the layout and network
configuration of devices that are set
and monitored.

Displays the devices that can
be added to the network.
1

Usage of Device Bandwidth

|~
v

Message Code Date Description

Ready L:EtherMet/IP?  T:Unknown  Inkel(R) PRO/100 VE Metwork Connection

192,168.200,30 100M (3 OFfine
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When two or more networks are being managed, a new Network Configura-

tion Window can be added by selecting Network - Add.

= Untitled - Network Configurator

Ohezd 2

fle Edt Wiew Nstwork Device EDSFils Tools

Option  Help

&

@ Metwork Configurator
=) DeviceNet Hardware
= EtherNet/IP Hardware
= (8, vendor
=8, Omron Corporation

=]

DeviceType

=)y Commurications Ade
[ CITw-EIP21 =
[ Cs1wEIR21

() EtherMet/IP_t- () Etherhlet/IP_2

To change the name displayed in the Network Tab Page, select Network -

Property. The name set in the Comment Field of the Network Property Win-
dow can be changed.

Network Propenty

Generic |

T

D

Type: EtherMet/IP

Comment :

EtheMet/AP_1

0K

/|

Cancel

123



Setting Tag Data Links

Section 6-2

6-2-2 Tag Data Link Setting Procedure
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The section describes the procedure for setting tag data links (i.e., connection
information).

For data links between PLCs, the connection information is set only in the
originator, i.e., the node that receives data.

1. Creating a Network Configuration
Register all EtherNet/IP Units or built-in EtherNet/IP ports for which connections will

be created in the EtherNet/IP Network Configuration Window. (Refer to 6-2-3 Reg-
istering Devices.)

Note If a system has already been installed, connect online to the EtherNet/IP net-

work and upload the network configuration. (Refer to 6-2-11 Uploading Tag
Data Link Parameters.)

2. Creating Connections
Set the connections using one of the following methods.
1) Basic Operation

1-1) Create tags and tag sets for all registered devices (EtherNet/IP Unit or built-
in port). (Refer to 6-2-4 Creating Tags and Tag Sets.)

1-2) Create a connection for the originator device (i.e., registered device that
receives data as input data). (Refer to 6-2-5 Connection Settings.)
2) Generating a Connection Using the EtherNet/IP Datalink Tool (Refer to 6-2-5
Connection Settings.)
The EtherNet/IP Datalink Tool is used to create data links between PLCs by
specifying I/O memory addresses in the same manner as for Controller Link.

The following functions can be used with Network Configurator version 3.10 or
higher.

3) Creating Connections Using the Wizard (Refer to 6-2-7 Creating Connections
Using the Wizard.)
Create connections between OMRON PLCs following the instructions. Tags and

tag sets must be set for all devices before starting the Wizard. (Refer to Basic
Operation 1-1.)

Note Select Device - Parameters - Wizard from the menus to start operation.

4) Creating Connections by Dragging and Dropping Registered Devices (Refer to 6-
2-8 Creating Connections by Device Dragging and Dropping.)
When a target device is dragged and dropped to the originator device, the Edit
Connection Dialog Box will be displayed, and a connection can be created.
OMRON EtherNet/IP Units or built-in EtherNeV/IP ports are the only originator
devices for which connections can be created in this way.

i

Downloading Tag Data Link Parameters (Refer to 6-2-10 Downloading Tag Data Link
Parameters.)

Check that tag data links are operating correctly by using the indicators on the Ether-
Net/IP Unit (refer to 14-2 Using the LED Indicators and Display for Troubleshooting for
Troubleshooting) and the Network Configurator monitor function (refer to 14-1 Check-
ing Status with the Network Configurator).

i

Check that the output tag data is updated in the input tag by using the CX-Program-
mer's Watch Window or PLC memory function.

Note Refer to the CX-Programmer Operation Manual (Cat. No. W446) for the operat-
ing procedures.

The specifications for using tag data links with the CJ2M built-in EtherNet/IP
port on a CJ2M-CPU3L] CPU Unit are different from the specifications for Eth-
erNet/IP Units (CJ1W-EIP21 or CS1W-EIP21) and the CJ2H built-in EtherNet/
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IP port on a CJ2H-CPULIJ-EIP CPU Unit. Make sure you are using the cor-
rect specifications for the application.

Refer to 2-1-3 Communications Specifications for the communications specifi-
cations.

6-2-3 Registering Devices

Register all of the devices required in the equipment (such as EtherNet/IP
Units performing tag data links) as a network configuration.

1,2,3.. 1.

Hardware List

Register the devices that will participate in the tag data links by dragging

the devices from the Hardware List and dropping them in the Network Con-
figuration Window. (To drag and drop an icon, click and hold the left mouse
button over the icon, move the icon to the destination, and release the

mouse button.)

The icon will be displayed in the Network Configuration Window, as shown

in the following diagram.

E£ Metvark, Configuratar -
- ;@ EtherMet/IP Hardware
- .g Wendor
- Ormron Corparation
= ﬁ Communications Adapter
-1+ (%] CHW-EIP21
L[E] Rev

{7 EtherMet/TP 1

I% Rew 2 = D dd . ;
s g| CIZB-EIF21
ERE ES‘IW-EIF‘Z]
) e zage of Device Bandwidth
“[B] SYSMAL Gateway
Name in hardware list CIP revision EtherNet/IP Unit
CJ2B-EIP21 Rev. 2 Built-in EtherNet/IP port on CJ2H
CPU Unit (CJ2H-CPULICI-EIP)
CJ2M-EIP21 Rev. 2 Built-in EtherNet/IP port on CJ2M
CPU Unit (CJ2M-CPU3L[)
CJ1W-EIP21 Rev. 1 or2 CJ1W-EIP21 EtherNet/IP Unit
connected to CJ1 CPU Unit
CS1W-EIP21 Rev. 1 or2 CS1W-EIP21 EtherNet/IP Unit
connected to CJ1 CPU Unit
CJ1W-EIP21 (CJ2) Rev. 2 CJ1W-EIP21 EtherNet/IP Unit
connected to CJ2 CPU Unit

Note

(1) If the revision is unknown, select the newest revision (i.e., the revision
with the highest number). The following table shows the relation between

the CIP revision and the unit version.
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CS1W-EIP21, CJ1W-EIP21, and CJ2H-CPULI-EIP

Unit version CIP revision
Ver. 1.0 Revision 1.01
Ver. 2.0 Revision 2.01 or 2.02
CJ2M-CPU3L]

Unit version CIP revision
Ver. 2.0 Revision 2.01
Ver. 2.1 Revision 2.02

(2) When mounting the CJ1W-EIP21 to a CJ2 CPU Unit, select CJ1W-EIP21
(CJ2) from the Hardware List.

2. Click the right mouse button over the registered device’s icon to display the
pop-up menu, and select Change Node Address.

Ghanee IP Address

3. Set the IP address to match the node address (IP address) actually being
used in the device.

4. Repeat steps 1 to 3, and register all of the devices participating in the tag
data links.

—— = () EtherMet/IP_1
| Eﬁ Metwark Configurator -

= @ EtherNet/IP Hardware | i i
=@ Yendor = [
. =-LE Omron Corporation G2

192.168.250.1 192.168.250.2 192.168.250.3
CITw-EIP21 CITwW-EIF21[CIZ) CI2B-EIP21

E -
192.168.250.4

~ m i
—I- g Communications Adapber Cew P2

=-[§] CIW-EIP21

i || Revl =
] 5| Rev 2

[E] CITW-EIP21(CU2)
- [F| CizBEIPZY
=-[F] Co1w-EIP21
P -|Z| Rew1

- E] Rev2

o [B] 5YSMAC Gateway | Detail.

m

Uszage of Device Bandwidth

6-2-4 Creating Tags and Tag Sets

Specifying 1/0
Memory Addresses
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The tag sets and set member tags required to create connections for a regis-
tered EtherNeVt/IP Unit must be created. The I/O memory addresses or net-
work symbols that are used in the control programs can be set for the tags.
(Using network symbols is supported only by the CJ2H-CPU6LI-EIP21 and
CJ2M-CPUBLL.) This section first describes the basic procedure for creating
tags and tag sets for using the Network Configurator's device parameter edit-
ing function.

1. Creating Tags and Tag Sets Using the Network Configurator's Device Pa-
rameter Editing Function

Next, the following two procedures, which can be used to effectively use net-
work symbols in tags, are described.

2. Importing Network Symbols Created with the CX-Programmer to the Net-
work Configurator

3. Importing Network Symbols That Were Registered to Tags with the Net-
work Configurator to the CX-Programmer
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1. Creating Tags and Tag Sets Using the Network Configurator's Device Parameter

Editing Function

Note The network symbols described in this section can be used only if you are
using a CJ2H-CPU6[-EIP21 or CJ2M-CPU3L] CPU Unit.

Creating a Tag Set
1,2,3... 1. Double-click the icon of the device (for which a tag set is being created) to
display the Edit Device Parameters Dialog Box. Right-click the icon to dis-
play the pop-up menu, and select Parameter - Edit.

() Etherhet(TP_1

ML AL

Parameter

Register to other Device 4
External Data gl
& cut
Copy
X Delete

Change Mode Address...

Change Device Comment..,

ﬁ' Property...

2. Click the Tag Sets Tab at the top of the Edit Device Parameters Dialog Box.
There are two kinds of tag sets: input (consume) and output (produce).

127



Setting Tag Data Links

Section 6-2

Creating and Adding Tags
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Edit Device Parameters @

Connections | Tag Sets
In : Eonsume- Dutl - Praduce
Marme Over... Size Bit 1D
Neswl...
I Edit Tags... I l Delete all of unused Tag Sets | |sage Count: 0/256 I Import ] [ Tos/From File I
[ Ok ] [ Cancel J

3. Click the Edit Tags Button. The Edit Tags Dialog Box will be displayed.
Register the input (consume) tags and output (produce) tags separately.

Edit Tags (X
In - Consurne | Out - Froduce
Mame Over... Size Bit
New...
Uzage count: 0/256 [ oK, l ’ Cancel ]

4. Click the In - Consume Tab, and click the New Button. The Edit Tag Dialog

Box will be displayed.
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5.

Mame: |DO

Size: 25 Byte

Ovwer Load

I Regist ] [ Cloze ]

In the Name Field, enter the character string for the CPU Unit's I/O memory
address or a network symbol (e.g., 100, W100, DO, Input_signal).
Addresses in the following I/O memory areas can be set.

CPU Unit’s data area Address (Text to input in Name Field.)
CIO Area 0000 to 6143
Holding Area HOO00 to H511
Work Area WO000 to W511
DM Area D00000 to D32767
EM Area Bank 0 hex | E0_00000 to EO_32767
Bank 18 E18_00000 to E18_32767
hex

Note (a) The H, W, D, and E characters can also be input in lower case as
h, w, d, and e.

(b) Be sure to directly enter the CPU Unit's I/O memory address

(e.g., 100, W100, DO) or a network symbol as a character string.

Input the size of the tag in the Size Field, in bytes.
Click the Regist Button to register the tag.

If an I/O memory address is specified for a tag name, the Edit Tags Dialog
Box will be displayed with the next consecutive address as the tag name
for editing the next tag. Once you have registered the tags, click the Cancel
Button.

Click the Out - Produce Tab, and click the New Button. The Edit Tag Dialog
Box will be displayed, like the dialog box for input tags, except for the Over
Load setting. The Over Load setting determines whether outputs are
cleared or continue their previous status when outputs are turned OFF with
the PLC’s Output OFF function. Output inhibit settings are not required for
input (reception) tag sets.
* Follow the output inhibit function: Enabled (default)
Output data is cleared to 0 when a PLC output inhibit occurs.

* Do not follow the output inhibit function: Disabled
Output data maintains its previous status even after a PLC output in-
hibit occurs.
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Edit Tag (%]
Mame : (0000
Size: 2% Bpte
Over Load
[O Dizable (%) Enable ]<—— Select Disable or Enable.
[ ok l [ Canicel ]

Note = When any of the following errors occurs in the originator PLC while tag data
links are in progress, the connection will be forcibly disconnected.
* Fatal CPU Unit error
* |/O refreshing error
e CPU Unit WDT error
* |I/O bus error

9. When you are finished registering the required tags, click the OK Button at
the bottom of the Edit Tags Dialog Box.

Edit Tags 3
In - Consume | Out - Produce
Mame Ower... Size Bit
¥= DO0ooo 2Byte
Y21 DO000 2Byte
¥= DO00oz2 2Byte
¥= DO0003 2Byte
[ bew. | [ Edt. | [ Deete |
Usage count: 5/256 I oK. l [ Cancel ]

10. At this point, a confirmation dialog box will be displayed to check whether
the registered tag names will registered without changes as tag sets. A tag
set can contain up to 8 tags, but tag sets will be registered with one tag per
tag set if the tags are registered as tag sets. In this case, the Yes Button is
clicked to register one tag per tag set.
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Metwork Configurator

! 'f The new Tags will be registered as Tag sets.

If the No Button is clicked, more tags can be registered at the end of the
tag set. Refer to step 18 for details on adding tags to the end of the tag set.

Changing and Registering 11. The following dialog box will be displayed when the tags in the Edit Tags

Tag Sets Dialog Box are registered directly as tag sets.
Edit Device Parameters
Cornections | TagSets
In-Consume | Out - Praduce
Mame Ovver... Size Bit 1D
5] DO00o0 ZByte Auta
5 DO0oO1 2Byte Auta
5 DO000z2 ZBute Auto
5] DO0003 ZByte Auta
[ Mew. | [ Edit. || Delete | [ Espand Al | | Colapse &l |
I Edit Tags... I l Delete all of unused Tag Sets | |Usage Count: 4/256 I Import ] I TodFrom File I
I ] ] l Cancel J

12. If an input tag has already been registered in an input tag set, and you want
to change its registration to a different input tag set, it is necessary to de-
lete the tag from the tag set in which it was originally registered.
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Open the Edit Device Parameters Dialog Box, select the tag set containing
the tag that you want to delete, and click the Delete Button in the Edit Tag
Dialog Box. (If there are other tags registered in that tag set, it is possible
to delete just one tag by selecting the tag that you want to delete in the Edit

Tag Set Dialog Box and clicking the Button.)

Edit Device Parameters @

Cornections | Tag Sets
In 5 EU"'ISUI'HE- Dutl- Praduce
Mame Ovver... Size Bit 1D
DLoooon ZByte Auto
Y5l o000z ZByte At
DO0oo3 ZByte Ao
| Mew. | [ Edi. || Delete | [ Espandal | [ Collapse 41 |
I Edit Tags... I l Delete all of unused Tag Sets | |isage Count: 4/256 I Imnpirt ] [ TadFrom File I
[ ok ] [ Cancel ]

At this point, a confirmation dialog box will be displayed to confirm that you
want to delete the selected tag set and the tags contained in that tag set.

Metwork Configurator

'E Selected Tag sets and Tags that the Tag sets have will be deleted.,
oK?

If wou select "Mo", it will delete the Tag sets only,

| Wes |[ o H Cancel ]

If the No Button is clicked, only the tag set will be deleted. Click the No But-
ton.
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13.

14.

15.

16.

17.

In order to edit a registered tag set and add tags, either double-click the tag
set, or select the tag set and click the Edit Button. The Edit Tag Set Dialog
Box will be displayed.

Edit Tag Set x]

PLC Status
Name : | D0OO00 Mot nchude O Include
Tag List CandidateT ag List
Mame Over... Size Bit Mame Ower... Size Bit
#= D000a0n 2Byte
o [

The Tag List on the left side of the dialog box shows the tags that are al-
ready registered, and the Candidate Tag List on the right side of the dialog
box shows the other tags that have not been registered yet. To add a tag,
select it in the Candidate Tag List and click the Button.

When the PLC status is being included in the tag set, select the Include
Option at the upper-right corner of the dialog box.

FLZ Status
() Mot Include ) nclude

If you want to change the tag set’s name, it can be changed in this dialog
box.

To save the changes, click the OK Button at the bottom of the Edit Tag Set
Dialog Box.

Click the OK Button at the bottom of the Edit Device Parameters Dialog
Box.
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18. If you want to just add new tags and register the tag set, first register the
tags with steps 1 to 9. In this example, input tags D00004 and D00005
have been newly added.

In - Corsurne | Qut - Produce
ame Over... Size Bit
#=1D0000o Z2Bute
¥=1 00000 ZByte
%=1 000002 Z2Bute
#=1 000003 ZBute
%=1 000004 ZBute
%=1 000005 ZBute
[ Mew. | [ Edt. | [ Delete |
Uzage count :  B/256 [ oK. ] [ Cancel ]

19. When you are finished registering the required tags, click the OK Button at
the bottom of the Edit Tags Dialog Box.

20. At this point, a confirmation dialog box will be displayed to check whether
the registered tag names will be registered without changes as tag sets.
Tags are just being added in this case, so click the No Button. Just the tags
will be registered, without registering the tags as tag sets.

Network Configurator
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21. To register the newly added tags in a tag set, either double-click the de-

sired tag set, or select the tag set and click the Edit Button.

Edit Tag Set ]

Mame: | D00000

Tag List
MHame Over...
%=1 000000

%=1 00000

Size
2Byte
ZByte

Bit

PLC Status
@ Mot Include () Include
CandidateT ag List
Mame Over... Size Bit
¥=1 D 00004 2Byte
#=1 000005 2Byte
’ Ok ] ’ Cancel ]

The Tag List on the left side of the dialog box shows the tags that are al-
ready registered, and the Candidate Tag List on the right side of the dialog
box shows the other tags that have not been registered yet.

22. Select the tags that you want to add from the Candidate Tag List and click

the Button.

Edit Tag Set 3

Marme | 000000

Tag List
Mame Ovver...

%21 000000

%=1 D000

%=1 000004

¥=1 000005

Size
2Bute
ZBute
2Bute
ZByte

Bit

(35N

PLC Status
) Mot Include () Include
CandidateT ag List
Mame Over... Size Bit
[ [1],8 ] [ Cancel ]

Up to 8 tags can be registered in a tag set, or up to 7 tags can be registered
and two byes will be added to the size if the PLC status is included in the

tag set.

23. To confirm the changes, click the OK Button at the bottom of the Edit Tag

Set Dialog Box.

24. Click the OK Button at the bottom of the Edit Device Parameters Dialog

Box.
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2. Importing Network Symbols Created with the CX-Programmer to the Network

Configurator

Creating Global Symbols

Importing Symbols to the
Network Configurator

1,2,3...
Note

136

If the CJ2H-CPUGBLJ-EIP or CJ2M-CPUSL] is used, you can create network
symbols using the CX-Programmer, import them into the Network Configura-
tor, and then create tags and tag sets. Use the following procedure.

Create global symbol with the Global Symbol Editor of the CX-Programmer
and select Input or Output for the network variable properties. Safe the project
when you are finished.

Any global symbols with Input or Oufput set for the network variable property
will be imported when the import procedure is performed from the Edit Device
Parameters Dialog Box.

= [z ]x]
[
DEHE R &k i) RN || &L T Ly 83
i =] [ied) B @
DREREOE & =23
x| | Mame [ Data Type [ Address / Value [ Net Warisble | Rack Locati. | Lissge | Gomment ~
= & NewProject — P_EM4 WORD 465 Wiork.  EMd Area Parameter
= {8 MewPLC1 [GJ2H] Offline — P_EME WORD AAGE Work  EMB5 Area Parameter
= Symbols — P_EME WORD AdET Wiork  EMBS frea Parameter
@1 10 Table and Unit Setup — PEM7 WORD A58 Work EM7 Ares Parameter
Settings — PEMB R Work  EMB frea Parameter
A ey R e Symbol Work EM3 frea Parameter
= % Programs — PEMA Work EMA Area Parameter
=@ g’";y’;i’j;ﬂ (o0 — FEME Hame [NGT GutData Work EMB Area Parameter
@ Sectiont - P_EMC Data type: CHANNEL - Work  EMC Area Parameter
& e - PEQ Work  Equals (EQ) Flag
Address or vabie: |
F Function Blacks © PER Wiork Thstruction Execution Ervor
+ P_First Gycl| Comment: Work  First Gycle Flag
+ P _First Cyel Wiork  First Task Execution Flag
+ PGE Wiork.  Grester Than or Equals (G
t BT " Metwork Varisble] © Publication ¢ put & Bifait Wiorl Greater Than (GT) Flse
—PHR o = Wk HR Area Parameter
« P IO Verity,| ™ Link the definition to the project's CX-Server file Work /O Verification Error Flag
.« PLE Advanced Settings. | |T| el Wiork  Less Than or Equals (LE)
* P_Low Batte] Wiork. Lo Battery Flae
LT BOOL GFO07 Work  Less Than (LT) Flag
= P_Max Cycle_Time UDINT #2652 Wiork Maximum Cycle Time
© PN BOOL GFO08 Wiork.  Neeative (N) Flag
« PNE BOOL CFO01 Work  Not Equals (NE) Flag
- POF BOOL CFO09 Wiork  Overflow (OF) Flag
- POf BOOL G114 Work  Always OFF Flag
- FOn BoOL CF113 Work  Always ON Flag
+ P .Output Off Bit BOOL A50015 Wierk.  Qutput OFF Bit
- PStep BOOL A20012 Work  Step Flag
« PUF BOOL CFO10 Wiork  Underflow (UF) Flag
—PWR WORD Aa51 Work WR Area Parameter 3
Froject < >

For Help., press F1 NewPLG1 - Offline rung 0 (0, 0) - 100% HUR

1. Start the CX-Programmer and open the project that was saved.

When multiple copies of the CX-Programmer are running at the same time, it
is possible to import only from the CX-Programmer project that was started
first. If the global symbols that are to be imported are stored in multiple CX-
Programmer project files, the projects must be started one by one to import
the symbols.

2. From the devices registered in the Network Configurator, double-click the
icon of the device for which to import the network symbols. The Edit Device
Parameter Dialog Box will be displayed. You can also right-click the icon
and select Device - Parameters - Edit from the pop-up menu.

3. Click the Import Button on the Tag Sets Tab Page of the Edit Device Pa-
rameter Dialog Box.
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!

Edit Device Parameters

Connections | Tag Sets
In - Consume | Out - Praduce
Narne Over... Size Bit D
Mew...
I Edit Tags... JIDeleteallofunusedTagSets Lsage Count ; 0/256 [ Impart ID TadFram File ‘
[ ok, ] [ Cancel ‘

A confirmation message will be displayed. Click the Yes Button.

Network Configurator,

' E All of the network variables will be imported.
[ OoKY

The symbols will be imported as shown below on the Tag Sets Tab Page.
Each symbol will be imported into a different tag set and the device param-
eters will be automatically edited. (The symbol name will be used for the
tag set name.)
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Edit Device Parameters
Cornections | Tag Sets

In- Consume | Out - Produce

Mame

MO1_InD ata
MHOZ_InD ata

[ New.. | [ Edt. || Delete |

[ Edit Tags... ‘lDeleleallofunusedTagSets

Owver...

Usage Count: 2/256

Size
4Byt
4Byte

Bit

Auta
Auta

| Espandan | | Collapse Al |

I Irnpaort ‘ [ Ta/Fram File

|

[

0K

][ Cancel I

To place more than one input symbol (input tag) imported from the CX-
Programmer into one tag set, you must delete the input tags that were reg-
istered to separate input tag sets.

Select the tag sets for the symbols that are included in the one tag set and
click the Delete Button. A confirmation message will be displayed. Click
the No Button to delete only the tag sets.

Network Configurator

' Selected Tag sets and Tags that the Tag sets have will be deleted,
E oK

IF ywou select "ra", it will delete the Tag sets only,

[ Yes ][ Mo l[ Cancel ]

To create a new tag set for more than one tag, click the New Button. To
place more than one tag in an existing tag set, double-click the tab set, or
select it and click the Edit Button.

The Edit Tag Set Dialog Box will be displayed. Imported tags that are not
registered in another tag set will be displayed in the Candidate Tag List
Area on the right. Click the Right Arrow Button to add tags individually.
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Edit Tag Set X]

O T PLE Status
Name : | NO1.nData ONothehde O lelde
Tag List CandidateTag List
Mame e Size Bit Mame Ove.. Size Bit
=N _InData 4Byte == MO2_ThData
= J (o= )

4. You can change tag set names in this dialog box. To confirm a change, click
the OK Button in the dialog box.

5. Perform steps 1 to 3 for all the devices that will perform tag data links.

3. Importing Network Symbols That Were Registered to Tags with the Network

Configurator to the CX-Programmer
If the CJ2H-CPUBLI-EIP or CJ2M-CPU3L] is used, you can specify network
symbols for tags using the Network Configurator. The procedure to import net-
work symbols that were created using the Network Configurator into the CX-
Programmer is described below.

Exporting Tags and Tag Sets with the Network Configurator

1,2,3... 1. Select To/From File - Export to file on the Tag Sets Tab Page in the Edit
Device Parameters Dialog Box to export the tag and tag set information to
a CSV: file.

Edit Device Parameters : 192.168.250.1 CJ28-EIP21 3]

Connections | Tag Sets
In-Consume | Out - Produce
Narne Over... Size Bit ID
*=Nodel_In_1 10Byte Auto
$=IMade_In_1 10Byte
2 Noded_In_2 10Byte Auto
¥=IMode_|n_2 10Byte
o Model_In_3 2Byte Auto
$=IMode_|n_3 2Byte
[[Mew. | [ Ede. | [ Delete | Expand All | [ Collapse Al
[ Edit Tags ] [ Delete all of unused Tag Sets | Lsage Count: B/256 ToFrom File
Export to File..,
ot Import from File...
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Importing the Tag and Tag Set CSV File with the CX-Programmer

1,2,3... 1. In the project global symbol table for the CJ2H-CPU6[I-EIP or CJ2M-
CPU3L], right-click and select Import Network Variable from the pop-up
menu.

== Lntitled - CX-Programmer - [NewPLC1 [Symbols]]
Fils Edit  Wiew Insert PLC Program  Simulation Tools ‘Window Help

DEE i &l MR PN AL &
=)t [ ] B
mEEEOF o
x| | Name ‘ Data Type ‘ Address [ Value | Met. Variable | Rack Location | ~
- NewPraject * P_First_Cycle_Task. BOCL A200.15
- @@ MewPLCA[CI2H] OFfiine “pGE BOOL CFono
'L:E Dat“’“) TIVPES Pt BOOL CFODS
Symbaols
—P_HR WORD ad52
Isotl_ah'e and Lnit Setup © P_ID Verify_Frror BOOL 402,09
erings PLE BOCL CcFonz
e Memary
- % Programs * P_Low_Battery BOOL A402,04
= G MewPragram! (00) S pLT . BOOL CFOD?
= symbols = P_Max_Cycle_Time UDINT A262
& sectiont : ... N I
* P_ME

5 EnD
TF Function Blocks

* P_Outpl +8 Yalidate Symbals 15

2. Youcan add a tag as a network symbol by selecting and executing the CSV
file exported using the Network Configurator.

= Untitled| - CX-Programmer - [NewPLC1| [Symbols]]

File Edit Wew Insert PLC Program  Simulation Tools Window Help -8 x
D h &4 & B ] METY TR AN &
SECCEAICE £
oE R E P E 6
lame ata Type ress { Value | Met, Wariable ack Location
x| Data T Add 1 Val Met, Yariabl Rack Locati ad
= & HewProject * P_OF BOOL CFONG
= 8 MewPLCI[CI2H] Offline « P_off BO0L CFii4
E Data Types © P_On BOOL CF113
S*’m"“b‘ls 4 + P_Output_CFF_Rit BOOL AS00.15
ISOtIa = and Lini Setup © P_step BoOL A200.12
o Mearr:';rg; CPUF BOOL cFol0
] %Programs i 451 -
=@ HawFrogramd (00) = ] A feuto]l Jouteur ] ]
2 Symbals =F Hodel_Dut 2 5] MjA [Aute]  QUTPUT
f5 Sectiont =4 Mode1_out_3 WORD NiA [Auta]  OUTPUT
& Enp —#Moded_In_1 WORD[S] NiA [Auto]  IMPUT
3} Furiction Blocks —#Model_In_2 WORD[S] MjA [Auta]  IMPUT
—¥Model_In_3 WORD A [Auta]  THPUT 3
Praject 4 >
x| EERBTR: DO s notl siowed as 2 sembol name snce | mav be confused with an address.
_|[ERROR:"DO00GT is nat allowed as a symbal name since it may be confused with an address.
14] 4T - T+ T\ Compile A Find Fiepart , Transter 1K 3|
For Help, press F1 MNewPLC1 - OFfline rung 0 (1

Note  The following precautions apply when importing.

* Tags that have a specified I/O memory address cannot be imported.

* Tags are imported as network symbols in a one-dimensional WORD
array. To change the data type, use the Symbol Editor of the CX-Program-
mer.
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6-2-5 Connection Settings

After creating the tag sets, click the Connections Tab at the top of the Edit
Device Parameters Dialog Box, and set the following connection information.

* The target devices with which connections will be opened
* Whether the tag sets are input or output tag sets
* The length of the packet intervals (RPI)

Make the Connections settings in the originator only. The Connections set-
tings are not necessary in the target device.

Note

involved in tag data links.

Connection Settings (Connections Tab)

Registering Devices in the Register Device List

1,2,3.. 1.

Make the Connections settings after creating tag sets for all of the devices

Display the originator device’s Edit Device Parameters Dialog Box by dou-
ble-clicking the device’s icon in the Network Configuration Window, or
right-clicking the device’s icon and selecting Parameter - Edit from the

pop-up menu.

Click the Connections Tab at the top of the Edit Device Parameters Dialog
Box. All of the devices registered in the network (except the local node) will

be displayed.

Edit Device Parameters

Connections | Tag Sets

Unregizter Device List

#7192168.250.3

Connections : 04256 0 :
Register Device List

Product Mame

Product Name
CIW-EIP21[CI2)
CIW-EIPZ1(CI2)

| EE

192.168.250.1 CI2B-EIP21 Variable

0.7:0)

Target W ariable

To/From File

[

oK Jl Cancel ]
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Editing Settings for
Individual Connections

Note

142

3. Inthe Unregister Device List, select the target device that requires connec-
tion settings by clicking the device so its color changes to gray, and click

the __# | Button. The selected target device will be displayed in the Reg-

ister Device List, as shown in the following diagram.

Edit Device Parameters @

“Cornections Tag Sets

Urregizter Device List
# Praduct Mama
#192.168.250.3 CIW-EIPZ1(CI2)

e B

192.168.250.1 CI2B-EIP21 Variable

Connections : 0/256(0:0,T:0)
Register Device List

Product Name

Target Variable

New... Editall. | | Changs Target NodeID... |

[ ToFromFie |

[ ok

J[ Cancel ]

4. Target node IDs are assigned to devices registered in the Register Device
List. This target node ID determines the location in the originator node PLC
of the Target Node PLC Operating Flag, Target Node PLC Error Flag, Reg-
istered Target Node Flag, and Normal Target Node Flag. By default, the
target ID is automatically set to the rightmost 8 bits of the IP address. In
the example above, the target device’s IP address is 192.168.250.2, so the
device number is #002. If a target node ID is duplicated and you want to
change the device number, click the Change Target Node ID Button and

change the target ID.

Change Target Node | @

Mew Target Mode 1D 2 :
FRange: 0- 255
[ oK ] [ Cancel l

You can edit each connection separately.

Refer to the following page for information on how to perform batch editing in

a table format.




Setting Tag Data Links

Section 6-2

1,2,3...

1. Select the Connection Tab and then click the New Button.
The following Edit Connection Dialog Box will be displayed according to the

type of device that is selected.

Using an OMRON EtherNet/IP Unit or Built-in EtherNet/IP Port as the

Target

192.1)68.250.1 MC1| Edit Connection

It will add & connection configuration to originator device.
Please confioure the Tao Set each of orcinator device and taoet device.

Caornection Stucture
#» 192.168.250.100 MC_Master =
=1-[ MC1_Emar [M] 50.0ms
=-#5 192.168.250.1 MC1
(%] MC_Erar

Qriginator Device Target Device
Node Address . 192.168.250.100 Node Address : 192.168.250.1
Comment . MC_Master Comment :  MC1
Input Tag Set: Output Tag Set:
w #" MC_Status - [4Byte] w
ConnTe:Sgr? Multi-cast connection w
Dretail Parameter
Packet Interval [RPI) : 5000 s [0.5-10000.0 ms )
Timeout Value : | Packet Interval (API) < 4 v E?Sz:;g?:tgz:;ﬁl'

Using Other EtherNet/IP Devices as the Target

192.1/68.250.4 ERT1-MD3 251 H-1 Edit Connection

It will add & connection configuration to originator device.

Please confioure the Tao Set each of orcinator device and taoet device.
Connection |/0 Type :
Qriginator Device

Mode Address : 192.168.250.100

MC_Master

Comment :

Input Tag Set :

D001 00 - [Byte]

Connection

Tupe : Multi-cast connection

Output Tag Set -

Connectloh Paint to Point connection b
Type:

D etail Parameter
Packet Interval [RPI) : 50.0 ms [05-10000 0 ms |
Timeout Yalue : | Packet Interval (RP1) « 4

Cornection Structure
#» 192.168.250.100 MC_Master ~
=[] MC1_Enor [M]50.0ms
=-#» 192.168.250.1 MC1
[ MC_Enmor

01_Output and Input e

Target Device
Mode Address : 192.168.250.4
Comment :  ERTT-MD325LH-1
Output Tag Set
Input_136 - [8Byte] ~
Input Tag Set :
Output_35 - [2Byte] ~

Connection MNarme :

[Poszible to omit]
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The settings are as

follows:

Item

Description

Connection 1/0 Type

When creating tag data links fora CS1W-EIP21, CJ1W-EIP21,
CJ2B-EIP21, or CJ2M-EIP21, select Input Only (Tag Type).

When creating tag data links for other target devices, select
the connection 1/O type specified in that device’s EDS file.

Use the Input Only (ID type) setting when another company's

node is the originator and does not support connection set-
tings with a Tag type setting.

Connection Type

Selects whether the data is sent in multicast or unicast (point-
to-point). The default setting is multicast.

* Multicast connection
Select this type when the same data is shared by multiple
nodes. This setting is usually used.

¢ Point-to-Point connection
Select this type when the same data is not shared by multiple
nodes. In a unicast connection, other nodes are not bur-
dened with an unnecessary load.

Note Refer to 6-71-2 Overview of Operation for details on
using multicast and unicast connection as well as count-
ing the number of connections.

Hide Detail Button is

The Connection Structure Field and the following items will not be displayed if the

pressed.

Packet Interval (RPI)

Sets the data update cycle (i.e., the packet interval) of each
connection between the originator and target. The interval can
be set to between 1 and 10,000 ms for the CJ2M-EIP21 and
0.5 and 10,000 ms for other CPU Units in 0.5-ms increments.
The default setting is 50 ms (i.e., data updated once every

50 ms).

Timeout Value

Sets the time until a connection times out. The timeout value is
set as a multiple of the packet interval (RPI) and can be set to
4,8, 16, 32, 64, 128, 256, or 512 times the packet interval. The
default setting is 4 times the packet interval (RPI).

Connection Name

Sets a name for the connection. (32 characters max.)

2. When the settings have been completed, press the Regist Button.

Connections Settings The connection settings between the originator and all of the target devices
(Editing All Connections) selected in the Register Device List can be edited together in a table.

1,2,3... 1. Select the Connections Tab, and click the Edit All Button. The following
Edit All Connections Dialog Box will be displayed.

& Edit All Gonnections @

Target Device Gonnection Mame

Connection U0 Type | In/Out | Target Varisble Criginator Variable | Gonnestion Type | RFL Timeout Value |~
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The following table describes the various settings in the dialog box.

Setting Function
Target Device Selects the target device.
Connection Any name can be given to the connection (up to 32 charac-
Name ters).

If this field is left blank, a default name will be assigned.
This Connection Name can be used for comments.

Connection I/0
Type

When making tag data links in a CS1W-EIP21, CJ1W-EIP21,
CJ2B-EIP21, or CJ2M-EIP21, select Input Only (Tag type).

When making tag data links in other devices, select the con-
nection I/O type specified in that device’s EDS file.

Use the Input Only (ID type) setting when another company’s
node is the originator and does not support connection set-
tings with the Tag type setting.

In/Out The connections I/O is automatically displayed based on the
selected connection.
e Input Only: Just In is displayed.

Target Variable | Selects and allocates the target node’s tag set.

¢ In: Selects the target’s output (produce) tag set.
* Out: Selects the target’s input (consume) tag set.

Originator Vari-
able

Selects and allocates the originator node’s tag set.
¢ In: Selects the originator’s output (produce) tag set.
* Out: Selects the originator’s input (consume) tag set.

Connection
Type

Selects whether the data is sent in a multicast or unicast. The
default setting is multicast.

¢ Multicast connection:
Select when the same data is shared by multiple nodes. This
setting is usually selected.

¢ Point-to-Point connection:
Select when the same data is not being shared by multiple
nodes. In a unicast transmission, other nodes are not bur-
dened with an unnecessary load.

Note Refer to 6-1-2 Overview of Operation for details on
using multicast and unicast transmissions, and counting
the number of connections.

RPI

Sets the packet interval (RPI) of each connection between the
originator and target. The interval can be set between 1 and
10,000 ms for the CJ2M-EIP21 and 0.5 and 10,000 ms for
other CPU Units in 0.5-ms units. The default setting is 50 ms
(data refreshed once every 50 ms).

Timeout Value

Sets the time until a connection timeout is detected. The time
out value is set as a multiple of the packet interval (RPI) and
can be setto a4, 8, 16, 32, 64, 128, 256, or 512 multiple. The
default setting is 4x the packet interval (RPI).

2. When the settings are completed, click the OK Button.
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Confirming the
Connections Settings

1,2,3... 1. An overview of the connections set in the Register Device List is displayed
in the Connections Tab Page.

Edit Device Parameters @

“Cannections Tag Sets

Unregizter Device List
# Product Mame
#£5132168.250.3 CIW-EIP21(CI2)

Connections © 1/256[0:1,T7:0) - ”»

Register Device List
Product Mame 192.168.250.1 CJ2B-EIP21 Variable Target Y ariable

S TEST [Input] D0oooo D0ooooa

Mew... Editl.. | | Change Target NodsID... | [ TodFrom File |

[ Ok ][ Cancel ]

2. Click the OK Button. The following kind of diagram will be displayed.

i

1 192168.250.2 192
CE1WM-EIP ¢ CE1W-EIP J1Ww-EIP21

. l .................. | @102168 5501 |

Indicates the IP address of the
originator where the connection
was set.

3. Repeat the Connections setting procedure until all of the connections have
been set.

Note After completing the settings, always click the OK Button before
closing the Edit Device Parameters Dialog Box and performing an-
other operation. If the Cancel Button is clicked and the dialog box
is closed, the new settings will be discarded.
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Automatically Setting

Connections

4. If the tag set’s size is changed in either the originator or target after the
connection was set, the size will not match the other node and a parameter
data mismatch will occur. In this case, if the connection settings have been
changed, be sure to check the connections. (Refer to 6-2-17 Checking

Connections.)

Tag set names set for devices can be automatically detected to automatically
set connections between input and output tag sets with the same name (or
the same names excluding specified ellipses). Connections are automatically
set under the following conditions.

Output tag set names

Except for specified ellipses, the output tag set name
must be the same as the input tag set name.
Ellipses can be set for the beginning or end of tag set
names.

Input tag set names

Except for specified ellipses, the input tag set name
must be the same as the output tag set name.
Ellipses can be set for the beginning or end of tag set
names.

Connection types

The connection type must be Input Only.

Multicast and single cast connection types can be
specified when executing a connection.

RPI

The default setting is used.

Timeouts

The default setting is used.

Example 1: Automatic Connections with the Same Tag Set Names

The following connections would automatically be set if there is an output tag
set named A_Signal at node A and input tag sets named A_Signal at nodes B

and C.

Node A

Output tag set: A_Signal

Excluded characters: None

Node B

Node C

Connection

Input tag set: A_Signal

O

|V |

 ———

Connection

O

Input tag set: A_Signal

|V A

E—

O

EtherNet/IP
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Example 2: Automatic Connections with the Ellipses

The following connections would automatically be set if there is an output tag
set named O_Signal at node A and input tag sets named I_Signal at nodes B
and C, and “O_" and “I_" were set as ellipses.

Excluded characters: O_and |_
Node A Node B Node C

Output tag set: O_Signal Connection Input tag set: |_Signal Input tag set: |_Signal

O==1 O O

E—

Connection

|V A

E—

EtherNet/IP

1,2,3...

1. Set the same tag set names for the output and input tag sets for the con-
nection. The tag set names can also include forward and backward el-
lipses.

2. Select Auto Connection from the Network Menu. The connections will be
set automatically.

A dialog box will appear to set forward and backward ellipses for both out-
put (product) and input (consume) tag sets as soon as automatic connec-
tion setting processing has begun.

Auto Connection Configuration

It will compare Criginator's Tae set and Tareet's. If these are
the same, 1t will be configured as connection.

If wou would like to ellipsiz a part of Tag zet, pleaze input the
following words.

Consume ariable

Forward ellipsiz :

Backward ellipsiz : | Ihput

Produce Wariable

Forward ellipziz

Backward ellipsiz : | _Output]

[ oK ] l Cancel l

Input the ellipses and click the OK Button. Automatic setting will be pro-
cessed.

3. If there are tag sets that meet the conditions for automatic connection set-
ting, they will be displayed.
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Device Connection

Structure Tree

Gonfirm Auto Connection List

The connection configuration will be confieured az follows.
If wou would not like to use a multi-cast connection, pleaze clear off the check baox.
M @ Originator Addr.. Originator Wariable Target Address Tareet Variable
1921632501 MO IhData 1921632602 M1 _OutData
C0k ] [ Gancel |

Click the OK Button to start processing.

4. A device connection structure tree will be displayed when processing has

been completed.

{ Device's Connection Structure Tree

Dizplay Tvpe

Bazed on Master Device (Originator )i () Bazed on Slave Device (Target)

Dizplay Option

[ Display Route Path [] Display the detail of Gonnection

Structure
@ Hetwork Gonfigurator
=7 EtherNet/IP_1

=-#7 1921682501 GJ2B-EIP?1
#7 192168250 2 G J2B-EIP21

GCloze

5. Use the device connection structure tree as required to change the RPI

and timeout settings.

Connection settings can be displayed on the network configuration. Select

View Device’s Connection Structure Tree from the Network Menu.
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{_" Device s Gonnection Structure Tree g]

Display Twpe

(%) Bazed on Master Device (Originator) () Bazed on Slave Device (Target)

Dizplay Option

[] Display Foute Path DED\SpIay the detail of Connection:

Structure

58] Network Confieurator
=7 EtherNet/IP_1
=-#» 1921682501 CJ2B-EIP21 *
=% W01 _hData [M] 50 0ms
=-#» 192.168.250 2 GJ2B-EIP1
8] NO1_OutData

GCloze

» The Display the detail of Connection Check Box can be used to switch
between device-level and connection-level displays of tag data link com-
munications.

* An asterisk will be displayed after the device name of the originator set for
the connection.

* The Edit Device Parameters Dialog Box can be displayed by selecting a
connection and clicking the Edit Button. The connections can be edited in
this dialog box.

6-2-6 Setting Tags Using Data Link Tool

Using the EtherNeV/IP Datalink Tool enables easily setting data links similar to
those for the Controller Link by using only I/O memory addresses. This
method has the following restrictions.

* Settings can be made only for tag data links between OMRON EtherNet/
IP Units and built-in EtherNet/IP ports.

» Tags must be set using I/O memory addresses.
* A maximum of two tags (area 1 and area 2) can be set in one tag set.

Select Network - EtherNet/IP Datalink Tool from the menus in the Network
Configurator after you have registered all the devices to start the EtherNet/IP
Datalink Tool.

150



Setting Tag Data Links Section 6-2

"~ 01f9ed23.cov - DatalinkTool [= ===

File Edit Datalink Help
[FEHES BEX| A2
Nodes Datalink Table data of selected node

Lreat Areaz TagSet | Total Target RFI

[Bciec [l INIOUT | LinkCH | Size | LinkCH | Size | Mame | 872 | Hode variasle | (ms)

182.165.250.1 | CHW-ERZ] 1 [oiT ] 0000 10| DOD0OG | 100 | TagSet1_15| 110 = = -

152.188.250 2 | CHTW-ER21(C] Z | N 0010 10| DOD100 | 100 | TagSet2_15| 110 250.2 | TagSetz_13 | S0.0

192.168.250.3 | CJ2B-EP21 B 0020 10| D00200 | 100 | TagSet3_15| 110 3| TagSets_13| 0.0

182.168.250.2 | CS1V-EP21 4[N 0030 [ 10 000300 100 | TagSetd 18] 110 4| TagSete_18 | =00
z

The number of ,— FPS Pwithout PPS[ith
connection Multicast fiker) Multicast fiter]

IMADUT: Output with no overload, " is marked.
Tatal Size: The displaved size does not include the size of PLT Status [1 word), [4 tagset created by this tool always includes PLC Status.)

F1 F2:

F3: Fé: 5 FE: F7 Fa F3 F10: Shift + F2:
Help Edit Cell Show Prev || Show Next Insert Dielete Mave Down|| Move Up Dratalink. Check the Switch table
MNode MNode TagSet TagSet TagSet TagSet \wizard table focus
Ready . . . ] UM
Node List The following items will be displayed in the Node Area on the left side of the
window.

* I[P Address: The IP address of the node.
* Device: The name (model number) of the device at the node.

Note The node list will display the node registered in the Network Configurator.
Nodes cannot be added or deleted from this window.

Data Link Table The data link table of the node selected on the left will be displayed on the

Information right. Each row specifies word that are allocated for data links for that node.
Each row specifies the node settings for the words (area) where a data link
has been created. You can set only area 1 or both area 1 and area 2.

* IN/OUT: Specifies whether the link inputs data to the node or outputs data
from the node. OUT can be selected only once. Once OUT has been
selected for one row, IN will automatically be selected for other rows. A
asterisk will be displayed if the Over Load function is disabled. (See note.)

Note The Over Load function is used to clear output data when all out-
puts are turned OFF from the CPU Unit of the PLC. This setting is
not necessary for inputs.

(a) Over Load function enabled: Output data will be cleared to all ze-
ros when all outputs from the PLC are turned OFF from the CPU
Unit.

(b) Over Load function disabled: Output data will be maintained even
when all outputs from the PLC are turned OFF from the CPU Unit.

e Area 1, Link CH: The I/O memory address of the first word in link area 1
e Area 1, Size: The number of words in link area 1. (See note.)
* Area 2, Link CH: The I/O memory address of the first word in link area 2
* Area 2, Size: The number of words in link area 2. (See note.)

Note With the Network Configurator, the PLC status will be shown at the
beginning of each area. The PLC status includes the CPU Unit op-
erating status (operating information and error information).
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1,2,3...

* Tag Set Name: If the Wizard is used, the names will be automatically
assigned using consecutive IP addresses in the following form for both
input and output tags: TagSet1_192168.250.1. There is no reason to be
concerned with these names. If the Wizard is not used, then names will
not be automatically assigned and they must be entered directly into the
data link table.

* Total Size: The total number of words in areas 1 and 2.
If PLC status is included, the displayed value will be incremented by 1
word (Network Configurator 1.21 or higher). This value is automatically
displayed after the sizes of areas 1 and 2 are entered.

* Node: For an input tag, this is the IP address of the node that provides the
output. For an output tag, “” will be entered automatically.

» Target Variable: The target tag set name. For an input tag, this is the
name of the target set that provides the output. For an output tag, “-” will
be entered automatically.

* RPI (ms): The requested packet interval for an input tag. For an output

tag, “-” will be entered automatically.

The setting procedure is described here along with setting examples.

m Setting Example A
Area 1 memory area = Work Area (W)
Area 1 start address =0
Area 1 size = 50 words
Area 2 memory area = DM Area (D)
Area 2 start address = 50
Area 2 size = 100 words

m Allocations

Area 1

Area 2

Node 2
(IP address: 192.168.250.1) (IP address: 192.168.250.2) (IP address: 192.168.250.3)
EtherNet/IP
wo ([ [T wo T e
50 words [ #1 #1 #1
W50
50 words [ #2 #2 #2
W100
50 words [ #3 #3 #3
D50 R I D50
100 words #1 #1 #1
D150
100 words #2 #2 #2
D250
100 words #3 #3 #3

1.

Select Wizard from the Data Link Menu. The Datalink Wizard Dialog Box
will be displayed.



Setting Tag Data Links

Section 6-2

E Datalink Wizard =
Datalink *wizard will make the datalink table data
Please specify the memory area, start address, size.
The nades which partticipate the datalink have to be created by Network Configurator.
D atalink Configuration
Aresl AreaZ
Node1 Node2 Node3 ---- Node1 Node2 Node3 ----
Start i s 2 Start i i ”
Address Size oot =¥ n [ N Address Size our =1 W _[ .| N
Size§| N |e—| OUT | IN e size J| N || OUT =] ™ |---
sze | N || O [« our sze J| M| [« oot
- ' o ' B . - ' o ' - '
' | i ' ' '
Memory Cio % Memory D x.2
Start Address Start Address
Size [words] Size [words]
[] Enable Output Intibit
0K I | Cancel |

Select the memory area (here, W) in the Memory Field and enter the start-

ing address (here, 0) and number of words (here, 50) in the Start Address
and Size Fields for Area 1.

Select the memory area (here, D) in the Memory Field and enter the start-

ing address (here, 50) and number of words (here, 100) in the Start Ad-
dress and Size Fields for Area 2.

Select the Enable Over Load Check Box if the Over Load function is nec-

essary.
E Datalink Wizard ==
Datalirk ‘wizard will make the datalink table data
Please specify the memory area, start address, size.
The nades which partticipate the datalink have to be created by Network Configurator.
D atalink Configuration
Aresl Area2
Node1 Node2 Node3 ---- Node1 Node2 Noded ----
Start - o 2 Start s 5 s
Address Size out L N [ ] N Address Size outr =1 N _[ | N
size §| N Je—| OUT | IN nE size §| N |+—| OUT =] W |---
Size 3w | N [+ out Size Iw [ W [+ out
- ' o ' o . - ' o ' : '
| | i ' ' |
Memory L 6t Memory | D 5.2
Start Address 0 Start Address G0
Size [words) 50 Size [words) -1_DE|
| Enable Dutput Inhibit
QK I | Cancel |

5. Click the OK Button. The following dialog box will be displayed.
Click the Yes Button to continue creating the data link table, or click the No
Button to cancel the operation.

DatalinkTool X

N

datalink table data will be created newly.

[YE3]: Continue, [MO]: Cancel,

Mo

J

[ Yes

This operation will delete current datalink kable data.
If wou have not saved the data, it will be discarded,
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If the creating the data link table is continued, the data link table will be cre-
ated with the same size of data link for all registered nodes. Examples are
shown below.

Automatic Allocation Results for Node 1 (IP Address: 192.168.250.1)

"~ O1fd878d.csv - DatalinkTool ===
File Edit Datalink Help

ErrEEI I Y

Nodes Datalink T able deta of selected nads
Areat AreaZ Total RPI
Device
{ddess I/OUT [Link CH| Size| Link CH| 58| TagSethName | Size |  Nods Targetvarianle | (ms)
1921682501 | CITVIER21 T[OUT [¢] #4006 | 50| DOOOSO | 100 | TagSetl_192.168.250.4 | 150 2 = £
182.168.250.2 | CHMW-EIP21(CJ Z|M W0S0 S0 | DO01S0 | 100 | TagSet2_192.188.250.1 150 | 192.168.250.2 | TagSet2_192.188.250.2 S0.0
192.168.250.3 | CJ2B-EIP21 3N ¥100 S0 | DO02S0 | 100 | TagSet3_192.188.250.1 150 | 192.168.250.3 | TagSet3_192.188.250.3 s0.0
4 =z = = = = & - = =

The number of l_‘ PPS[without PPS[with ,—
conmection Multicast filer) Multicast filter)

IN/OUT: Output with no overload, * is marked.
Total Size: The displaed size does naot include the size of PLC Status [1 word). (4 tagset created by this tool always includes PLC Status.)

F1: F2: F2: F4 F5 Fé F7 Fa Fg F10, Shitt+ F2
Help EdtCell || Show Prev | Shaw Mext Insert Delete | MoveDown | MoveUp | | Datalink || Check the || Switch table
ode Node TagSet Tagiet | TagSet || TagSet wizaid tabls focus
Ready CAP NUM

Automatic Allocation Results for Node 2 (IP Address: 192.168.250.2)

T 01fd878d.csv - DatalinkTool
File Edit Datalink Help
(FHS mE x| &N

Nodss Datalink Table data of selected node
Areal Areaz Total RPI
IP Address i .
Hsacs IN/OUT | Link CH| Size| Link CH| Size|  TagSetName Size |  Node TargetVarianle | (ms)
CITW-EP21 1 [W__[2] w000 | 50| DOOOS0 | 100 | TagSetl_192.165.250.2 | 150 | 192.168.250.1 | TagSet]_192.188.250.1 | 0.0
182.168.250.2 | CHW-EIPZ1(CJ| 2 |ouT w050 | S0 | DOO1S0 | 100 | TagSet2_192.168.250.2 | 150 - - -
192.168.250.3 | CJZB-EP21 3[m Wi100 | £0 | DOD250 | 100 | TagSet3_152.168.250.2 | 150 | 192.168.250.2 | TagSets 192.168.250.3 | 0.0
4 - - = = = 2 - = e

The number of PPSMWithout PPS[with ,—
connection I Multicast filker] Multicast filter]

INADUT: Dutput with no overload, ™' is marked,
Total Size: The displaped size does not include the size of PLT Status [1 word). (& tagset created by this tool always includes PLC Status.)

Fl: F2. Fi: F4 F5 FE; F7. Fé: Fg F10, Shift + F2
Help EdiCell || Show Frev || Shaw Next Insert Delete | Move Down | MoveUp | | Datalink || Checkthe | | Switch table
ode ode TagSet TagSet | TegSet | TagSet wizaid tabls focus
Ready CAP NUM
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Automatic Allocation Results for Node 3 (IP Address: 192.168.250.3)

T 01fdg78d.csv - DatalinkTeel ===
Nodes Datalink T able deta of slected nads
Areat AreaZ Total RPI
Al Device Z = s
tnddiess IN/OUT [Link CH| Size| Link CH| 52| TagSethName | Size |  Nods Targetvariaple | (ms)
182.168.250.1 | CHW-EIP21 1[N - W00 S0 | DOOOSO | 100 | TagSet_152.168.250.3 | 150 | 182.168.250.1 | TagSet1_152.168.250.1 50.0
182.168.250.2 | CHW-EIP21(CJ Z|M W0S0 S0 | DOOMSO | 100 | TagSet2_192.168.250.3 | 150 | 192.1€8.250.2 | TagSet2_192.168.250.2 S0.0
192.168.280.3 | CJ2B-EP21 3 [ouT ¥100 S0 | DO02S0 | 100 | TagSet3_192.188.250.3 | 150 L

PPS[with
Mulicast fiter]

The number of
connection

PPS[withaut

Mulicast fiter)

IN/OUT: Output with no overload, * is marked.
Total Size: The displaed size does naot include the size of PLC Status [1 word). (4 tagset created by this tool always includes PLC Status.)

F1: F2: F2: F4 F5 Fé F7 Fa Fg F10, Shitt+ F2
Help EdtCell || Show Prev | Shaw Mext Insert Delete | MoveDown | MoveUp | | Datalink || Check the || Switch table
Node TagSet Tagiet | TagSet || TagSet wizaid tabls focus
Ready CAP NUM

6.

After entering all of the settings in the data link table, select Save from the
File Menu. A consistency check will be performed on the table and the re-
sults will be displayed.

a. Table Inconsistencies

The following Check Result Dialog Box will be displayed. Correct the data
link table according to the displayed information.

E= Check Result

Check Result
Twpe  Mode Line Mo.  Contents
Error  192.168.250.2 2 Target node is not yet input. Please input target node IP Address,
Error  192.168.250.2 2 Target wariable is not wet input. Please input target wariable.,
Error  192.165.250.2 2 RPILis not et input, Please input RPL,
Error  192,168.250,1 2 The combination of the target node and target variable is invalid be
Error  192.168.250.1 3 The combination of the target node and target variable is invalid be
Ervar  192.168.250.2 2 The carbination of the target node and target wariable is invalid be
Ervar  192.168.250.3 1 The combination of the target node and target variable is invalid be
Error  192.168.250.3 2 The combination of the target node and target variable is invalid be
< >
Copy To Clipboard I [ oK ]

To save the check results, click the Copy To Clipboard Button and paste
the results to other file, such as the text pad.

Click the OK Button. The following message will be displayed. Click the OK
Button again to return to the EtherNet/IP Datalink Tool Window.

DatalinkTool

L) E Failed to zave file because Datalink table data is inwvalid.
L3
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b. No Table Inconsistencies
The following message will be displayed. Click the OK Button.

DatalinkTool @

i

Check results s OF.

7. Select Exitfrom the File Menu. The EtherNet/IP Datalink Tool will be exited
and you'll return to the Network Configurator.
8. Returning to the Network Configurator

Click the icon for each device and check the settings made with the Ether-
Net/IP Datalink Tool in the Edit Device Parameters Dialog Box.

6-2-7 Creating Connections Using the Wizard

You can use the Network Configurator's Wizard to easily create connections
between OMRON PLCs following the instructions provided by the Wizard.
Network Configurator version 3.10 or higher is required to use the Wizard.

Note

1,2,3...
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The Wizard can be used only with the following OMRON EtherNet/IP devices.

Device hame Remarks
CJ1W-EIP21 CJ1W-EIP21 mounted to CJ1 CPU Unit
CJ1W-EIP21(CJ2) CJ1W-EIP21 mounted to CJ2 CPU Unit
CJ2B-EIP21 Built-in EtherNet/IP port in CJ2H CPU Unit
CJ2M-ElIP21 Built-in EtherNet/IP port in CJ2M CPU Unit
CS1W-EIP21 CJ1W-EIP21 mounted to CS1 CPU Unit

Use the following procedure to create connections (i.e., data links) with the

Wizard.

1.

Set tags and tag sets for all devices before starting the Wizard. Refer to 6-
2-4 Creating Tags and Tag Sets for the setting procedure.

For tag data links between OMRON PLCs, a connection is created in the
PLC (i.e., the originator device) that receives data as input data.

First, select the registered device for which you want to create a connec-
tion in the Network Configuration Window of the Network Configurator, and
then select Device - Parameters - Wizard from the menus.

1) Etherhet{TP_1

1921682501 1921682502 1921682503 S »
MET MC2 MC3 m e o oy

Z| Edit...

e 1 1 E
4 Open...
¥ Save as...
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Note

The following dialog box will be displayed before the Wizard starts.

Network Gonfigurator

(] The connections to a controller configured in selected device will be deleted.
} oK
LJ

Click the Yes Button to delete the connections that have been set with OM-
RON PLCs before starting the Wizard.

3. Create the connection following the instructions that are given by the Wiz-
ard after the Wizard starts. (See the following figure.)
Mew connections will be added. Please select a Tag Set that you would like to receive ag input
from the Taa Sets list.
Originator Device Target Device
ks Fa
e =[] #7 192.168.250.1 MC1 Device
P [#]%=1 MC_Errar - [2Byte) Tagset
k=] ME_S{;Dth-[;l;:te] —
#:’ = [7]#p 192.168.250.2 MC2
152.168.250.100 [#]%=1 MC_Errar - [2Byte)
MC_Master [¥]%=1 MC_Status - [4Byte]
= @ 192.168.250.3 MC3
[#]%=1 MC_Errar - [2Byte)
[#]%21 MC_Status - [(4Byte)
[ Mest > ] [ Cancel ]
4. Alist of tag sets is displayed on the right side of the Wizard Dialog Box with
target devices that support receiving input data.
Select the tag sets that you want to receive at the originator device.
The following tables describes the meanings of the icons and check marks
displayed in the tag set list.
Icon Display position Status
o All All output tag sets for all devices are selected.
Device All output tag sets for the applicable device are
selected.
Tag set The applicable output tag sets are selected. These
are the tag sets that will be set in the connection.
E All All or some output tag sets for some devices are
selected.
Device Some output tag sets for applicable devices are
selected.
r All All output tag sets for all devices are not selected.
Device All output tag sets for applicable devices are not
selected.
Tag set The applicable output tag sets are not selected.
The connections for this tag set will be deleted.
C Device No applicable tag sets.

Tag sets that are used in connections that are already set are not displayed.
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The following display will appear when you click the Show Detail Button.

Hide Detail

Detail Parameter

Packet Interval (RPI] 500 e [0.5-100000ms]  Connection Type:

Timeout Value : | Packet Interval [RP1) « 4 v Multi-cast connection v

[ Mest > ][ Cancel ]

The specified values for detailed parameters will be displayed. Change the
values as required. The connection name cannot be set. They are automati-
cally created using the following rule.

default_N (where N is a 3-digit number (001, 002, etc.) starting from 1)

5. Click the Next Button to switch to the table in the following Wizard Dialog
Box. Follow the instructions to select and input from the list box the input
tag set of the originator device that receives the output tag set of the target
device.

Gonnection Gonfiguration Wizand

Flease confieurs the empty “Input Tae Set” field and click " Finish” button.

i 1921682580100
= MOTE:
MC_Master *fou can edit an Input Tag Set, clicking the “Edit Tag Sets” button.

*You can delete a connection, making the “Input Tag Set” field empty.

Input Tag Set Target Device Output Tag Set Connection Tvpe RFI Timeout ...
MC1 _Error - [2Bwte] <= 1921882501 MC1 MG _Error - [2Bwte]  Multi-cast connection 500 ms  RPIx 4
MC1 Status - [4Byte] <- 1921882501 MG MG _Status - [4Byte]l  Multi-cast connection 500 ms  RPIx 4
MC2 Error - [2Byte] <= 1921882602 MG2 MG _Error - [2Bwte]  Multi-cast connection 500 ms  RPIx 4

2 = Multi-c ctioh APL % 4

19216926032 MC2 MG _Errar - [2Byte]  Multi-cast connection

1921682503 MC3 MG Status - [4Byte]l  Multi-cast connection 500 ms RPIx 4

MC2_Status - [4Byte]
MC3 Status - [4Byte]

Edit Tag Sets

[ < Back ][ Finizh ][ Cancel ]

* The blank area in the Input Tag Set Column is the connection that you are
creating.

* The rows in which there are input tag sets are connections that are
already set.

* To prevent duplicate settings, input tag sets that have been used are not
displayed in the list box for input tag sets.

* If there is no applicable input tag set, you can edit a tag set or create a
new one by using the Edit Tag Sets Button and Edit Tag Button.

6. Once the input tag set settings have been completed, click the Finish But-
ton. You can check the set connection by selecting Network - View Devic-
es Connection Structure Tree from the menus.

* The Wizard can be ended even if the input tag set includes a blank row. In
that case, a connection is not created for the blank row.

* You can delete a connection by deleting the input tag sets that were previ-
ously set.
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6-2-8 Creating Connections by Device Dragging and Dropping

Note

1,2,3...

You can create a connection to the originator by dragging a target device and
dropping it at the originator device. Network Configurator version 3.10 or
higher is required to drag and drop devices to make connections.
Example: Drag the target device at 192.168.250.1 and drop it at the orig-
inator device at 192.168.250.100.

Drag & Drop

Ether Net/TP_1

ik g?ﬁgzﬁﬂéz:ﬁoj a0

G _Mazter

The EtherNet/IP originator device (i.e., a device in which connections can be
set) must be one of the following OMRON EtherNet/IP devices.

Device name Remarks
CJ1W-EIP21 CJ1W-EIP21 mounted to CJ1 CPU Unit
CJ1W-EIP21(CJ2) CJ1W-EIP21 mounted to CJ2 CPU Unit
CJ2B-EIP21 Built-in EtherNet/IP port in CJ2H CPU Unit
CJ2M-EIP21 Built-in EtherNet/IP port in CJ2M CPU Unit
CS1W-EIP21 CJ1W-EIP21 mounted to CS1 CPU Unit

Use the following procedure to create connections (i.e., data links) by drag-
ging and dropping devices.

1. Set the tags and tag sets for the target device that will be dragged.

a. Referto 6-2-4 Creating Tags and Tag Sets for information on creating
the settings if the target is one of the OMRON EtherNeV/IP devices giv-
en above.

b. If the target is another EtherNet/IP device, refer to the manual of that
device and perform settings as required.

2. Adialog box as in the following figure for connection allocation will be dis-
played when you drag the target device and drop it at the OMRON Ether-

Net/IP device.

a. Using One of the Above OMRON EtherNet/IP Devices As Target

192.168.250.1/ MC1 Edit Connection X

It will add a connection configuration to orginator device.
Flease confiaure the Taa Set each of originator device and taroet device.

Originator Device Target Device
Mode Address:  192.168.250.100 Mode Address 1 192.168.2501
Comment . MC_Maszter Comment :  MC1
Input Tag Set: Edit Tag Sets Output Tag Set :
DOO100 - [EByte] v #* C
Eonn_?;t::gr? Multi-cast connection v
Shows D etail [ Beqist ] [ LCloze ]

Select the output tag set from Target Device Area on the right side of
the Edit Connection Dialog Box, and then select the input tag set to re-
ceive the output tag set in the Originator Device Area on the left.
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* If there is no applicable input tag set at the originator, you can create
a new one by using the Edit Tag Sets Button and Edit Tag Button.

b. Using Other EtherNet/IP Devices as Target

192.168.250.4 ERT1-MD3251H-1| Edit Connection @

It will add a connection configuration to orginator device.
Flease confiaure the Taa Set each of originator device and taroet device.

Connection /0 Type: | 07_Output and [nput -
Target Device

Mode Address . 192.168.250.4

Originator Device
MWode Address - 192.168.250.100
Comment - MC_Master Comment:  ERT1-MD325LH-1

Input Tag Set : Edit Tag5 Output Tag Set
g Sets
D007 00 - [EByte] w #" Input_13E - [8Byte] w
Eonn_?;tz:gr? Multi-cast connection v
Output Tag Set Edit Tag Sets Input Tag Set :
[D00200 - [2Byte] w “# Output_35 - [2Byte] w
Eonn.?c:tior? Point to Point connection v
ype

[ Beqist ][ LCloze

]

The connection 1/O type list box in the upper part of the Connection
Settings Dialog Box displays the connection I/O types that can be se-
lected. Select the connection 1/O type according to your application.

* The connection I/O types that can be selected depend on the target
device.

* ltems that can be selected will depend on the connection I/O type that
is selected.

* Select the output, input, or both output and input tag sets at the target
and specify the corresponding input, output, or both input and output
tag sets at the originator.

* If there is no applicable tag set at the originator, you can create a new
one by using the Edit Tag Sets Button and Edit Tag Button.

The following display will appear when you click the Show Detail But-
ton.

Detail Parameter

Packet Interval [RPI] RO.0 s (0.5 - 100000 s )

Connection Mame :
[Pozsible to amit]

Timeout Walue : | Packet Interval [RPI) « 4
Connection Structure
@ 192.168.250.100 MC_Master =
=18 MC1_Emar [M] 50.0ms
=-# 192.168.250.1 MC1
8] MC_Error

[ Beqist ][ LCloze

]

The specified values for detailed parameters will be displayed. Change
the values as required. Connection names are automatically created
using the following rule.

default_N (where N is a 3-digit number (001, 002, etc.) starting from 1)
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Note

The following dialog box will be displayed if a target device that does not have
I/0O data is dropped.

Network Configurator

1 E This device does not hawve Output Tag Sets,
L

Before dropping again, refer to the manual of the applicable device and create
the I/O data (i.e., output tag sets) required to create a connection.

3. After you have set all of the connection, click the Regist Button to create
the connection. When creating the connection has been completed, the in-
put tag set and output tag set will be blank. Next, you can continue to cre-
ate connections by selecting the connection 1/O type and setting a tag set.

6-2-9 Connecting the Network Configurator to the Network

Connecting through

Ethernet

Note

1,2,3...

This section explains how to connect the Network Configurator to the network.

The Windows firewall settings must be changed when making this connection
for the first time in Windows XP, Vista, or Windows 7. For details on changing
the firewall settings, refer to Appendix G Precautions for Using Windows XP,
Vista, or Windows 7.

Connect to the EtherNet/IP Unit's Ethernet port via the Ethernet network.

1. Select Option - Select Interface - Ethernet I/F.

2. Select Network - Connect.
If there are multiple Ethernet interfaces on the computer, the Select Con-
nect Network Port Dialog Box will be displayed. Select the interface that is
to be connected, and press the OK Button.
The following dialog box will be displayed.

Select Connect Network Port @

Select a network port that you would like to connect.
Browze
G TCP:2
Device Infarmation
Wendor [0 Product Mame :
Device Type: Revizion :
Fefresh Option...
[ oK. ] I Cancel ]

3. Click the OK Button. Select the network to be connected.
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Select Connected Network §|
Pleasze select a netwark, where the connected network was supported.

Target Metvwork.

() Create new netwark,

Ethertet/IP_1 w

I ok l’ Cahicel ]

The Network Configurator will connect to the EtherNet/IP network. If the
Network Configurator is connected online properly, On-line will be dis-
played in the status bar at the bottom of the window. The network connec-
tion icon will be displayed in blue in the Network Tab Page in which the
Network Configurator is connected.

Network connection icon

4
@herNetHF‘_l {1 EtherMet/TP_z

B B

192.168.250.1 192.168.250,2
CS1W-EIPZ1 CS1W-EIP21
- 1 Jlﬂ...zan.l

The connecting network can be switched by selecting Network - Change
Connect Network.

Select Connected Network g|
Pleaze select a network where the connected network, was zupported,
Target Metwork,

() Create news network.

() Usze the existing netwark,

Etheret/IF_1 R

Connecting through the CPU Unit’s Peripheral or RS-232C Port

Connect to the EtherNet/IP Unit's Ethernet port via the CPU Unit’s peripheral
port or RS-232C port.

1,2,3... 1. Select Option - Select Interface - CS/CJ1 Serial Port — EIP Unit I/F.
2. Select Network - Connect. The following dialog box will be displayed.
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X

Setup Interface

Interface : | Toolbus v

Metwork Address: |0

4

Mode Address : |0

4

UritMe.; |0

4

O Part: | COM3 v

Baud Rate: | 115200 Bit/s v

I Ok l’ Cancel ]

3. Input the EtherNet/IP Unit’s unit number in the Unit No. Field, select the
connecting COM port number, and click the OK Button.
Usually, the Baud Rate is left at this setting.
The following dialog box will be displayed.

Select Connect Network Port @

Select a network port that you would like to connect.

Browze

s A

Device Information

Wendor D : Product Mame :
Device Type: Revizion :
Fefresh Option...
[ ok ] I Cancel ]

4. After clicking TCP:2, click the OK Button. The Network Configurator will be
connected to the EtherNet/IP network. If the Network Configurator is con-
nected online properly, On-line will be displayed in the status bar at the bot-
tom of the window.

Connecting through the CPU Unit’s USB or RS-232C Port (CJ2 CPU Units Only)

Connect to the EtherNet/IP Unit's Ethernet port via the CPU Unit's USB port
or RS-232C port.

1,2,3... 1. Select Option - Select Interface - CJ2 USB/Serial Port to set the com-
munications interface.
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2. Select Network - Connect. The Setup Interface Dialog Box will be dis-
played.

Setup Interface @

Port Type - | IR v

Port . |(OMED w
Baud Fate : 115200 Bit/s L
I ] 4 ] [ Cancel ]

3. Set the port type to either USB or serial.

4. Set the port to use and then click the OK Button. (Leave the baud rate at
the default setting.)
The following dialog box will be displayed.

Select Connect Network Port @

Select a network port that you would like to connect.

Browze

BT bock Plane

Device Information

Wendor D Product Name :
Device Type: Revizion :
[ ok l [ Cancel ]

5. Select the Backplane Icon and click the Refresh Button.
The CPU Unit, CPU Bus Units, and Special I/O Units connected in the PLC
will be displayed as shown below.

Select Connect Network Port @

Select a netwark, part that you wauld like to connect.

Browsze
ST BockPiane |
.fﬁ 0 CJ2H-CPUST-EIP
+ .,f.f # CJ2B-EIP2

6. Click the + icon to the left of the EtherNet/IP Unit or built-in EtherNet/IP port
(CJ1W-EIP21(CJ2) or CJ2B-EIP21). The TCP ports on the EtherNet/IP
Unit will be displayed as shown below.
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Select Connect Network Port

Select a network, port that vou would like to connect.

Browsze

= ‘_'y" BackPlane

#) 0 CJ2H-CPUGT-EIP Select the TCP port of the EtherNet/IP Unit.
- #) #0 CJ2B-EIP21

P4 TCP:2 |

7. Select the port for the EtherNet/IP Unit and then click the OK Button. The
Network Configurator will be connected to the EtherNet/IP network. If the
Network Configurator goes online normally, “On-line” will be displayed in
the status bar at the bottom of the window.

Connecting to an EtherNet/IP Network via an Ethernet Unit

Note (1) Windows firewall settings must be changed when this connection is made
for the first time using Windows XP (SP2 or higher), Vista, or Windows 7.
Refer to Appendix G Precautions for Using Windows XP, Vista, or Win-
dows 7: Using EtherNet/IP with Windows XP, Vista, or Windows 7 for in-
formation on how to make the changes.

(2) Use the CX-Integrator to correctly set the FINS routing tables for the CS/
CJ-series CPU Unit that will be the relay node.

Network Configurator on
Windows computer

Ethernet / |

EtherNet/IP Unit
Ethernet Unit =]
I \‘\ || CS/CJ-series

L" 1 CPU Unit
[

EtherNet/IP Unit or built-in EtherNet/IP port

EtherNet/IP

CS/CJ-series
|:| CJ2 CPU Unit

0

1,2,3... 1. Select Option - Select Interface - Ethernet — CS/CJ1 ETN-EIP Unit I/F.
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2. Select Network - Connect.
The following Setup Interface Dialog Box will be displayed.
Setup Interface

Huast[PC] Infarmation

Host Name . OMRONOZ

IP Address . 1921682511

Metwork Address
Node Address

Remote Information

Fegistration Name | -
EtherMetAP Unit
Network Address

Hode Addres
Urit Mo

Ethemet Unit
Paort Mo
IP Address

|7§etup |

‘ Cancel |

3. Click the Setup Button in the Setup Interface Dialog Box. The Registration
of the connection Dialog Box will be displayed. Enter the network informa-
tion for the connection destination, and then click the Add Button to regis-
ter the settings.

Registration of the connecticn ==

Renister List
Fiegistiation Name : EIP

Fegistratio..  Mode  Urit  Port I
Host(PC] Information

Metwork Addiess: 1
Node Address: 1

Remate Information
Etheret/IP Unit

Metwork Addiess: 2
Node Address: 3
Urit Mo, 2
Ethernet Linit
Foit Mo, ;3600

1P address: 192168 750 3 .

[ am | [ Do |

The registration information details are as follows:

a. Registration name
Enter any name.
b. Host (PC) information
Enter information for the computer that has the Network Configurator
installed.
* Network address
Same number as the network address of the Ethernet Unit of the PLC
that will be the relay node.
* Node address
Last value in the computer's IP address (e.g., 1 for 192.168.250.1)
c. Remote Information - EtherNet/IP Unit
Enter the information for the EtherNet/IP Unit of the PLC that will be
the relay node.
* Network address
Network address set in the routing tables
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* Node address
Last value in the IP address of the Unit above (e.g., 3 for
192.168.251.3)

¢ Unit number of CPU Bus Unit
Unit number of the Unit above

d. Remote Information - Ethernet Unit
Enter the information for the Ethernet Unit of the PLC that will be the
relay node.

4. Once the settings have been registered, the Setup Interface Dialog Box will
be displayed again. Check the registered information that has been en-
tered, and then click the OK Button.

Setup Interface

Host[PC] Information

Host Mame ;  OMROMNOZ

IP Address . 192.768.251.1

Metwork Address 001
Node Address: 001

Remote Information

Registration Mame . |EIP -
EtherNet/|IP Unit
Network Address . 002
Mode Addres: 003

Unit Mo, oz
Ethmet Unit

Port Mo, SE00
IP Address:  192.168.260.3

| 0K H Cancel il

5. The following dialog box will be displayed. Select TCP:2, which represents
the EtherNet/IP port, and then click the OK Button.

Select Connect Metwerk Port
Select a netwark. port that wou would like to connect.
Browse
——
LR TCP-2
Device Information
Yendor 1D : Product Name :
Device Type Rewvision :
Befresh ‘ Dption
0K | Cancel |

The Network Configurator will connect to the EtherNet/IP network, and
“On-line” will be displayed in the status bar at the bottom of the window
when connection has been properly made online.

Note A list of nodes on the EtherNeVt/IP network you are attempting to connect to
will be displayed when the Refresh Button or the icon (&) at the left of TCP:2
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is clicked in the dialog box above. (Refer to the following figure.)

Select Connect Metwerk Port
Select a network port that you would like to connect

Browse

¥ ToP2
= #3 1921682503 GUIW-EIPTT
= #3 1921682505 CJ2B-EIP21

6-2-10 Downloading Tag Data Link Parameters

To make tag data links, you must download tag data link parameters, such as
tag set settings and connection settings, to all devices in the EtherNet/IP net-
work. When the download operation is executed, the tag data link parameters
will be transferred to the EtherNet/IP Units that require the settings.

The following procedure shows how to download the tag data link parameters.
Refer to 6-2-9 Connecting the Network Configurator to the Network for infor-
mation on how to connect the Network Configurator to the network.
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Note

If the target node IP address is not set correctly, invalid device parameters
may be set in the wrong PLC. Check the connected PLC before down-
loading parameters.

If incorrect tag data link parameters are set, it may cause equipment to
operate unpredictably. Even when the correct tag data link parameters are
set, make sure that there will be no effect on equipment before transfer-
ring the data.

When network symbols are used in tag settings, a connection error will
result if the symbols are not also set in the CPU Unit. Before downloading
the tag data link parameters, check to confirm that the network symbols
have been set in the CPU Unit. On the Connection and Tag Status Tab
Pages described in 14-1-1 The Network Configurator’s Device Monitor
Function, check whether the network symbol, tag, and connection set-
tings are correct.

When a communications error occurs, the output status depends on the
specifications of the Unit being used. When a communications error
occurs for a Unit that is used along with output devices, check the operat-
ing specifications and implement safety countermeasures.

The EtherNet/IP Unit is automatically restarted after the parameters have
been downloaded. This restart is required to enable the tag set and con-
nection information that have been set. Before downloading the parame-
ters, check to confirm that restarting will not cause any problems with the
equipment.

Do not disconnect the Ethernet cable or reset or turn OFF the power to
the EtherNet/IP Unit while the parameters are being downloaded

For EtherNet/IP Units or built-in EtherNet/IP ports with revision 2 or later,
the CPU Unit can download tag data link parameters in either RUN mode
or MONITOR mode. (They can also be downloaded in PROGRAM mode.)

For EtherNet/IP Units with revision 1, tag data link parameters can be
downloaded only when the CPU Unit is in PROGRAM mode.

Even for Units with revision 2 or later, all CPU Units must be in PRO-
GRAM mode to download the parameters if any Units with revision 1 are
included in the network.
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1,2,3... 1. Connect the Network Configurator online.
2. There are two ways to download the parameters.
* Downloading to All Devices in the Network
Select Network - Download. The following dialog box will be displayed.

Metwork Configurator

] Enable all devices to set the parameter,
[3 ok

* Downloading Individually to Particular Devices

Select the icon of the EtherNet/IP Unit to which you want to download. To
select multiple nodes, press and hold the Shift Key while selecting addi-
tional icons. (In the following example, 2 nodes are selected:
192.168.250.1 and 192.168.250.2.)

After selecting the icons, click the right mouse button over the icon to dis-
play the pop-up menu, and select Parameter - Download.

@ Etherlet/TP_1

[

- €] Edt... 68.250.4
0 S Monikor,., IRzl
4l Cpen... 1
Resat ;
& save as...
4 Upload
Register to other Device 4.4l Dovinload
V| werif
External Data » | verify

& cut

The following dialog box will be displayed.

Network Configurator,

'E Downloading parameters to selected devices will start.
. oK?

3. Click the Yes Button to download the tag data link parameters to the Eth-
erNet/IP Unit.

The following dialog box will be displayed if any of the CPU Units is not in
PROGRAM mode.

* Display When All EtherNet/IP Units and Built-in EtherNet/IP Ports are
Revision 2 or Higher
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List, of Device that are executing @

The following devices are not in program mode.,
# Product Mame Commett
@ 19216826071 CJ2E-EIFAN
@ 1921682602 CJ1W=EIP21(GJ2)
[ Dowwnload after changed to Program mode ] [ Download with Current mode ] | Cancel |

If the Download after changed to Program mode Button is clicked, all
CPU Units will be changed to PROGRAM mode and the parameters will
be downloaded. Confirm safety for all controlled equipment if the CPU
Units are changed to PROGRAM mode. The operating mode can be re-
turned to the previous setting after the parameters have been downloaded.

The Download with Current mode Button can be clicked to download
load the parameters even when one or more CPU Units is in RUN or MON-
ITOR mode.

* Display When Even One EtherNet/IP Unit Is Revision 1

List of Device that are executing @

The following devices are not in program mode,

# Product Mame Commet
@ 1921682501 G.J2B-EIFZ1
@ 1921682502 C.J1w-EIP2

[ Download after chaneed to Proeram mode l

When the Download after changed to Program mode Button is clicked,
all CPU Units will be changed to PROGRAM mode and the parameters will
be downloaded. Confirm safety for all controlled equipment if the CPU
Units are changed to PROGRAM mode. The operating mode can be re-
turned to the previous setting after the parameters have been downloaded.

During the download, the following progress monitor will be displayed to
show the progress of the download.

Downloading Device Parameter [ 192168 25001 ...
(T |

Downloading Parameter...

(T |
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If the operating mode of one or more CPU Units was changed to download
the parameters, the CPU Units can be returned to the previous operating
mode. If the No Button is clicked, the CPU Units will remain in PROGRAM
mode.

Network Configurator,

y Controller's mode will be returned to the state before starting download.,
OK?

4. The following dialog box will be displayed, indicating that the download was
completed.

Metwork Configurator

\y Download of device parameter was completed.

6-2-11 Uploading Tag Data Link Parameters

1,2,3...

Tag data link parameters (such as the tag set settings and connection set-
tings) can be uploaded from EtherNet/IP Units in the EtherNet/IP network.
The following procedure shows how to upload the parameters. For details on
connecting to the network from the Network Configurator, refer to 6-2-9 Con-
necting the Network Configurator to the Network.

1. Connect the Network Configurator to the network.
2. There are two ways to upload the parameters.
* Uploading from All Devices in the Network
Select Network - Upload. The following dialog box will be displayed.

Metwork Configurator

Uploading all devices parameters from network, will start based
! on the current document.
oK?

IF vwou select "Mo", it will start as new document,

[ ves 1 ’ Mo ] ’ Cancel

* Clicking the Yes Button:

Parameters will be uploaded only from the devices registered in the Net-
work Configuration Window. Parameters will not be uploaded from devices
that are not registered in the Network Configuration Window.

* Clicking the No Button:

* If parameters are being uploaded from all devices in the network, the
parameters will be newly uploaded from all devices. The current net-
work configuration information will be lost.

* If parameters are being uploaded from specified devices only, the up-
load operation will be cancelled and the upload will not be performed.

* Clicking the Cancel Button:

The upload operation will be cancelled and the upload will not be per-
formed.

* Uploading Individually from Particular Devices
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Select the icon of the EtherNet/IP Unit from which you want to upload. To
select multiple nodes, press and hold the Shift Key while selecting addi-
tional icons. (In the following example, 2 nodes are selected:
192.168.250.1 and 192.168.250.2.)

After selecting the icons, click the right mouse button over the icon to dis-
play the pop-up menu, and select Parameter - Upload.

@ Etherhist/IP_1
E Pararmetet

Reset

-
Register to other Device | Download
External Data 4 ﬁ

The following confirmation dialog box will be displayed.

Metwork Configurator

'E Uploading parameters from selected devices will skart,
[ QK?

Click the Yes Button or No Button.

During the upload, the following progress monitor will be displayed to show
the progress of the upload.

Uploading Device Parameter [ 1921682501 ]...

[ |

Uploading Parameter...

[IIIIIIIIIIIIIIIIIIIIIIIIIIIIII l

3. The following dialog box will be displayed, indicating that the upload was
completed.

Metwork Configurator

.
\E) Upload of device parameter was completed.,

6-2-12 Verifying the Tag Data Links

Tag data link parameters (such as the tag set settings and connection set-
tings) can be compared with the EtherNet/IP Units in the EtherNet/IP network.
The following procedure shows how to compare the parameters. For details
on connecting to the network from the Network Configurator, refer to 6-2-9
Connecting the Network Configurator to the Network.
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Verifying the Network Compare the list of registered devices in the Network Configuration Window

Configuration with the devices connected on the EtherNet/IP network, and check the IP
addresses and device types. This function cannot be used to verify device
parameters.

1,2,3... 1. Connect the Network Configurator to the network.

2. The following progress monitor will be displayed to show the progress as
data is read from the network and compared.

ploading Device Information [ 192.168.260.1 ...

3. The results of the comparison between the network configuration file and
data from the network are displayed as follows.

* Differences Not Found in the Comparison

Metwork Configurator @

y Mo differences Found.

» Differences Found in the Comparison

Comparison Result @

Drezcription Local Metwork,

0 wiong device type. [ 192.168.2.. CJZE-EIP2 Mot present.
O wiong device twpe. [ 192168.2..  CIW-EIF21 CITWw-EIP2TC...

Cloge

* Differences Found in the Device Type.
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Network Configurator @

L] E Invalid device bype,
L

Click the OK Button or the Close Button.

Verifying the Device Use the following procedure to compare the device parameters for the devices

Parameters selected in the Network Configuration Window with those of the devices con-
nected on the EtherNet/IP network. The IP addresses, device types, and
device parameters are compared.

1,2,3... 1. Connect the Network Configurator to the network.

2. Click the icon of the EtherNet/IP Unit that is to be verified. To select multiple
nodes, hold down the Shift Key while clicking the icons. (In the following ex-
ample, the 192.168.250.1 and 192.168.250.2 nodes are selected.)

With the icons selected, right-click and select Parameter - Verify from the
pop-up menu.

@ EtherNet(TP_1

E
-
G2
q

CIZBEIP

Parameter

Reset

4 Upload
Register to other Device b -
Usage of Device Bandwidt ® Dowrload
External Data v V] E

Yo

Click the Yes Button or the No Button.
4. One of the following dialog boxes will be displayed.
* Differences Not Found in the Comparison

Network Configurator,

.
\l) 192,168.250,1 CI2B-EIP21 : Mo configuration differences Found.

* Differences Found in the Comparison
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Comparison Result @

D ezcription Lacal Device
O wiong Device Comment, CJZB-EIP21
0 wiong Connection's [ CHIT_01 .. Flegister Unregister
@ wiong Tag Set's [ TagSet1_19..  Register Unregister
O wiong Tag Set's [ Tagset? 19 Register Unregister
@ wiong Tag's [ 0000 | Registrati..  Fegister Unregister
O wiong Tag's [ 0010 ) Registrati.. Fegister Unregister

* Differences Found in the Device Type

Network Configurator, E

! E Invalid device type.
L3

Click the OK Button or the Close Button.

5. If multiple nodes have been selected, the following message will be dis-
played. Click the Yes Button.

Network Configurator,

'E Werifving parameters to next selected device will skart.
. CK?

The comparison results will be displayed in order of the selected nodes.

6-2-13 Starting and Stopping Tag Data Links

Automatically Starting Tag Data Links
Tag data links will start operating automatically immediately after the tag data
link parameters are downloaded from the Network Configurator. (They will
also start automatically when the power to the PLC is turned ON or the CPU
Unit is restarted.)

Starting and Stopping All Tag Data Links on the Network

Using the Network All tag data links on the network can be started and stopped by selecting I/O
Configurator Connection - Start/Stop from the Network Menu.

Starting and Stopping Tag Data Links for Individual Devices

Using the Network You can start and stop tag data links for individual devices using the following

Configurator buttons in the Monitor Device Dialog Box. This applies only to tag data links
for which the device is the originator. Access the Monitor Device Dialog Box
by selecting Monitor from the Device Menu.
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Note

Gantroller Error History Tae Status Ethernet Information
Status 1 Status 2 Connection Error History
Target Mode Status
@om
{ Start Gonnection ] I Stop Connection
Connection Status
Connection Name Type Status
o 1921652502 (#002) GHOT 01 n 00:0000
Cloze

Start Connection Button:

Starts all connections for which the device is the originator.

Stop Connection Button:

Stops all connections for which the device is the originator.

Connections will be cut off if any of the following errors occurs in the CPU Unit

that is the originator while tag data links are active.

e Fatal CPU Unit error
¢ 1/O refresh error

e CPU Unit WDT error
* 1/O bus error

6-2-14 Clearing the Device Parameters

The device parameters saved in the EtherNet/IP Units in the EtherNet/IP net-
work can be cleared (returned to their default settings). The following proce-
dure shows how to clear the device parameters. For details on connecting to
the network from the Network Configurator, refer to 6-2-9 Connecting the Net-

1,2,3...
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work Configurator to the Network.

1. Connect the Network Configurator to the network.

2. Selectthe icon of the EtherNet/IP Unit in which you want to clear the device
parameters. In the following example, 2 nodes are selected: 192.168.250.1
and 192.168.250.2. To select multiple nodes, press and hold the Shift Key

while selecting additional icons.

P

1592.168.2603
CE1W-EIF21
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3. Select Device - Reset. The following dialog box will be displayed.

Network Configurator |§|
] Selected devices will be reset.
. oK?
[ wves | ’ M ]

* Clicking the Yes Button:
The following dialog box will be displayed.

Reset Device F§|

Reset Type
(®) Emulate cycling power

o) Return ta the out-of-box configuration, and then
ermulate cycling power.

[ 1[4 |[ Cancel ]

Select one of the following options and click the OK Button.

* Emulate cycling power
Restarts the Unit.

* Return to the out-of-box configuration, and then emulate cycling power
Returns the Unit to its factory default settings, and restarts the Unit.

* Clicking the No Button:
The device parameters are not cleared or reset.

6-2-15 Saving the Network Configuration File

Device parameters set in the Network Configurator, or device parameters
uploaded from the network can be saved as a network configuration file.

1,2,3... 1. Select File - Save As. The following dialog box will be displayed.

Save As @
Savein: | ) My Documents ¥ Q ¥ mv
File name: Untitled. rvf
Save as type: | Netwark Configuration File w3 [F.nvf) v Cancel
Option
[ Select target netwark.

The File name Field will contain Untitled.nvf as the default file name.
2. Input the file name, and click the Save Button.
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6-2-16 Reading a Network Configuration File

A previously saved network configuration file can be read into the Network
Configurator.

178

Save As

Savein: | () My Documents

File name: Equip. el

Save as type: | Netwaork Corfiguration File w3 [F.nvf)

Option
[ Select target netwark,

v Cancel

The network configuration file save operation is complete.
When the network configuration is changed later, the existing network con-

figuration file can be overwritten by selecting File - Save or clicking the =

Button.

You can select the Select target network Check Box in the Option Area to
save a network configuration file with only the required networks.

Save As

Savein: | ) My Documents

File: name: EquipT.ref

Save as type: | Netwark Configuration File w3 [F.nvf)

Option
Select target network,

?]X)

1 ﬁ"r -3 ,

v Cancel

Select the check boxes of the networks to save and click the OK Button.

select Target Network @

Target Metwork
EtherMet/IP_1
EtherMNet/TP_2

| —TT—

Cancel
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1,2,3...

1.

Select File - Open or click the 2 Button. The following dialog box will

be displayed.
Qpen @@

Look in: | () My Documents v 4+ = m-

Iﬂ Equipl.rwf

File: name: |
Files of type: | Netwark Configuration File «3 %) v Cancel
Option

[ Select target netwark. [ Add ta current netwark,

If the network configuration file that you want to read is not displayed,
change to (Look in) another folder.

When you click and select the network configuration file that you want to
read, that file name will be displayed in the File name Field.

s [M-

Look in: | () My Documents v T

zasin]

Files of type: | Netwark Configuration File v3 [%. ) v Cancel
Option

[ Select target netwark. [ Add ta current netwark,

Click the Open Button to read the network configuration file.

The Network Configurator’s Title Bar will display the name of the file that
was read.

g Equip1 - Mebwork Configurator

ffew  Metwork Dewvice EDSFile T

DEeE 2

@ Metwork, Configurator
= @ EtherNet/IP Hardware
= “endor
¥ Ormron Corporation
= DeviceType
+ gy Commurications Adapter
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5. Select any of the options as necessary. The options are listed below.
Option Function

Select target network Allows you to select specific networks from the net-
work configuration and open them.

Add to current document Allows you to add the networks from the network
configuration file being opened to the current config-
uration file.

Note  The save format will vary depending on the Network Configurator version.

Configuration files (*.ncf) created using the Network Configurator for Ether-
Net/IP (version 2 or higher) can be imported (opened) by selecting External
Data - Import from the File Menu.

6-2-17 Checking Connections
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Check the consistency of connection parameters for network configuration
files with device parameters set using the Network Configurator and device
parameters uploaded from the network.

1. Select Check Connections in the Network Menu. The following dialog box
will be displayed if parameters are normal.

HNetwork Gonfigurator §|

\E) Mo connection errors found.

The following dialog box will be displayed if there are parameter errors.
Check the displayed details and review the settings.

£ Connection Check Result g]
# Metwork, Description
@ 1392168.250.1 C1...  EtherNet/IP_1 Connection [ CHOT_01 : TagSet2_192.168.250.1 )...

If an inconsistency occurs, open the originator's Edit Device Parameter Di-
alog Box and click the Connection Tab. The inconsistent connection will

be displayed with a S icon (instead of the normal o icon). To change
the connection setting and select a different target variable, select the con-
nection as shown below and click the Edit Button.
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Fegizter Device List

Product Mame 192.168.250.1 CIW-EIP21 Variable Target Wariable
#5192 168,250 2 [#002) C...
52 CNO_01 [Input] TagSetz_192.168.250.1 TagSet2_192.168.250.2

\ &2 lcon (When normal: ﬁ )

New... Editall. | | Changs TargetNodelD. | | TosFrom Fils

6-2-18 Changing Devices

Devices that are registered in a network configuration with the Network Con-
figurator can be changed. Select Change Device from the Device Menu to
display a list of the devices that can be changed to. Select the desired device.

A device can be changed only when there is complete or upward compatibility
with the device being changed to.

Device Changes
Device after change| CJ1W- | CS1W- CJ1W- CS1W- CJ1W- CJ2B- CJ2M-EIP21
EIP21 EIP21 EIP21 EIP21 EIP (CJ2)| EIP21
Device before change | Revi- 1.01 1.01 2.01 2.01 2.01 2.01 2.01
sion
CJ1W-EIP21 1.01 OK OK OK OK OK OK if there are
less than 33 tags
CS1W-EIP21 1.01 OK OK OK OK OK OK if there are
less than 33 tags
CJ1W-EIP21 2.01 No No -- OK OK OK OK if there are
less than 33 tags
CS1W-EIP21 2.01 No No OK -- OK OK OK if there are
less than 33 tags
CJ1W-EIP (CJ2) 2.01 No No OK if no vari- | OK if no vari- -- OK OK if there are
ables in tags | ables in tags less than 33 tags
CJ2B-EIP21 2.01 No No OK if no vari- | OK if no vari- OK - OK if there are
ables in tags | ables in tags less than 33 tags
CJ2M-EIP21 2.01 No No OK if no vari- | OK if no vari- OK OK -
ables in tags | ables in tags

6-2-19 Displaying Device Status

Device status is displayed using the following icons in Maintenance Mode. To
enter maintenance mode, select Large Icons - Maintenance Mode from the
View Menu.
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i EtherMet/IP 1

I 0= 9=

19216825011 192168.250.2 192168.250.3 192168.250.4
CJZB-EIF21  CAW-EIF21(C ). CNW-EIP21(C ). CIW-EIP21(3 .

T |, |, |, :

Icon Status
Offline

(gray)

@ Default (no configuration)

(turquoise edge)

@ (green) | 'die (CPU Unit of PLC is in PROGRAM mode.)

@ (blue) Communications normal (CPU Unit of PLC is in RUN or MONI-
TOR mode.)

e Warning (A non-fatal error has occurred in the CPU Unit of the
! (yellow) PLC.)

@ (red) Alarm (A fatal error has occurred in the CPU Unit of the PLC.)
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6-3 Ladder Programming with Tag Data Links

6-3-1 Ladder Programming Related to Tag Data Links

Example of Programming
to Detect Normal Status

If data in the ladder program is linked by tag data links, add conditions 1 to 4
in the ladder program for that data. If you want to use target node PLC flags
as input conditions, add conditions 5 and 6.

For details on the various flags, refer to 4-2 CIO Area Allocations.

Conditions showing the EtherNet/IP Unit’s Tag Data Links are enabled:
1. The Unit Error Occurred Flag (n+10, bit 00) is OFF,

2. and the Online Flag (n+11, bit 00) is ON,

3. and the Tag Data Link Operating Flag (n+11, bit 01) is ON.

Conditions showing that connections are established with the target
device, and tag data links are operating:

4. The corresponding Normal Target Node Flag (in words n+20 to n+23) is
ON.

The location of the Normal Target Node Flags depends on the layout set-
ting. For details on the layout settings, refer to 4-2-2 Details of the Allocated
CIO Area Words.

Note With revision 2 or higher, the Normal Target Node Flag will turn ON
only after the data for all connections for the target device has been
refreshed in the CPU Unit. With revision 1, the Normal Target Node
Flag will turn ON after the data for only one connection for the tar-
get device has been refreshed in the CPU Unit.

Condition showing that the Target Node PLC is operating (OMRON PLCs

only):

5. The corresponding Target Node PLC Operating Flag (in words n+2 to n+5)
is ON.

Condition showing the Target Node PLC’s fatal or non-fatal error status
(OMRON PLCs only):

6. The corresponding Target Node PLC Error Flag (in words n+6 to n+9) is
OFF.

When you want to use the Target Node PLC Error Flag, the PLC status
must be included in the tag sets for both the originator and target. Include
the PLC status by using the Network Configurator to select the Include Op-
tions in the Edit Tag Set Dialog Boxes. For details, refer to 6-3-2 Status
Flags Related to Tag Data Links.

The following programming can be used to confirm that normal communica-
tions are being performed for each target node. If the PLC status is included in
the tag data, the status of the PLC can also be detected.
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Programming for Revision 2 or Higher

Tag Data Link Normal Target Node ( PLC Operating PLC Error 3
Operating Flag 1 Flag 1 Flag 1
| | | | | | | Node 1 Data Li.nk
| | | | | | | Normal Operation Flag
n+11 bit 01 n+20 bit 01 n+2 bit 01 n+6 bit 01
\ J
Normal Target Node ( PLC Operating PLC Error D
Flag 2 Flag 2 Flag 2
|t Oz,
lormal peration Flag
n+20 bit 02 n+2 bit 02 n+6 bit 02
\ -
] |
] ]
Programming for Revision 1 and Revision 2
Tag Data Link All Tag Data Links
Operating Operating
I I I I O Normal Operation Flag
n+11 bit 01 n+12 bit 14
PLC Operating PLC Error M
Flag 1 Flag 1
| | | Node 1 Data Link
| | | Normal Operation Flag
n+2 bit 01 n+6 bit 01
~ -~
PLC Operating PLC Error D
Flag 2 Flag 2
| | | Node 2 Data Link
| | | Normal Operation Flag
n+2 bit 02 n+6 bit 02
N~ ~
] |
' :
Programming to Detect The following programming can be used to check for errors for each target
Errors: Example 1 node. This programming is used to detect errors only after the data links for all
nodes have started normally.
Programming for Revision 2 or Higher
Tag Data Link Normal Target Node
Operating Flag 1
| | || Nodo 1
| | | | Error output
n+11 bit 01 n+20 bit 01
Normal Target Node Node 1
Flag 1 Error output
J/Y | |
| |1
n+20 bit 01
Normal Target Node
Flag 2
| | Node 2
| | Error output
n+20 bit 02
Normal Target Node Node 2
Flag 2 Error output
J/ | |
| I
n+20 bit 02
] '
Programming to Detect The following programming can be used to detect tag data link errors at the

Errors: Example 2 local node.
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Example of Programming
to Process Data

Programming for Revision 1 or Higher

Tag Data Link Unit Error
Operating Occurred
| | | DIFD
| | 10000
n+11 bit 01 n+10 bit 00
Unit Error
Occurred
| DIFU
| 10000
n+10 bit 00
10000 Release Flag
| | Local node
[ Error output
Local node
Error output

The following type of programming can be used to process data only when the
data links are operating normally.

|

O
O

Additional part <

>

Normal Operation

= aaly

Normal Operation

Flag

Flag

_Hl_:—‘

The parts of the ladder program
that use the data link area for
the relevant node are processed
only when the corresponding
Normal Operation Flag is ON

Interlocks (IL and ILC instructions) and jumps (JMP and JME instructions) can
also be used to process data only when the data links are operating normally
as shown below.

Node A Data Link
Normal Operation Flag

| [
I L
[}
(]
[}
r
L
Node B Data Link
Normal Operation Flag
| [~
I L
[}
[}
]
r
L
Node C Data Link
Normal Operation Flag
| [
I L
[}
[}
[}
r
L

ILC

ILC

ILC

I o e A I e

Node A data processing

Node B data processing

Node C data processing
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Note

Even if an error occurs in communications with a target device, the input data
from the target device will remain stored in words allocated in memory to the
local node. To prevent malfunctions, write the ladder program so that input
data processing will not be performed when the Unit Error Occurred Flag
(word n+10 bit 00) is ON.

6-3-2 Status Flags Related to Tag Data Links
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The status of the tag data links is reflected in the following words.

Name (allocated area) Contents
Target Node PLC Operating Flag | Each flag indicates the operating status of the
Information corresponding target node PLC of connections
Layout set to default settings: in which the EtherNet/IP Unit is the originator.
Words n+2 to n+5 The flag corresponding to the target node’s tar-

get ID will be ON when the PLC Operating Flags
for all connections with that target node indicate
that the PLC is operating.

Layout set to user settings:
Words n+32 to n+47

Note Corre§ponds to the PLC Each node address’s flag location (i.e., target ID)
Etlatuss PLC Operating can be changed from the Network Configurator.
ag.

The PLC status flags are enabled when the PLC
status is included in the communications data for
both the originator and target.

The data in this table is refreshed when neces-

sary.
Target Node PLC Error Flag Infor- | Each flag indicates the error status (logical OR
mation of non-fatal and fatal errors) of the corresponding
Layout set to default settings: target node PLC of connections in which the Eth-
Words n+6 to n+9 erNet/IP Unit is the originator. The flag corre-

L t sett Hinas: sponding to the target node’s target ID will be
V\?y%u se480 user;; Ings: ON if even one error is indicated in any of the
ords n+48 to n+ connections with that target node.

Note Corre§ponds to the PLC Each node address’s flag location (i.e., target ID)
status’s PLC Error Flag. can be changed from the Network Configurator.

The PLC status flags are enabled when the PLC
status is included in the communications data for
both the originator and target.

The data in this table is refreshed when neces-

sary.
Normal Target Node Flag Table Each flag indicates the connection status of the
Layout set to default settings: corresponding target node PLC of connections
Words n+20 to n+23 in which the EtherNet/IP Unit is the originator.

. The flag corresponding to the target node’s tar-
Layout set to user settings: get ID will be ON when connections are estab-
Words n+16 to n+31 lished for all connections with that target node
Note Does not correspond to the |indicate that the PLC is operating.

PLC status. Each node address’s flag location (i.e., target ID)
can be changed from the Network Configurator.

The data in this table is refreshed when neces-
sary.




SECTION 7
Message Communications Functions

This section describes message communications using FINS messages and explicit messages.
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Overview

The message communications functions send command/response messages
between nodes on the Ethernet network. The messages can be sent between
a computer and PLC, between two PLCs, between an OMRON PLC and a
master made by another company, or between slaves. The messages can be
used to send/receive data; read time data, error logs, and other data; or con-
trol operation, e.g., by force-setting/resetting bits.

There are two types of messages: FINS messages and explicit messages.

Item

FINS messages

Explicit messages

Outline

Message communications for
OMRON products that use the
FINS protocol.

Standard ODVA message communi-
cations using the CIP protocol.

Remote
device

e Computer with an Ethernet inter-
face

* OMRON PLCs (with a CS/CJ-
series EtherNet/IP Unit, built-in
EtherNet/IP port, or Ethernet
Unit)

e Computer with an Ethernet inter-
face

* Another company’s masters or
slaves.

* OMRON PLCs (with a CS/CJ-
series EtherNet/IP Unit or built-in
EtherNet/IP port)

Features

* Send and receive the various
FINS commands to provide an
even greater range of services
than the CIP UCMM messages.

* Provide transparency in mes-
sage communications with other
OMRON networks, such as Con-
troller Link, SYSMAC LINK, and
Ethernet.

(CS1/CJ1 CPU Units with unit
version 2.0 or later or CJ2 CPU
Units: Up to 8 levels, CPU Units
with unit version earlier than 2.0:
Up to 3 levels)

* Supports message communica-
tions with other companies’ Ether-
Net/IP devices.

CS/CJ Series

¢ CS1W-EIP21

e CJ1W-EIP21

e CJ2H-CPULI-EIP
¢ CJ2M-CPU3L]

Send

—1 FINS communications function

{ Receive

Message communications functions |—

Send

—— Explicit message )
communications function

Receive
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Overall Structure

CPU Unit EtherNet/IP Unit
CMND(490)
instruction FINS
FINS message message
; A
CMND(490)
instruction Exolicit
2810 Hex xplict
( ) —9' FINS |Exp|icit messageL— message

Ethernet (EtherNet/IP) network

OMRON special message communications

‘9] FINS message lﬁ

[

EtherNet/IP message communications

Explicit message

Note With the EtherNet/IP Unit or built-in EtherNet/IP port, message communica-
tions are possible even if the I/O link function is disabled.
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7-2 FINS Message Communications

Messages containing FINS commands can be exchanged over the Ethernet
network between nodes that support FINS messages.

Note FINS message communications can be executed without any particular
restrictions over the Ethernet network with OMRON Ethernet Units (CS1W-
ETN21 or CJ1W-ETN21), computers (CX-One or Fins Gateway applications),
and NS-series Programmable Terminals.

Type of FINS message Data send/receive commands Any kind of FINS command

Network SEND/RECV instructions CMND(490) instructions
communications
instructions

PLC to PLC (both must CS/CJ-series PLC ~ CS/CJ-series PLC | CS/CJ-series PLC  CS/CJ-series PLC

be CS/CJ-series PLCs

with a CS/CJ-series Eth- ):l ):1 |} -Command to
erNet/IP Unit, built-in / [ / f’q EtherNet/IP Unit
EtherNet/IP port, or

Command
Ethernet Units) (See / 1 L7Z—|:|—J |
note 1.) il

Note Inter-network com- / ) /
munications are

; i o, ] CS/CJ-series PLC
. . ¢
possible with f—cr——gsam... ] | commandto

[

Ethernet networks r—+/ CPU Unit
or other networks, Comman ﬂ
such as Controller oy
Link. (See note 2.)
Data length (excluding SEND instruction: 990 words: RECV CMND instruction: 1,990 bytes max.
command code) instruction: 990 words.

Note 1. When two or more Communications Units (including the EtherNet/IP Units
and built-in EtherNet/IP ports) are mounted to a CS/CJ-series PLC and
FINS messages are being used, the EtherNeV/IP Units and built-in Ether-
Net/IP ports must be registered in the CS/CJ-series PLC’s local network
routing table. The commands will not be sent if the Unit is not registered in
the routing tables.

2. When a CS/CJ-series EtherNet/IP Unit or built-in EtherNet/IP port is con-
nected to an Ethernet network, message communications can be conduct-
ed between networks, including other Ethernet networks as well as other
networks such as Controller Link and SYSMAC LINK. Up to eight levels of
networks can be crossed, provided that routing tables (containing local
network tables and relay network tables) have been registered in the CPU
Units of each PLC on the network.

3. A Programming Device connected to the CPU Unit of a PLC connected to
the network can be used to program and monitor another PLC that is on
the network. Up to eight levels of networks can be crossed for CS1/CJ1-
series CPU Units with unit version 2.0 or later, CJ2 CPU Units, and CX-
Programmer version 4.0 or higher.
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Up to 8 network levels, including the EtherNet/IP network, can be crossed.

. ~ Controller Link Unit
Controller Link Unit CS/CJ-series EtherNet/IP Unit
CS/CJ-series CPU Unit

Remote I/O communications

_N——

Ethernet (EtherNet/IP)

Note FINS commands sent and received by the CS/CJ-series EtherNet/IP
Unit include commands addressed to the CS/CJ-series CPU Unit
and commands addressed to the CS/CJ-series EtherNet/IP Unit.
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7-3 Explicit Message Communications

Explicit messages defined in EtherNet/IP can be used to send service
requests to other companies’ EtherNet/IP masters/slaves and OMRON PLCs
with CS/CJ-series EtherNet/IP Units and built-in EtherNet/IP ports.

Note Specific FINS commands (commands 2810 and 2801) are used to send
explicit messages.

Explicit message Sending Receiving

Network communi- | CIP UCMM messages can be sent to an EtherNet/IP | Automatically responds to explicit mes-
cations instruction Unit or built-in EtherNet/IP port by a CMND(490) sages from other devices.
instruction containing FINS command code 2810

Hex.
Functions supported | ® Masters/slaves made by other manufacturers: * Masters made by other manufacturers
in remote devices Supported services determine supported functions. |« PLC with a CS/CJ-series EtherNet/IP Unit
¢ PLC with a CS/CJ-series EtherNet/IP Unit or built-in | or built-in EtherNet/IP port: Supports the
EtherNet/IP port: reading/writing of the local CPU Unit’s sta-

Supports the reading/writing of a remote CPU Unit’s | tus information and I/O memory data.
status information and I/O memory data.

Note The CS/CJ-series EtherNet/IP Units and built-in EtherNet/IP ports (CS1W-
EIP21, CJ1W-EIP21, CJ2H-CPULI-EIP, or CJ2M-CPU3L]) contain a PLC
Object, so that other devices can read/write the I/O memory of the CPU Unit
with the built-in EtherNet/IP port or the CPU Unit to which the EtherNet/IP Unit
is mounted.
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7-4 Message Communications Specifications

CPU Unit function

CS/CJ Series

Unit model number

CS1W-EIP21, CJ1W-EIP21, CJ2H-CPULIL-EIP, or CJ2M-CPU3L]

Communications
instructions

Sending/ receiving
data

SEND and RECYV instructions

FINS commands

CMND(490) instruction

There are two kinds of FINS commands: commands addressed to the CPU
Unit, and commands addressed to the CS/CJ-series EtherNet/IP Unit or
built-in EtherNet/IP port.

Sending Ether-
Net/IP CIP UCMM
messages

CMND(490) instruction

Sends CIP UCMM messages to other companies’ masters/slaves, or PLCs
with a CS/CJ-series EtherNet/IP Unit or built-in EtherNet/IP port mounted.

Number of desti-
nation nodes

FINS message com-
munications

1:N communications

Explicit message
communications

1:N communications
Send functions:  CIP unconnected (UCMM) communications only

Receive functions: CIP unconnected (UCMM) and CIP connected (Class 3)
communications

Transmission data
length (not includ-
ing the command
code)

FINS message com-
munications

* SEND: 990 words (1,980 bytes) max. normally, or 727 words (1,454 bytes)
max. when broadcasting

*RECV: 990 words (1,980 bytes) max.

* CMND: 1,990 bytes max. normally, or 1,462 bytes max. when broadcasting

(data after the FINS command code)

Explicit message
communications

CMND: 492 bytes max.

No. of simultaneous instructions

One each for 8 ports (ports 0 to 7)

Refer to 3-25 Network Instructions in the CS/CJ Series Programmable Con-
trollers Instructions Reference Manual (W340) for information on ports (logi-
cal ports).

Response monitoring time

Default setting: 2 s
User setting: 0.1 t06553.5s

Retries Oto 15
Internetwork con- | Same network type |Supports internetwork communications between Ethernet networks con-
nections nected to CS/CJ-series EtherNet/IP Units and built-in EtherNet/IP ports (up

to 3 levels).

Different network
type

Supports internetwork communications between the EtherNet/IP network

connected to a CS/CJ-series EtherNet/IP Unit or built-in EtherNet/IP port

and other networks such as Controller Link or SYSMAC LINK (up to 3 lev-
els).
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7-5 Message Communications Error Indications

There are two ways to obtain information on communications errors that occur
in message communications: checking the EtherNet/IP Unit’s error log or
checking its indicators.
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1,2,3...

1.

Each time a communications error occurs, an error code is placed in an er-
ror record in the error log stored in RAM in the EtherNet/IP Unit or CPU
Unit with the built-in EtherNet/IP Port. Up to 64 records can be stored in
the error log. The time and date that the error occurred are also recorded
together.

The error log can be read or cleared from the CPU Unit by sending an FINS
command to the EtherNet/IP Unit (Error Log Read/Clear). The contents of
the error log can also be monitored from the Configurator.

.’ | Code

.7 % 64 records

-~ - _ _ | Code
Lid

{1{_FINS command— -
{__Read-out—s | CPU Unit

Monitor—— Configurator

When a communications error has occurred, details on the error are indi-
cated by the MS and NS indicators and the 7-segment display on the front
panel of the EtherNet/IP Unit or CPU Unit with the built-in EtherNet/IP port.
This information can be used for troubleshooting.

Example: Routing table error

Flashing red %= ) ¢

-
Not relevant ¥ V't L

Communications status 3
15 00
COTTII I IIIITIT]

EtherNet/IP CPU
Unit Unit
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7-6 Message Communications Errors

The following table shows the main errors that may occur when messages are
sent or received. Refer to SECTION 14 Troubleshooting and Error Processing
for corrective measures and details on errors that are recorded in error log but

not indicated by the LED indicators.

Error Indicators Error code
MS NS 7-segment (Hex)
display
(See note.)
Routing table error Flashing red | No change HC 021A
IP address duplication error No change Lit red FO 0211
CPU Unit service monitoring error Flashing red No change HE 0002
Other CPU error Not lit H7 0006
Too many retries, cannot send 0103
Node address setting error, cannot send 0105
Remote node not part of network, cannot send 0107
No Unit with specified unit address, cannot send 0108
CPU Unit error occurred, cannot send 010B
Destination address not set in routing tables, cannot send 010D
Routing tables not registered, cannot send 010E
Routing tables error occurred, cannot send 010F
Too many relay connections, cannot send 0110
Maximum command length exceeded, cannot send No change No change No change 0111
Header error; cannot send 0112
Reception buffer full, packet discarded 0117
Invalid packet discarded 0118
Local node busy, cannot send 0119
Unexpected routing error 0120
Service not supported in present mode, packet discarded 0122
Transmission buffer full, packet discarded 0123
Maximum frame length exceeded, routing impossible 0124
Packet discarded due to response time-out 0125

Note

The 7-segment display alternately displays the error and the node address of
the node where the error occurred.
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SECTION 8
FINS Communications

This section provides information on communicating on EtherNet/IP Systems and interconnected networks using FINS
commands. The information provided in the section deals only with FINS communications in reference to EtherNet/IP
Units or built-in EtherNet/IP ports.

FINS commands issued from a PLC are sent via the SEND(090), RECV(098), and CMND(490) instructions programmed
into the user ladder-diagram program. Although an outline of these instructions is provided in this section, refer to the CS/
CJ-series Programmable Controllers Programming Manual (W340) for further details on programming these instructions.
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Overview of FINS Communications

Communications On an Ethernet Network

The EtherNet/IP Units and built-in EtherNet/IP ports support the FINS com-
munications service, which can be used simultaneously with the CIP commu-
nications service.

FINS communications data is sent and received as UDP/IP packets or TCP/IP
packets.

PLC
EtherNet/IP Unit

or host computer

A

Packet (FINS command)

Ethernet  mmm —
(EtherNet/IP)

Packet (FINS response) \j

EtherNet/IP Unit
PLC

In the FINS communications service, both an IP address for IP (the Internet
layer) and a FINS node address for FINS (the application layer) are used for
the remote device. Also, 9600 is used as the default setting for the local UDP
or TCP port number (i.e., the transport layer) for identifying the application
layer, i.e., the FINS communications service. (Another number can be set for
the FINS/UDP port from the Setup Tab Page in the Unit Setup.)

For details on pairing FINS node addresses with IP addresses and UDP/TCP
port numbers, refer to 5-2 IP Addresses in FINS Communications.

FINS
Application Layer Node Number
uDP TCP
Transport Layer UDP Port No. | [ TCP PortNo.
P
Internet Layer IP Address
A
Ethernet v
Physical Layer Ethernet Address

The FINS communications service is a communications method based on
UDP/IP, and it is supported by most OMRON Ethernet-related products. (In
this manual it is called the FINS/UDP method.) In addition to supporting the
FINS/UDP method, the CJ2H-CPULI-EIP, CJ2M-CPU3L], CS1W-EIP21,
and CJ1W-EIP21 support FINS communications using TCP/IP. (In this man-
ual, this is called the FINS/TCP method.)
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8-1-2 Using the FINS/UDP and FINS/TCP Methods

It is recommended that FINS/UDP and FINS/TCP be used as follows:

* When remote devices do not support the FINS/TCP method:
Use the FINS/UDP method for FINS communications with those devices.

* When FINS nodes are connected on the same Ethernet segment:
Use the FINS/UDP method between those nodes.

Note FINS/UDP offers a slight advantage in performance.

* When FINS nodes are connected over multiple IP network layers:
Use the FINS/TCP method between those nodes.

Note FINS/TCP offers superior communications quality.

* When the quality of connections is unreliable, as with wireless LAN:
Use the FINS/TCP method between those nodes.

Note FINS/TCP offers superior communications quality.

8-1-3 FINS Communications Service Specifications

Item Specifications
Number of nodes 254
Message length 2,012 bytes max.
Number of buffers 192
Protocol name FINS/UDP method FINS/TCP method
Protocol used UDP/IP TCP/IP
Number of connections | --- 16
Port number 9600 (default) 9600 (default)
Can be changed. Can be changed.
Protection No Yes (Specification of client IP addresses when Unit is used as a
server)
Other Items set for each UDP | ltems set for each connection
port * Server/client specification
* Broadcast » Remote IP address specification

* IP Address Conversion When client: Specify the IP address of the remote Unit (server).
When server: Specify IP addresses of clients permitted to con-
nect.

* Automatic FINS node address allocation:
Specify automatic allocation of client FINS node addresses.
* Keep-alive:
Specify whether remote node keep-alive is to be used.
TCP/IP Setting
* Remote node keep-alive time
Internal table This a table of correspondences for remote FINS node addresses, remote IP addresses, TCP/
UDP, and remote port numbers. It is created automatically when power is turned ON to the
PLC or when the Ethernet Unit is restarted, and it is automatically changed when a connection
is established by means of the FINS/TCP method or when a FINS command received.
The following functions are enabled by using this table.
¢ |P address conversion using the FINS/UDP method

* Automatic FINS node address conversion after a connection is established using the FINS/
TCP method

» Automatic client FINS node address allocation using the FINS/TCP method
* Simultaneous connection of multiple FINS applications
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8-2 FINS/UDP Method

8-2-1 Overview
FINS/UDP Features

FINS/UDP Frame Format

200

The FINS/UDP method is a FINS communications method that uses the UDP/
IP protocol. UDP/IP is a connectionless communications protocol. When a
message is sent from one node to another, the two nodes have an equal rela-
tionship and there is no clear connection. If using TCP is like making a tele-
phone call, then UDP is more like delivering a memo by hand. Although the
UDP protocol is fast, data communications are less reliable than with TCP.

In particular, when sending large amounts of data involving significant routing,
the user must program measures, such as retries, into applications in order to
improve reliability.

Node Node

Data transmission 1

\

Data transmission 2

\

Data transmission 3

A

Data is sent in one direction, with no
confirmation of whether the data was
received. Because there are few procedures
involved, data can be sent at high speed but
with less reliability than with TCP.

The FINS/UDP method has the following features:

* Because FINS/UDP is a connectionless protocol, there is no limit to the
number of corrections.

* FINS/UDP can be used for broadcasting.
* When data is sent via an IP network with multiple layers (such as the
Internet), communications reliability drops.

The following diagram shows the structure of a UDP packet used for sending
and receiving data on an Ethernet network.

I Ethernet Ver. 2 | P |UDP | FINS frame | FCS I
N J

vV
UDP packet

As the diagram shows, a nested structure is used with the FINS/UDP method,
i.e., Ethernet Ver. 2, IP frame, UDP frame, and FINS frame. A UDP data sec-
tion (FINS frame) that exceeds 1,472 bytes is split into packets for transmis-
sion. The split UDP data is then joined automatically at the UDP/IP protocol
layer. There is normally no need to pay attention at the application layer to this
split, but it may not be possible to send 1,472-byte UDP packets over an IP
network with multiple layers. When using the FINS communications service in
a system such as this, select the FINS/TCP method.
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UDP Port Numbers for The UDP port number is the number for UDP to identify the application layer
FINS/UDP (i.e., the FINS communications service in this case). When communications
are executed by UDP/IP, this port number must be allocated to the communi-
cations service.
The default setting for the UDP port number (i.e., the UDP port number of the
EtherNet/IP Unit or built-in EtherNet/IP port) is 9600. To set another number,
set the number on the FINS/UDP Tab Page of the CX-Programmers Edit
Parameters Dialog Box.
At the EtherNet/IP Unit or built-in EtherNet/IP port, a UDP/IP frame received
with a FINS/UDP port number is recognized as a FINS frame.

Procedure for Using FINS/UDP
1,2,3... 1. Make the basic settings.

Refer to Initial Settings in 3-1-1 Procedures.

2. Keep the CX-Programmer connected online, right-click the EtherNet/IP
Unit or built-in EtherNet/IP port in the PLC 10 Table Dialog Box, and select
Edit - Unit Setup. Set the following in the CPU Bus Unit Setup Area from
the FINS/UDP Tab Page of the Edit Parameters Dialog Box.

¢ |P Address Conversion
* FINS/UDP Port No. (Default: 9600)

* IP Address List (Set only when the conversion method is set to IP ad-
dress table.)
* Dynamic Change of remote IP addresses
3. Select Transfer to PLC from the PLC Menu and click the Yes Button. The

setting data will be transferred to the CPU Bus Unit System Setup Area in
the CPU Unit.

4. Make the routing table settings and transfer them to each PLC. (See note.)
Set the routing tables with CX-Integrator, and transfer it to each PLC.

5. Create a ladder program that includes the SEND(090), RECV(098), and
CMND(490) instructions.
Note  Routing tables are required in the following situations:

* When communicating with a PLC or computer on another network (e.g.,
remote programming or monitoring using FINS messages or a CX-Pro-
grammer).

* When multiple Communications Units are mounted to a single PLC (i.e.,
CPU Unit).

* When routing tables are used for one or more other nodes on the same
network.

It is not necessary to set routing tables if one Communications Unit is
mounted to the PLC and the nodes are connected as one network.
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8-3 FINS/TCP Method

8-3-1 Overview

FINS/TCP Features
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The FINS/TCP method is a FINS communications method that uses the TCP/
IP protocol. TCP/IP is a connection-type communications protocol. Before a
message is sent from one node to another, it is necessary to establish a vir-
tual circuit, i.e., a connection. Once a connection has been established, com-
munications are quite reliable. The arrival of data that is sent via the
connection is confirmed by an acknowledgement (ACK) response, and retries
are executed automatically as required.

When FINS/TCP is used, it must be determined which node is the server and
which nodes are the clients.

For communications between a personal computer and a PLC, the computer
should normally be set as the client and the PLC as the server. For communi-
cations between two PLCs, either one can be set as the client and the other
as the server.

Node Node
(Client) (Server)

Request to establish a connection

Connection
—| established

Notification of establishing _ — —
connection _ _ - — 7

- - Acknowledgement

Data transmission 1

-

Acknowledgement _ _— - —

-
-

- —

An acknowledgement is received whenever a
connection is established or data is sent, so
transmissions are more reliable but somewhat slower.

Compared to the FINS/UDP method, the FINS/TCP method has the following
characteristics.

* Data transmission is more reliable, due to factors such as retry process-
ing at the TCP/IP layer. The FINS/TCP method is thus better suited to
dealing with communications errors in an IP network that spans several
layers.

* Remote clients can be restricted by means of settings at the server (i.e.,
the server can be protected from access by non-specified IP addresses).

* Broadcasting cannot be used.

* TCP/IP has various retry procedures, and this tends to lower its perfor-
mance in comparison with UDP/IP.

* There is a limit to the number of connections that can be made (i.e., 16
connections maximum), and any given node can communicate only with
up to 16 other nodes at a time.
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FINS/TCP Frame Format

TCP Port Number for
FINS/TCP

FINS/TCP Connection
Numbers

* After a FINS/TCP connection (connection number, remote IP address)
has been set in the FINS/TCP Tab Page of the Network Configurator’s
Edit Parameters Dialog Box, it can be dynamically changed from the lad-
der program using a FINS command (i.e., FINS/TCP CONNECTION
REMOTE NODE CHANGE REQUEST).

The following diagram shows the structure of a TCP packet sent over an
Ethernet network.

Ethernet Ver. 2 IP TCP FINS/TCP header FINS frame FCS

\4
TCP packet

As the diagram shows, a nested structure is used with the FINS/TCP method,
i.e., Ethernet Ver. 2, IP frame, TCP frame, FINS/TCP header frame, and FINS
frame. A TCP data section (FINS/TCP header + FINS frame) that exceeds the
segment size (default setting of 1,024 bytes in the EtherNet/IP Unit or built-in
EtherNeVIP port, with automatic adjustment for optimum values between the
nodes) is split into TCP packets for transmission. The split TCP data is then
joined automatically at the remote node's TCP/IP protocol layer. The TCP/IP
protocol layer, however, cannot determine where the data has been split, so
the TCP data sections from multiple packets are all joined together. Therefore,
when using the FINS/TCP method, FINS/TCP headers must be added at the
beginning of FINS frames in order to serve as FINS frame delimiters. The
length of the data in the following FINS frame is stored in the header, allowing
the frame to be separated out by the remote node. With the EtherNet/IP Unit
or built-in EtherNet/IP port and FinsGateway (Ver. 2003 or higher) the appro-
priate frames are separated out automatically, so there is normally no need to
be pay attention to it at the application layer.

The TCP port number is the number for TCP to identify the application layer
(i.e., the FINS communications service in this case). When communications
are executed using TCP/IP, this port number must be allocated for the com-
munications service.

The default setting for the TCP port number (i.e., the TCP port number of the
EtherNet/IP Unit or built-in EtherNet/IP port) is 9600. To set another number,
make the setting for the FINS/TCP port on the FINS/TCP Tab Page of the CX-
Programmer’s Edit Parameters Dialog Box.

The FINS/TCP port number set in the FINS Configuration Tab Page is used by
the FINS/TCP server's TCP socket. The FINS/TCP client's TCP socket uses
any TCP port number that can be used at that node. (With the EtherNet/IP
Unit or built-in EtherNet/IP port and FinsGateway (Ver. 2003 or higher), an
unused TCP port is automatically detected and utilized.)

At the EtherNet/IP Unit or built-in EtherNet/IP port, a TCP/IP frame that is
received is recognized as a FINS frame, according to the remote TCP port
number in the frame.

FINS/TCP allows up to 16 FINS/TCP connections to be established simulta-
neously, and these 16 connections are managed at the EtherNet/IP Unit or
built-in EtherNet/IP port by connection numbers. When setting FINS/TCP con-
nection settings in the FINS/TCP Tab Page of the Network Configurator’s Edit
Parameters Dialog Box, set them individually using these connection num-
bers.
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FINS/TCP Connection Status (Word n+24)

While a connection with a remote node is established, the bit corresponding to
the FINS/TCP connection status turns ON in the section of the CPU Bus Unit
words allocated in the CIO Area. The bit turns OFF if the connection is termi-
nated by a communications error or a FINS command (i.e., FINS/TCP CON-
NECTION REMOTE NODE CHANGE REQUEST).

15 14 13 12 11 10 09 08 07 06 05 04 03 02 01 00

n+24

*: Bit 15 corresponds to connection No. 16, bit 00 to connection No. 1, etc.

Note  The starting word of the FINS/TCP Connection Status Area is different in the
CS1W-ETN21 and CJ1W-ETN21 Ethernet Units; it is n+23 in the Ethernet
Units. If a ladder program using FINS/TCP communications was created for
Ethernet Units, and is being reused for EtherNet/IP Units and built-in Ether-
Net/IP ports, change the word starting word address for this area from n+23 to

n+24.
FINS/TCP With FINS/TCP, FINS node addresses are exchanged immediately after a
Communications connection is established. This makes it possible to determine the FINS node
Procedure addresses to which the 16 connection numbers, and to manage them in an
internal table.
Personal computer Ethernet/IP Unit
(Client) (Server)
Example: Example:
IP address C IP address S
FINS node number A FINS node number B
[ Passive open ]
( Active open } Connection request (C—S) > Connection established
y
[ Connection established }: :{ Connection established ]
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! -

[ Local node No. sent } FINS node number A sent :{ Remote node No. received]

l l FINS node numbers exchanged
[Remote node No. received }: FINS node number B sent { Local node No. sent ]

h 4 A 4

N

[ FINS frame sent ] ________________ -[ FINS frame sent ]

DRSS Full duplex communications ~=====--_ -

, > Normal data communications

v v 4

After a connection has been established as a FINS/TCP server, it is termi-
nated in the following ways.

* When the connection is closed by the client.

* When a FINS command to close the connection (FINS/TCP CONNEC-
TION REMOTE NODE CHANGE REQUEST) is sent by the client.

* When there is no response from the client when the keep-alive function is
in effect.
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Note

Procedure for Using FINS/TCP
1,2,3...

Note

After a connection has been established as a FINS/TCP client, it can be termi-
nated in the following ways.

* If the connection is closed by the server.
* If there is no response from the client when the keep-alive function is in
effect.

Even if the connection is closed at the FINS/TCP client, requests continue to
be made to the FINS/TCP server every few seconds to open a connection.

After the EtherNet/IP Unit or built-in EtherNet/IP port is powered up or
restarted, the IP address for the connection used as the FINS/TCP client is
the remote IP address that was set in the FINS/TCP Tab Page of the CX-Pro-
grammer’s Edit Parameters Dialog Box. To dynamically change the remote IP
address (i.e., during CPU Unit operation), execute the CMND(490) instruction
in the ladder program and send a FINS command (FINS/TCP CONNECTION
REMOTE NODE CHANGE REQUEST; command code: 27 30 hexadecimal)
to the EtherNet/IP Unit or built-in EtherNet/IP port.

1. Make the basic settings.
Refer to Initial Settings in 3-1-1 Procedures.

2. Make the following settings on the FINS/TCP Tab Page of the CX-Pro-
grammer's Edit Parameters Dialog Box.

e FINS/TCP port (default: 9600)

* Server/Client: Specifies whether the connection will operate in FINS/
TCP server mode or client mode.

* Target IP address for client: Specifies the IP address of the target
FINS/TCP server.

e Target IP address for server: Specifies allowed client IP addresses
when protection is enabled.

» Automatically allocated FINS node address for server: Specifies the
address to allocate when automatically allocating a FINS node ad-
dress to the target FINS/TCP client.

» Keep-alive: Specified whether to use the keep-alive function.
Note Normally this function is used and the option is selected.
* Enable protect via IP address:
Note Select this option only when protecting as the server.

3. Select Transfer to PLC from the PLC Menu and click the Yes Button. The
setting data will be transferred to the CPU Bus Unit System Setup Area in
the CPU Unit.

4. Make the routing table settings and transfer them to each PLC. (See note

1)

Set the routing tables with CX-Integrator, and transfer it to each PLC.

5. Create a ladder program that includes the SEND(090), RECV(098), and
CMND(490) instructions.

(1) Routing tables are required in the following situations:

* When communicating with a PLC or computer on another network
(e.g., remote programming or monitoring using FINS messages or a
CX-Programmer)

* When multiple Communications Units are mounted to a single PLC
(i.e., CPU Unit)

205



FINS/TCP Method Section 8-3

* When routing tables are used for one or more other nodes on the same
network

It is not necessary to set routing tables if one Communications Unit is
mounted to the PLC and the nodes are connected as one network.

(2) If EtherNet/IP is selected for CX-Programmer communications, FINS
message communications and remote programming/monitoring from the
CX-Programmer will be possible as long as CIP routing is possible for the
entire communications path. Routing tables do not need to be set. If FINS
messages are sent from a PLC, however, then routing tables must be set.

206



Routing Tables Section 8-4

8-4 Routing Tables

When the FINS communications service is used, routing tables must be cre-
ated in advance. Routing tables are required in the following circumstances.

* When communicating with a PLC or computer on another network (e.g.,
remote programming or monitoring using FINS messages or a CX-Pro-
grammer)

* When multiple Communications Units are mounted to a single PLC (i.e.,
CPU Unit).

* When routing tables are used for one or more other nodes on the same
network.

It is not necessary to set routing tables if one Communications Unit is
mounted to the PLC and the nodes are connected as one network. The rout-
ing tables are required not only for nodes communicating via the FINS com-
munications service but also for all relay nodes on the network.

8-4-1 Routing Table Overview

The routing tables describe the transmission path for FINS messages when
the FINS communications are used. It consists of two tables: A local network
table and a relay network table.

Local Network Table The local network table is a table describing the correspondences among unit
numbers of the Communications Units and Boards mounted to each node.
Example
Unit #04
Unit #05
Unit #06
/ Unit #07 Local Network Table
/_ Local network | Unit number
address
1 04
1 2 05
I:I [ 3 06
J\ /\ /\ /\ Network #1 4 07
JAVAVA Network #2
/ \ Network #3
\ Network #4

Note 1. The unit number is set (0 to F: 1 to 15) using the rotary switch on the front
of the EtherNet/IP Unit (built-in port).

2. The network address is the number of the network (1 to 127) to which the
Communications Unit or Board is connected. It is set when the local net-
work table is created.

Relay Network Table A relay table is a table that shows the nodes to which data should be sent first
in order to send data to a network that is not connected to the local node. It
shows the correspondence between the address of the final destination net-
work, and the network address and node address of the first relay point of the
path to reach there. When internetwork communications are carried out, the
end network can be reached by following the relay points.
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The following example shows routing tables for sending data from PLC #1 (the
local node: network address 1, node address 1) to PLC #4 (the destination
node: network address 3, node address 2).

Node #2
PLC #3 i
(rolay node) / 10 PLG #4 (destination node)
PLC #1 (local node) PLC #2 (relay node) =~ Node #1
T }Node #1 T -Node #2 Unit #1 T*1 Node #2
ode #1 N
A X . 7 7
k Network #1 Network #2 iNetwork #3 /
5
PLC #1 PLC #2 PLC #3 End network
relay network table relay network table local network table
Local
End  |Rel Rel i
Egtc\jfvork r?eetl\;avil)rk nglj%y network |network | node ggg"r’ggé HLTrITtwber
2 1 3 g 3 2 2 2 0
To go to network #3,1
3 1 3 first go to node #2 at 3 1
network #2. .
To go to network #3, (To go to network #3 (The network is the same,
first go to node #3 at according to the local SO 90 to node #2 at network #3.)
network #1. network table, go

Note

through unit
number 1 of the local
CPU Rack.)

In the above example, the routing tables required for a message to reach PLC
#4 from PLC #1 are shown. Additional settings would be required in the rout-
ing tables for a message to reach PLC #1 from PLC #4. Refer to 8-4-3 Rout-
ing Table Setting Examples for routing table setting examples.

8-4-2 Connecting and Using a Peripheral Device for the PLC
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Note

Routing tables must be created by a CX-Integrator connected to the PLC.
(They cannot be created using a Programming Console.) For details on how
to connect and use the CX-Integrator, refer to the CX-Integrator Operation
Manual (W445). (CX-Integrator is automatically installed when CX-One is
installed.)

1. When routing tables are transferred from the CX-Integrator to the PLC, all
of the CPU Bus Unit are reset so that the routing tables that have been cre-
ated can be read and enabled. Before transferring the routing tables, con-
firm that there will be no problems in the system when the CPU Bus Units
are reset.

2. To transfer routing tables for multiple nodes to a PLC in one batch, connect
the CX-Integrator to a PLC with only one Communications Unit mounted.
Routing tables cannot be transferred to other nodes from a PLC with mul-
tiple Communications Units mounted.

3. Routing tables can only be transferred as a batch to multiple nodes within
the same network as the PLC to which the CX-Integrator is connected.
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8-4-3 Routing Table Setting Examples

m Example 1: Local Network Table for a PLC With Multiple Units Mounted

This example shows the local network table settings for a PLC to which multi-
ple CPU Bus Units are mounted.

Ethernet (EtherNet/IP) network Controller Link network
(Network #A) (Network #B)
T E clp PS: Power S_upply Unit
I Pls CPU: CPU Unit
u EIP: EtherNet/IP Unit

CLK: Controller Link Unit

—»| XroO

Unit #a Unit #b

Local Network Table

No. | Local CPU Bus
network | Unit
1 A a
2 B b

m Example 2: Three Interconnected Networks

This example shows the relay network table settings for three different inter-
connected networks.

Relay Network Table

End Rel
No nglwork nei\;av)érk Node
PLC #1 1 B A b
................................. 2 C A b
— "Node #a
Network #A PLC #2
L Node 55 | 1 | c | B | e |
— Node #c
PLC #3 1 A B c
................................ 2 B
Network #B | Nods #d (o]
PLC #4
LI Node #8 (1] ~ | 8 | ¢ |
— Node #f
Network #C PLC #5 ] A c ;
.................................. 2 B C f
4 Node #g

In the table for PLC #3, for example, if network #A is taken as the end net-
work, then network #B becomes the relay network and node #c becomes the
relay node. If network #C is taken as the end network, then network #B still
becomes the relay network and node #e becomes the relay node.
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m Example 3: All Nodes

This example uses the following configuration to show the routing tables for all

nodes.

P
Node #3
Network #20 I—Ll

Unit#5 [E P(l{)c

Node #6 [P I Network #10
Unit#3 | | HnictI #15
Node #4 |C|E E[S ode
nit#2 |50 @ | VYT | Unit#r

Node #15
,—|—| Network #30

PLC Sl pLc S| pc | (8] PLC
K @ | k©® | ko]
Unit #0 Unit #1 Unit #5 Unit #6
Node #1 Node #2 Node #5 Node #10

PLC #1 Routing Table

(Local network table)

(Relay network table)

No| Local CPU Bus End Relay Relay

Ol network |Unit No. Noj network | network  node
1 010 05 1 020 010 004
2 2 030 010 005
3 3

PLC #2 Routing Table

(Local network table) (Relay network table)

Local CPU Bus End Relay Relay

O} network | Unit No. o] network | network  node
1 010 03 1 030 010 005
2 020 02 2
3 3

PLC #3 Routing Table

(Local network table) (Relay network table)

Local CPU Bus End Relay Relay

No.| network | Unit No. No.| network | network  node
1 010 04 1 020 010 004
2 030 07 2
3 3

PLC #4 Routing Table

(Local network table) (Relay network table)

N Local CPU Bus End Relay Relay
| network | Unit No. No.| network | network node
1 020 00 1 010 020 003
2 2 030 020 003
3 3

PLC #5 Routing Table
(Local network table)

(Relay network table)

N Local CPU Bus End Relay Relay
©-| network | Unit No. No.| network | network  node
1 020 01 1 010 020 003
2 2 030 020 003
3 3
PLC #6 Routing Table
(Local network table) (Relay network table)
No. | Local CPU Bus End Relay Relay
-] network | Unit No. No.| network | network  node
1 030 05 1 010 030 015
2 2 020 030 015
3 3
PLC #7 Routing Table
(Local network table) (Relay network table)
Local CPU Bus End Relay Relay
No.[ network | Unit No. No.| network | network  node
1 030 06 1 010 030 015
2 2 020 030 015
3 3

Section 8-4
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8-5 Using FINS Applications
8-5-1 CX-Programmer (CX-Server)

The following examples show how to connect online from a CX-Programmer
on an Ethernet network to a PLC on the Ethernet network.
m System Configuration Example 1: No Routing

In this example, an online connection is made by FINS/UDP to a PLC on an
Ethernet network (PLC1 in the diagram below) from a CX-Programmer/CX-
Integrator connected to the Ethernet network.

Conditions
* FINS/UDP method
* IP Address Conversion: Automatic (Dynamic) generation method

CX-Programmer/CX-Integrator

Node number: 1 EtherNet/IP Unit
IP address: 192.168.250.1

IP address conversion: Automatic
— generation method (dynamic)

EtherNet/IP Unit node number: 2

Ethernet port .
EtherNet/IP Unit IP address: 192.168.250.2

o

| hTarget: PLC1
| s .

Ethernet or EtherNet/IP (Network address: None)
FINS/UDP method

CX-Programmer's Change PLC Dialog Box

Settings for target PLC (PLC1)'s Change PLC Dialog Box Setting
PLC name PLCA
Network classification Ethernet
Network Tab Page FINS transmission source address 0

FINS destination Network number |0
Node address 2

Frame length 2,000 bytes
Response monitor time 2 seconds
Driver Tab Page Workstation node address 1
Automatic generation method Not selected
IP address 192.168.250.2 (Eth-

erNet/IP Unit or
built-in EtherNet/IP
port IP address)

Port number 9600

CX-Programmer's FINS/UDP Tab Page in Edit Parameters Dialog Box

ltem Setting
FINS/UDP Port Default (9600)
IP Address Conversion Automatic (Dynamic) generation method
IP Router Table None
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Example: Inputs to the CX-Programmer's Setup Window
Example: Change PLC Settings

Change PLC E|
Device Mame
| MewPLC|
Device Tupe
|CS1G/CIG ~|  Settings..
Metwork Type
| Ethernet ﬂ Settings...
Caomment

Ok | Cancel | Help

Example: Network Settings (Network Tab Page)

)

Metwork Settings [Ethernet]

Metwork ] Ciriver l
FIMNS Source Address

Metwark: |0 _%I _|:| _|:|

FIMS Destination Address
Metwark: |0 _%I Mode: |0 J;l _|:I

Frame Length Responze Timeout [3)

= cw

Ok | Cancel Help

Note = When FinsGateway is selected as the network type, make sure that the frame
length is set to 2,000 bytes max.
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Example: Network Settings (Driver Tab Page)

Network Settings [Ethernet] @

Metwork,  Driver ]
YWork station Mode Murmber

=

[T Auto-detect

IP Address Port Mumber
| 192 . 168 . 250 . 2 (9600

Cancel

o]

Help

m System Configuration Example 2: Using Routing Tables

In this example, an online connection is made via the Ethernet to a PLC on a
Controller Link network (PLC 3 below) from a CX-Programmer/CX-Integrator

connected to the Ethernet network.
Conditions
e FINS/UDP method

¢ |P address conversion: Automatic generation method (dynamic)

Controller

CX-Programmer/CX-Integrator
Link Unit

EtherNet/IP Unit

Node address: 1
IP address: 192.168.250.1

L~

™ Ethernet port

Gateway between networks
PLC1

Controller Link Unit

T[]

Node address 2

Ethernet or EtherNet/IP
(network address 1)

Routing
according to
routing table

Target PLC

EtherNet/IP Unit node address: 2
EtherNet/IP Unit IP address: 192.168.250.2
EtherNet/IP Unit unit number: 0

Controller Link Unit node address: 1
Controller Link Unit unit number: 1

IP address conversion: Automatic generation method (dynamic)

Controller Link Unit

Routing to final network address 2
requires relaying through node
address 2 of relay network address
1 (EtherNet/IP Unit).

CX-Programmer's Change PLC Dialog Box

Controller Link (network address 2)

Settings for target PLC (PLC3)'s Change PLC Dialog Box Setting
PLC name PLC3
Network classification Ethernet
Network Tab FINS destination | FINS transmission 1
Page source address

Network number 2

Node address 3
Frame length 2,000 bytes
Response monitor time 2 seconds
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Settings for target PLC (PLC3)'s Change PLC Dialog Box Setting
Driver Tab Page |Workstation node address 1
Automatic generation method Not selected
IP address 192.168.250.2 (Eth-

erNet/IP Unit or
built-in EtherNet/IP
port IP address)

Port number 9600

CX-Programmer's FINS/UDP Tab Page in Edit Parameters Dialog Box

Same as for System Configuration Example 1.

Routing Table Settings and Transfer to Each PLC

Set the routing tables with CX-Integrator, and transfer them.
1.

Using CX-Integrator, connect online, and select Routing table — Settings.
Then create FINS local routing tables (a local network table and a relay
network table).

Example: PLC 1 Routing Table Settings
Local Network Table

Unit number Local network number

0 1

1 2

Relay Network Table

None

Example: PLC 2 and PLC 3 Routing Table Settings
Local Network Table

Unit number Local network number

0 2

Relay Network Table

In order to relay from PLC2/3 to the final network number 1, it is necessary
to relay via node address 1 (i.e., the Controller Link Unit) on relay network
number 2.

Final network number | Relay network number Relay node address

1 2 1

Save the routing table file (File - Save local routing table file).

Next, to connect online, select Communication Settings from the Net-
work Menu. For each PLC, register a PLC with a direct serial connection
(node address: 0), and select it.

With the CX-Integrator, select Work Online from the Network Menu.

Select Tools - Start Routing table, read the saved file, and select Op-
tions - Transfer to PLC. Click Yes to transfer the routing tables to the con-
nected PLC.
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8-5-2 FinsGateway

FinsGateway Ver. 2003 must be used to communicate using FINS/TCP
between applications serving as communications drivers and CS1W-EIP21,
CJ1W-EIP21, CJ2H-CPULII-EIP, or CJ2M-CPU3L] EtherNet/IP Units.

FinsGateway Ver. 3.1 or lower versions can be used, however, when commu-
nicating by the FINS/UDP method only.

m Overview of Setup Methods

1. Starting FinsGateway Settings
Select FinsGateway — FinsGateway Setup to start the FinsGateway Setup.

2. ETN_UNIT Driver Setup

1. Double-click on ETN_UNIT in the settings for the network and Unit. The fol-
lowing ETN_UNIT Properties Window will be displayed.

* Network Tab Page

ETN_UNIT Properties (%]

omrmurication Lnit ] UDP nodes ] TCP nodes ]

Metwork number: 0
Loczal node number: 100
Communication unit number: |17

OF. | Cancel | |

* Network number Set the network number for the personal computer
(Ethernet port).
¢ | ocal node address Set the personal computer (Ethernet port) node

address (1 to 254) on the Ethernet network.

* Communication unit number  Set the unit number in decimal (16 to 31) for the per-
sonal computer (Ethernet port).
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e Communication Unit Tab Page

ETN_UNIT Properties [X]

UDP port number; 3800

Frimary [P address:
IPAddress: 192.168.250.30 DHCF: FALSE

l UoF nu:u:les] TCP nodes ]

| IntelfR] PRO/100VE Network Connection - Packet 5cheduler |

FIMNS-IP Corvverzion
" Automatic generation[Dynamic)
™ Autornatic generation(Static:Donat support DHCP client]

" |P table + automatic generation
fs |P address table

=
oK | Cancel |
* UDP port number Set the local UDP port number for the personal com-

* Priority Network Card

¢ FINS - IP address conver-
sion

puter (Ethernet port). The default is 9600.

If multiple Network Cards are mounted at the personal
computer, select the Network Card that is to be given
priority.

Set the IP address conversion method.

* UDP Nodes Tab Page: Automatic Generation Method (Dynamic or Passive)

ETN_UNIT Properties X

Metwork, number:

Ahout ] Network] Communication Unit - UOP nodes ] TCP nndes]

0 MHetwork type:  Ethemet

Mode .. | |P address todel

Automatically Conversion
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* UDP Nodes Tab Page: IP Address Table Method or Combined Method

ETN_UNIT Properties X
#bout | Metwork | Communication Unit - UDP nodes ] TCF nodes |
Metwork number; 0 Metwork type:  Ethemet

Mode ... | IP address todel
< | =
Add | Delete | Property | Explore |
0K | Cancel | Apply |

Click the Add Button, and then set the IP address table in the following Ether-
net Node Definition Dialog Box.

Ethernet Node Definition [g|

MHode number: ]
|

| E
IF address: IEI_ ID_ IEI_ IEI_

I—

-

0K | CancellC) |

*Node address: Set the remote FINS node address.
¢ |P address: Set the remote IP address.
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* TCP Nodes Tab Page

ETN_UNIT Properties [X]

#bout | Metwork | Commurication Unit | UDP nodes TP nodes l

Metwork number: 0 Metwork type:  Ethemet

Mode ... | |P address tiodel Fort ho | Keepdlive

Add | Delete | Property |

0K, | Cancel | Apply

Click the Add Button, and then set the IP address table in the following Ether-
net Node Definition Dialog Box.

Ethernet Node Definition

MHode number: I

IP address: IEI_ IEI_ IEI_ IEI_

TLCP =etting

TCP port nurmber |0

keep-alive B

oK | Cancel) |

*Node address: Set the remote FINS node address.
¢ |P address: Set the remote IP address.

¢ Destination port number:  Set the FINS/TCP port number for the remote node.
Normally the PLC's default setting of 9600 should be
specified.

* Keep-alive setting: Sets the keep-alive function. Normally this should be
selected.

3. Starting FinsGateway ETN_UNIT Service

Select ETN_UNIT from Services under the Basic Tab in the FinsGateway
Setup Window, and then click the Start Button.
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m System Configuration Example 3: Connecting the CX-Programmer Online
Using the FINS/TCP Method

In this example, an online connection is made by FINS/TCP to a PLC on an
Ethernet network (PLC1 in the diagram below) from a CX-Programmer/CX-
Integrator connected to the Ethernet network.

Conditions

¢ FINS/TCP method

CX-Programmer/CX-Integrator

IP address: 192.168.250.1

FinsGateWay Version 2003

Node number: 1 EtherNet/IP Unit

IP address conversion: Automatic generation method (dynamic)
EtherNet/IP Unit node number: 2

EtherNet/IP Unit IP address: 192.168.250.2

0 Target: PLC1

I\Ethernet port

Ethernet or EtherNet/IP (Network number: none)
FINS/TCP method

CX-Programmer's Change PLC Dialog Box

Settings for target PLC (PLC1)'s Change PLC Dialog Box Setting
PLC name PLCH
Network classification FinsGateway
Network Tab FINS destination Network number 0
Page Node address 2

Frame length 2,000 bytes
Response monitor time 2 seconds

CX-Programmer's FINS/TCP Tab Page in Edit Parameters Dialog Box

Item

Setting

FINS/TCP Port

Default (9600)

IP Router Table

None

Not set. (All defaults are used.)

FinsGateway ETN_UNIT Setup

TCP Nodes Tab Page: Ethernet Node Definition Dialog Box

Item

Setting

Node address

2

IP address

192.168.250.2

Destination port number | 9600

Keep-alive setting

Selected (yes)
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8-6 Communicating between OMRON PLCs

FINS commands can be sent from the CPU Unit of a PLC by using the
SEND(090), RECV(098), and CMND(490) instructions.

SEND(090): Writes I/O data from the local node to another node.

RECV(098): Reads I/O data from another node to the local node.
CMND(490): Issues FINS commands for controlling operations such as send-
ing and receiving I/O memory data to and from other nodes, reading informa-
tion regarding other nodes, and so on.

8-6-1 Communications Specifications

The following table shows the specifications for PLC communications using
the SEND(090), RECV(098), and CMND(490) instructions.

Item Specifications
Destination 1:1 SEND(090), RECV(098), CMND(490) instructions
1:N SEND(090), CMND(490) instructions (broadcasting)
Data length SEND(090):

990 words (1,980 bytes) max.; broadcasting:

727 words (1,454 bytes)

RECV(098):

990 words (1,980 bytes) max.

CMND(490):

1,990 bytes max.; broadcasting: 1,462 bytes (after FINS com-
mand code)

Data contents The following data is sent and received with the execution of
each instruction.

SEND(090):

Sends request for remote node to receive data, and receives
response data.

RECV(098):

Sends request for remote node to send data, and receives
response data.

CMND(490):

Sends any FINS command and receives response data.
Communications | Ports 0 to 7 (Eight transmissions can occur simultaneously.)
port number

Response moni- | 0000:

tor time 2 s (default)

0001 to FFFF:

0.1 to 6,553.5 s in 0.1-s increments (specified by user)

Number of retries |0 to 15 retries

Note 1. The maximum data length is limited to 512 bytes for data exchange be-
tween the PLC and SYSMAC LINK Systems or the PLC and SYSMAC
BUS/2 Remote I/0O Systems.
2. When broadcasting, do not require a response.
Use the FINS/UDP method for broadcasting.
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8-6-2 PLC Communications Data Areas

Note

The following table shows the I/0O data areas involved when SEND(090) and

RECV(098) are used.

Area Range
CIO Area CIO 0000 to CIO 6143
Work Area WO000 to W511
Holding Area HO000 to H1535
Auxiliary Area A000 to A959 (See note 1.)
Timer Area TIMOO0O0O to 4095
Counter Area CNTO0000 to 4095
DM Area D00000 to D32767
EM Area E00000 to E32767 (See note 2.)

1. Data cannot be written to words A00O to A447 in the Auxiliary Area.

2. A maximum of 13 banks in the EM Area can be used for a CS1/CJ1 CPU
Unit. A maximum of 25 banks in the EM Area can be used for a CJ2H CPU
Unit. A maximum of 4 banks in the EM Area can be used for a CJ2M CPU
Unit. For details regarding the EM Area, refer to the operation manual for
the PLC that is used. Refer to the operation manual for your CPU Unit to

confirm EM Area support.
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8-6-3 Using SEND(090), RECV(098), and CMND(490)

SEND(090)

222

(@)SEND(90)

S

D

C

Make the settings shown below when using the SEND(090), RECV(098), and
CMND(490) instructions in the user’s ladder-diagram program in the PC.

The SEND(090) instruction sends the data in n number of words, starting from
the beginning word S at the local node, to the words starting from the begin-
ning word D at the remote destination node (node address N).

Local node Destination node number N
15 0 15 0
S| D—
Number = n
: of words :
(n)

S: Local node beginning word

D: Destination beginning word
C: First word of control data (below)

15 0 15 10 87 3 0
T T T
ol 1T T T ] o[ [0 ] [ o] ]
— — )
Number of words (n) I_ L Numlk__)%qof ;etrles
. 0to ex): 0 to 15 retries
0001 to 03DE (Hex): 1 to 990 words Communications port number: 0 to 7
15 11 87 , 0
chf o o | | | Response
R B 0: Required.
Destination network number 1: Not required.
(Hex): Local network
01 to 7F (Hex): 1to 127
15 11 87 0
T | T | Cid T T T |
C+2 ) | + 1 1 1
Destinlation unit address L Response monitor time
00 (Hex): CPU Unit 0000 (Hex): 2 s
2 t(0 ?Q:-(Hex): i #Ont'o 5 0001 to FFFF (Hex): 0.110 6,553.5 s
E1 (Hex): Inner Board (in units of 0.1 s)
FE (Hex): Unit connected to network

Destination node number N
00 to FE (Hex): 0 to 254

The same data can be broadcast to all nodes on the network by
setting the destination node number to FF (Hex).

The range of node addresses is different for networks other than Ethernet.

Note

The message service does not guarantee that a message will reach the desti-
nation node. A message may be lost during transmission due to factors such
as noise. To prevent this from occurring when using message services, it is
common to set up retry processing at the node from which instructions are
issued. With the SEND(090), RECV(098), and CMND(490) instructions, retry
processing is executed automatically by specifying the number of retries, so
specify a number other than 0.
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RECV(098)

—| (@)RECV(98)

S

D

Cc

With the RECV(098) instruction, the data in m number of words, starting from
the beginning word S at the remote node (node address M) is received at the
words starting from the beginning word D at the local node.

Local node Remote node number N
15 0 15 0
[pR! s
Number
m of words
(m)
S: Remote node beginning word
D: Local beginning word
C: First word of control data (below)
15 0 15 10 87 3 0
T T T
ol ., . . | cwol[ o | | o]
Number of reception words (m) I_ L glt’gqg?hg()r?g't%ﬂ 5 retries
0001 to 03DE (Hex): 1 to 990 words Communications port number: 0 to 7
15 11 87 0
T
C*‘l 0 | 0 | ) | Response
o 0: Required.
Destination network number 1: Not required.
00 (Hex): Local network
01 to 7F (Hex): 1to 127
15 11 87 0
T | T | C+d T T T |
C+2 1 1 + 1 1 1
‘ T C P
Destination Unit address gggg?ﬂii)mfg'tor time
00 (Hex): CPU Unit :
10to 1F: (Hex):  Unit #0 to #15 0001 to FFFF (Hex): 0.1 t0 6,553.5 s
E1 (Hex): Inner Board (in units of 0.1 s)
FE (Hex): Unit connected to network

Remote node number M (send source)
00 to FE (Hex): 0 to 254

The range of node addresses is different for networks other than Ethernet.

Note

The message services function does not guarantee that a message will reach

the destination node. A message may be lost during transmission due to fac-
tors such as noise. In order to prevent this from occurring when using mes-
sage services, it is common to set up retry processing at the node from which
instructions are issued. With the SEND(090), RECV(098), and CMND(490)
instructions, retry processing is executed automatically by specifying the num-
ber of retries, so specify a number other than 0.
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CMND(490)

224

(@)CMND(490)

S

D

Cc

|

The CMND(490) instruction sends n bytes of command data, starting from the
beginning word S at the local node, to the node at node address N. the data in
m number of words, starting from the beginning word S at the remote node
(node address M) is received at the words starting from the beginning word D
at the local node.

Local node Destination node number N
15 0
S
Command
Com- Interpretation
mand
(S-1)| . . data: n
n : : bytes
2
L
T~ Response
D-
Re-
sponse
(D=1) : data: m
L bytes
5 o~

S: Beginning command storage word
D: Beginning response storage word
C: First word of control data (below)

15

T T T |

1 1 1

Number of bytes of command data (n)
0000 to 07C6 (Hex): 1 to 1,990 bytes

15

o I

Number of bytes of response data (m)
0000 to 07C6 (Hex): 1 to 1,990 bytes

15 11 87 : 0 15 10 87 3 0
oo 0 o | | sl o] o] |
inati L Number of retries
Destination network number .
00 (Hex): Local network I_ L 0 to F (Hex): 0 to 15 retries
01to 7F (Hex): 1to 127 Communications port number: 0 to 7
15 87 0
Response
C+3 | | 0: Required.
Y 1: Not required.
Destination Unit address
00 (Hex): CPU Unit 15 10 87 3 0
10 to 1F: (Hex): Unit #0 to #15 C45 T T T |
E1 (Hex): Inner Board 1 1 1
FE (Hex): Unit connected to network C P
Response monitor time
0000 (Hex): 2's
Destination node number N 0001 to FEFF (Hex): 0.110 6,553.5 s
(in units of 0.1 s)
00 to FE (Hex): 0 to 254

The same data can be broadcast to all nodes on the network by
setting the destination node number to FF (Hex).

The range of node addresses is different for networks other than Ethernet.

Note  The message services function does not guarantee that a message will reach
the destination node. A message may be lost during transmission due to fac-
tors such as noise. In order to prevent this from occurring when using mes-
sage services, it is common to set up retry processing at the node from which
instructions are issued. With the SEND(090), RECV(098), and CMND(490)
instructions, retry processing is executed automatically by specifying the num-
ber of retries, so specify a number other than 0.
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Commands Addressed to CS/CJ-series CPU Units

The following table provides a list of FINS commands that can be processed
by a CS/CJ-series CPU Unit. For details, refer to the CS/CJ-series Program-
mable Controllers Communications Commands Reference Manual (W342).
For details on FINS commands that can be processed by the EtherNet/IP Unit
or built-in EtherNet/IP port, refer to Appendix E FINS Commands Addressed
to EtherNet/IP Units or Built-in EtherNet/IP Ports.

Usage Command Name Function
code
MR SR
I/O memory area |01 01 MEMORY AREA READ Reads the contents of consecutive /0
access memory area words.
01 02 MEMORY AREA WRITE Writes the contents of consecutive I/O
memory area words.
01 03 MEMORY AREA FILL Writes the same data to the specified
range of I/O memory area words.
01 04 MULTIPLE MEMORY AREA READ Reads the contents of specified non-
consecutive /0O memory area words.
01 05 MEMORY AREA TRANSFER Copies the contents of consecutive 1/0
memory area words to another 1/0
memory area.
Parameter access |02 01 PARAMETER AREA READ Reads the contents of consecutive
(registered 1/0 parameter area words.
tables, routing 02 02 PARAMETER AREA WRITE Writes the contents of consecutive
tables, etc.) parameter area words.
02 03 PARAMETER AREA FILL (CLEAR) Writes the same data to the specified
range of parameter area words.
Program area 03 06 PROGRAM AREA READ Reads the UM (User Memory) area.
access 03 07 PROGRAM AREA WRITE Writes to the UM (User Memory) area.
03 08 PROGRAM AREA CLEAR Clears the UM (User Memory) area.
Operating mode 04 01 RUN Changes the CPU Unit’s operating
changes mode to RUN or MONITOR.
04 02 STOP Changes the CPU Unit’s operating
mode to PROGRAM.
Machine configura- | 05 01 CPU UNIT DATA READ Reads CPU Unit data.
tion reading 05 02 CONNECTION DATA READ Reads the model numbers of the device
corresponding to addresses.
Status reading 06 01 CPU UNIT STATUS READ Reads the status of the CPU Unit.
06 20 CYCLE TIME READ Reads the maximum, minimum, and
average cycle time.
Time data access |07 01 CLOCK READ Reads the present year, month, date,
minute, second, and day of the week.
07 02 CLOCK WRITE Changes the present year, month, date,
minute, second, or day of the week.
Message display |09 20 MESSAGE READ/CLEAR Reads and clears messages, and reads
FAL/FALS messages.
Access rights oC 01 ACCESS RIGHT ACQUIRE Acquires the access right as long as no
other device holds it.
oC 02 ACCESS RIGHT FORCED ACQUIRE | Acquires the access right even if
another device already holds it.
oC 03 ACCESS RIGHT RELEASE Releases the access right that has been
acquired.
Error log 21 01 ERROR CLEAR Clears errors or error messages.
21 02 ERROR LOG READ Reads the error log.
21 03 ERROR LOG POINTER CLEAR Clears the error log pointer.
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Usage Command Name Function
code
MR SR
File memory 22 01 FILE NAME READ Reads file memory data.

22 02 SINGLE FILE READ Reads a specified length of file data
from a specified position within a single
file.

22 03 SINGLE FILE WRITE Writes a specified length of file data
from a specified position within a single
file.

22 04 FILE MEMORY FORMAT Formats (initializes) the file memory.

22 05 FILE DELETE Deletes specified files stored in the file
memory.

22 07 FILE COPY Copies files from one file memory to
another file memory in the same sys-
tem.

22 08 FILE NAME CHANGE Changes a file name.

22 0A MEMORY AREA-FILE TRANSFER Transfers or compares data between the
I/O memory area and the file memory.

22 0B PARAMETER AREA-FILE TRANSFER | Transfers or compares data between the
parameter area and the file memory.

22 0oC PROGRAM AREA-FILE TRANSFER Transfers or compares data between the
UM (User Memory) area and the file
memory.

22 15 CREATE/DELETE DIRECTORY Creates or deletes a directory.

Debugging 23 01 FORCED SET/RESET Force-sets or force-resets bits, or
releases force-set status.

23 02 FORCED SET/RESET CANCEL Cancels all bits that have been force-set
or force-reset.

8-6-4 Writing Programs
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Programs incorporating the SEND(090),
instructions are generally created using the Communications Port Enabled
Flag and the Communications Port Error Flag as input conditions. CS/CJ-
series CPU Units have eight communications ports. Only one instruction can
be executed at any given port at one time, however, so the program must not
overlap the use of any of the ports. A program example is provided below.

RECV(098), and CMND(490)

Communications port

EtherNet/IP Unit

CPU Unit

B

H Instruction 2

t F—Instruction 3|

H Instruction 4

H Instruction 5

H Instruction 6

W o] Instruction 7
F----- H Instruction 8

There are eight communications ports, so up to eight
communications instructions can be executed at a time. The
number of messages that can be sent or received with a
single CPU Bus Unit service, though, is not more than two
each for the CPU Unit to the EtherNet/IP Unit and for the
EtherNet/IP Unit to the CPU Unit.
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Execution Communications
condition Port Enabled Flag (o]
I} |———H={ KEEP(011) A ——{Input A remains ON from start to completion of commu-
nications instruction.
Reset B
11 |
1
A . )
T Operand, | | Creates operand and control data in a given
area.
control data
created with
@MOQOV and
@XFER.
Communications E t icati instructi
instructions — Executes communications instructions.
@SEND
@RECV
@CMND
Communications
A Port Enabled Flag
T T Creates reset input. (Turns reset B ON
i I DIFU(013) B after execution of communications in-
struction.)
Communications
A Port Error Flag
| ]| () Send Error Flag display
\_/ (Retry can be executed.)
1
Execution Communications Exclusive control so execution is not simultaneous.
condition Port Enabled Flag A
L L 1 KEEP(011) C Use exclusive control so that no other communica-
L L =T tions instructions are started before execution of the
above communications instruction is complete.
Reset D |
Il
(Continued in same way.)

Note

The execution status of the SEND(090), RECV(098), and CMND(490) instruc-
tions is always reflected by the communications flags (i.e., the Communica-
tions Port Enabled Flag and the Communications Port Error Flag). The CS/
CJ-series CPU Unit’'s communications flags are allocated in the Auxiliary Area
as shown in the following table.

Address
Bits
Bit 7: Port 7
Bit 6: Port 6
Bit 5: Port 5
Bit 4: Port 4
Bit 3: Port 3
Bit 2: Port 2
Bit 1: Port 1
Bit 0: Port O

Bit 7: Port 7
Bit 6: Port 6
Bit 5: Port 5
Bit 4: Port 4
Bit 3: Port 3
Bit 2: Port 2
Bit 1: Port 1
Bit 0: Port O

Flag name Contents

Word
A202

OFF: Execution enabled
(being executed)

ON: Execution disabled
(not being executed)

Communications Port
Enabled Flag

Communications Port | A219

Error Flag

0: Normal completion
1: Abnormal completion

In CS/CJ-series PLCs, communications ports 0 to 7 are also used when exe-
cuting the PCMR(260) (PROTOCOL MACRO), TXDU(256), and RXDU(255)
instructions, so these flags are shared by SEND(090), RECV(098),
CMND(490), PCMR(260), TXDU(256), and RXDU(255).

SEND(090), RECV(098), and CMND(490) cannot be executed at a communi-
cations port if PCMR(260) TXDU(256), or RXDU(255) is being executed at
that port.

227



Communicating between OMRON PLCs Section 8-6

Communications Port
Completion Codes

The status of a SEND(090), RECV(098), and CMND(490) instruction after
execution is reflected as a communications port completion code, in one word
(two bytes) of data as shown in the following table. (The value is 0000 during
instruction execution.) The recorded status is saved until execution of the next
instruction.

Word Contents
A203 Communications Port 0 Completion Code
A204 Communications Port 1 Completion Code
A205 Communications Port 2 Completion Code
A206 Communications Port 3 Completion Code
A207 Communications Port 4 Completion Code
A208 Communications Port 5 Completion Code
A209 Communications Port 6 Completion Code
A210 Communications Port 7 Completion Code

The meanings of the communications port completion codes are the same as
those for FINS commands and responses. Bits 08 to 15 in the communica-
tions port completion code correspond to the first byte of the response code,
and bits 00 to 07 correspond to the second byte. For details, refer to 14-6
Troubleshooting with FINS Response Codes.

Communications Port Error Flag and Completion Codes CMND(490)

Errors that occur when CMND(490) is used generate a Communications Port
Error Flag and are recorded in a communications port completion code only in
the following cases:

* When a response timeout error has occurred.

* When the number of communications data bytes exceeds the maximum
value for the Unit (i.e., 2,000 bytes for the EtherNet/IP Unit or built-in Eth-
erNet/IP port).

* When the actual number of response bytes is greater than the number of
reception bytes that has been set. (The response is not stored in this
case.)

Errors other than these are recorded in the response codes of the responses
stored from the beginning response storage word onwards. Be careful of
these, because there are no Communications Port Error Flags and they are
not recorded in a communications port completion code.

Timing of Communications Flag Changes
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* The Communications Port Enabled Flag remains OFF during communica-
tions and turns ON when they are completed (regardless of whether or
not an error occurs).

* The Communications Port Error Flag retains its status until the next trans-
mission or reception.

* The Communications Port Error Flag turns OFF with the execution of the
next communications instruction even if there was an abnormal comple-
tion.
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Example
Communications Port Enabled Flag

Communications instruction:

SEND(090), RECV(098), CMND(490)

Communications Port Error Flag

Communications Port
Completion Code

i

3 :

Instruction 1 Instruction 2

{being executed. |
L I EE— ]

being executed.
B e E—— ]

‘ ! Instruction 3

| being executed.;
——————!

]

1
O H H H
| | 0000 | | 0000 | 0000 |
| |
Completion 0202 0000 (Normal completion)

0000 (Normal completion)

(Unit address setting error)
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8-6-5 Program Example

Execution
condition  A20207
009000 (See note 1) 120002 EEP When the Communications Port Enabled Flag for port 7
11 11 24l 150000 is ON, and RECV(098) is not being executed, the send
execution program will start when execution condition
R CIO 000000 turns ON.
120001
11
11
120000
i} @mov(21) Input CIO 120000 remains ON from the start of
7000A SEND(090) execution until completion.
D000% Control Data Creation
@MOV(21) Word |Contents Meaning
#0002 D0000 | 00 OA | Number of send words = 10
Doooot DO0001 | 00 ' 02 | Destination network number = 2
@wmov(21) D0002 | 04, 00 | Destination node number = 4
#0400 : Destination unit address = 0
D00002 ' )
D0003 | 07+ 05 | Response required.
@MOV(21) ' Communications port No. used =7
#0705 X Number of retries = 5
D000o3 D0004 | 00 64 | Response monitor time = 10's
@MOV(21)
#0064
D00004
Send Data Creation
@XFER(70) .
" Ten words of data from word CIO 0000 is
#000 stored from D00010 onwards.
0000
D00010
@SEND(90)
D00010 Ten words of data from D00010 at the local node is
sent to D00020 onwards at network number 2, node
D00020 number 4, unit address 0 (the PLC).
D00000
120000  A20207 (See note 1)
{ DIFU(13) Reset Inout Creati
120001 eset Input Creation
120000 A21907
il il 121000 Send Error Display

(Continued on next page.)
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(Continued from previous page.)

Execution

condition  Aog207
000001 (see note 1.) 120000
LI

When the Communications Port Enabled Flag for port 7

Note 1.

' s s (keep is ON, and SEND(090) is not being executed, the trans-
17 11 P4 120002 mission execution program will start when execution
condition CIO 000001 turns ON.
R
120003
11
11
120002
i} @MOoV(21) Input CIO 120002 remains ON from the start of
0010 RECV(098) execution until completion.
D00005 Control Data Creation
amMov1) Word | Contents Meaning
#0003 DO0005 | 00 10 |Number of reception words = 16
D00006 D0006 | 00 ' 03 |Source network number = 3
@Mov(21) D0007 | 20 : 00 |Source noge number = 32
42000 , Source unit address = 0
D00007 D0008 | 07 ' 05 |Response required.
avovan ' Communications port No. used = 7
70705 ' Number of retries = 5
D00008 D0009 | 00 00 [Response monitor time = Default
@MOV(21)
#0000
D00009
A total of 16 words of data beginning from word A100
@RECV/(98) at network number 3, node number 32, unit address 0
(the PLC) is received at word CIO 2000 onwards of the
A100 local node.
2000
D00005
120002 A20207 (See note 1.)
i} i} DIFU(13) Reset Input Creation
120003
120002 A21907
1L 1L
H I 121001 Reception Error Display
120002 120003 A21907 ) )
T T /'rf @XFER(70) Reception Data Processing
#0016 If there is no reception processing completion error, the
16 words of data received from word CIO 2000 on-
2000 wards is stored at DO0040 onwards.
D00040

With CS/CJ-series PLCs, the Communications Port Enabled Flags at bits

0to 7 in word A202 turn OFF even when the PCMR(260) instruction is be-
ing executed using the ports corresponding to those flags.

2. Before using the sample program as is, confirm that the memory areas
(words and bits) used in the sample program are not already being used in
the user program o r by Special /0 Units.
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8-7 Precautions on High Traffic in FINS Communications
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When applications are constructed using FINS communications services,
communications errors (from multiple response timeouts) may occasionally
occur due to high traffic, depending on the system configuration and the appli-
cation programs. This section describes precautions for systems with high
traffic in FINS communications.

m Conditions for High Traffic

A heavy communications load may occur at an EtherNet/IP Unit or built-in
EtherNet/IP port if FINS messages and CIP messages from multiple nodes
are concentrated on that EtherNet/IP Unit or built-in EtherNet/IP port. The
EtherNet/IP Unit or built-in EtherNet/IP port and the CPU Unit may have insuf-
ficient processing capacity for the volume of FINS messages (commands)
that are coming from the network.

For example, suppose that approximately 20 ms are required to process a sin-
gle FINS frame (i.e., 20 ms from the time that the command is received at the
EtherNeV/IP Unit or built-in EtherNet/IP port until a response is sent). If 100 or
more FINS frames (commands) are received at once from multiple communi-
cating nodes, it will take approximately 2 seconds to send a response to the
last command. If a timeout is set at the remote node for 2 seconds or less,
then a timeout will be generated. A retry will begin due to the timeout, and the
traffic to the EtherNet/IP Unit or built-in EtherNet/IP port will thus be increased
even further, until ultimately the responses to all the nodes will be too slow. At
this point, the system is overloaded.

m Avoiding Errors due to High Traffic

To avoid high traffic from FINS communications, the communications load
must be kept down to a reasonable level. To accomplish this, follow the proce-
dure below.

1. Specify the node where FINS frames seem to be concentrated.

2. Estimate the total processing time for all of the FINS frames processed at
that node. (For details, refer to 10-5-1 Maximum Transmission Delays (Ex-
cluding Delays in the Network).)

3. Set the timeout value for all of the SEND(090), RECV(098), and
CMND(490) FINS commands at all the remote nodes to at least 1.5 times
the total processing time for all of the FINS frames.

4. As much as possible, implement communications traffic testing up to the
point of actual system operation. If any problem occurs, adjust the traffic.

5. If a commercially-available protocol analyzer can be used, then the actual
FINS frame processing time (i.e., the time from when a command is re-
ceived at the EtherNet/IP Unit or built-in EtherNet/IP port until a response
is sent) can be measured under high traffic conditions and the communi-
cations traffic can be further adjusted as required.



SECTION 9
Message Communications

This section describes message communications using FINS commands sent from the ladder program in the CPU Unit of

the PLC.

9-1

9-2

Sending Explicit Messages . . . . . ...
Sending Explicit Messages Using CMND(490). . ..............

Receiving Explicit Messages . . . ...

9-1-1

9-2-1

List of PLC Object Services
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9-1 Sending Explicit Messages

CS/CJ-series EtherNet/IP Units and built-in EtherNet/IP ports can send
explicit messages. Only CIP unconnected message (UCMM) communications
can be used to send explicit messages. Explicit messages can be sent to the
following destinations.
 EtherNet/IP Units made by other manufacturers
* Other PLCs with a CS/CJ-series EtherNet/IP Unit or built-in EtherNet/IP
port

Example

CS/CJ-series EtherNet/IP Unit
) . Other manufacturer's
CS/CJ-series CPU Unit EtherNet/IP node

Explicit messages can be sent f

l EXD icit messadge. I
—1 Ethernet (EtherNet/IP) —— O

CS/CJ-series
CPU Unit

When the destination is another company’s EtherNet/IP node, an explicit mes-
sage can be sent to the EtherNet/IP Unit or built-in EtherNet/IP port using
FINS command code 28 01 or 28 10, through the Connection Manager class’s
Unconnected Send service, as shown in the following diagram.

Other company's

CPU Unit EtherNet/IP Unit EtherNet/IP node
Explicit FINS FINS Explicit
/  message [ header |—} [f header me%sage
H —C ] — » | —
EtherNet/IP
Note: Use 28 01 for the network

FINS command code.

FINS Response Response
heade[ r!j- header P

— e ] 4 — —

234

When sending an explicit message, set the local node’s EtherNet/IP Unit or
built-in EtherNet/IP port as the destination of the FINS command, and not the
actual destination (other company’s EtherNet/IP node). Specify the node
address of the actual destination in the command data of the explicit message
send command.

There are two ways to send an explicit message send command:

1,2,3... 1. CIP UCMM MESSAGE SEND command (28 10)

Messages can be routed through multiple CIP network layers. (Messages
can be routed through 16 network levels. The explicit message send com-
mand may time out if routing is attempted for more than 16 networks.

2. EXPLICIT MESSAGE SEND command for DeviceNet Units (28 01)

This command is compatible with the DeviceNet Unit’s explicit message
send command (28 01) in the ladder program. The message must be sent
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in the same network layer and the remote node’s IP address range is lim-

ited.

The following diagram shows an example of actual node address specifica-

tions.

EtherNet/IP Unit
with unit number 2

/\

PLC's
CPU
Unit
FINS Node 05
command

Explicit message

Other company's
EtherNet/IP node

The node address of the non-OMRON node is set as the
destination node address in the FINS command data.

15 87 0
S 2 8 0 1 ~ Command code

Explicit command block

L Node address of the non-
OMRON node: 06 Hex

15 87 0
c\d o0 | 5 [ F [ E |
L l 1L l 1
Destination node address: Destination unit address:
Local node address: 05 FE or 12 (Hex)

Note Depending on conditions, the destination slave may not always accept an
explicit message. Always perform retry processing when sending explicit mes-

sages.
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CIP UCMM MESSAGE SEND (28 10)

Command Block

This command sends an explicit message for CIP routing to another node’s
specified class and receives a response. There are two command formats:
one with a specified route path (path to the target device), and the other with-
out the route path.

* Relay Hop Format

The following format includes the route path (routing service data). Specify
the entire routing path in the command’s request path.

502 bytes max.——----
Request path

\
2810
\

\ \ \ \ \
52 | 02 | 20 06 24 01
\ \ \ \ \

{1 R A W W ) U — A W—

Command
code

Transport ~Message * + + 3 t
ID monitoring L Instance ID: 01 Hex
time 8-bit instance ID: 24 Hex

Class ID Connection Manager: 06 Hex
! 8-bit class ID: 20 Hex
| Request path size = 2 words: 02 Hex

- Service code
Unconnected Send service: 52 Hex

+<—— Routing service data ——

----—502 bytes max. d

I r r r
00

| [ [ [ ___1
7y 00 N /
Message Request path Request data ! Route path
request size: (variable length)  (variable length) ! (variable length)
) ) Request path size Padding data Route path size
Time OutTicks | | ggrvice code (when necessary)
Priority/Time Tick | |
Routing > Last hop > Routing —*

service data data service data
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¢ Last Hop Format
The following format does not include the route path.

\ \ \
2810 Hex
\ \ \

Command Transport Message
code ID  monitoring time
502 bytes max: d

A N

1 L Request path size Request data

(variable length) (variable length)
Request path size
Service code
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Response Block

Parameters

The following normal response is returned to a transmitted CIP UCMM MES-
SAGE SEND command if it was completed normally.
\ \

I I
2810 Hex | 0000 Hex
\ \ \ \

Command Response Transport No. of bytes
code code ID received

«————502 bytes max. —————*

00 | 00 | 00 ‘
Hex | Hex | Hex

| N S W W i W ) U
Iy Iy

i Service response data
L L (variable length)

Reserved
General status
Reserved
Service code (response)

The following response is returned if an error occurs in a transmitted CIP
UCMM MESSAGE SEND command.
I \ \ \

2810 Hex | 0000 Hex
\ \ \ \

Command Response Transport No. of bytes

code code ID received
502 bytes max. — >
00 I I I I
Hex \ \ \ \
A A A — -

Additional status Service
L (variable length) response data
Additional status size (variable length)

General status

Reserved
Service code (response)

The following response is returned if the CIP UCMM MESSAGE SEND com-
mand could not be sent or timed out.

I I |
2810 Hex ‘
| |

Command Response
code code

(See note.)

Note: There may be additional data depending on
the response code, e.g., for a relay error.

Transport ID (command, response):

When multiple CIP UCMM MESSAGE SEND commands are being sent, the
Transport ID identifies the commands. This Transport ID is returned
unchanged in the response.

Message monitoring time (command):

Specifies the monitoring time in 10-ms units, in order to monitor the time from
the point that the EtherNet/IP Unit or built-in EtherNet/IP port extracts the CIP
explicit message from this command until a response is received. The moni-
toring time can be set between 0.01 and 655.35 s.

Service code (command, response):

In the command, this code is the service code defined for EtherNet/IP.
In the response, bit 15 of the service code specified in the command is turned
ON and the resulting value is returned.
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In the routing format for rely hops, the first service code (in the routing service
data) is 52 Hex, which is the Unconnected Send service.

Request path size (command):

Specifies the number of words of data that are specified in the request path
field.

In the routing format for relay hops, the first request path size (in the routing
service data) is 02 Hex.

Request path (command):

Specifies the request path (class ID, instance ID, etc.) in bytes. If there is an
odd number of bytes, pad the last byte with a 0 so that the data is in full word
units.

In the routing format for relay hops, the first request path (in the routing ser-
vice data) is 20 06 24 01 Hex (Connection Manager). For details, refer to the
description of the Route Path in Appendix D CIP Message Communications.

Request data (command):

In the command, specify the data determined by the service code.
In the response, the reception data determined by the service code will be
returned.

Priority/Time tick (command):

The timeout time specified by the Priority Time Tick is used as a base value to
specify the actual timeout value. For details, refer to the description of the Pri-
ority/Time Ticks and Time Out Ticks at the end of Appendix D CIP Message
Communications.

Time Out Ticks (command):

Specifies the base value of the timeout time. For details, refer to the descrip-
tion of the Priority/Time Ticks and Time Out Ticks at the end of Appendix D
CIP Message Communications.

Message request size (command):

Specifies the number of bytes of data from the second service code to the
request data. The data size is specified in LSB, MSB order.

For example, if there are 400 bytes, the data size is 0190 hex bytes, which is
entered as 90 01 hex.

Padding data (command):

If the message request size specifies an odd number of bytes, use 00 hex as
padding in the last byte. The padding data is not required if there is an even
number of bytes.

Route path size (command):
Specifies the number of words of data that are specified in the route path field.
Route path (command):

Specifies the path (route path) to the target device. For details, refer to the
description of the Route Path in Appendix D CIP Message Communications.

No. of bytes received (response):

This hexadecimal value is returned to indicate the number of bytes of data
received after the service code (response).

General status (response):

The general status defined in EtherNet/IP is returned. The normal response is
00 hex. For details, refer to the description of the Response Codes in Appen-
dix D CIP Message Communications.

Additional status size (response):



Sending Explicit Messages

Section 9-1

Description

Note

This hexadecimal value is returned to indicate the number of words of data in
the additional status field.

Additional status (response):

The additional status defined in EtherNeV/IP is returned. For details, refer to
the description of the Response Codes in Appendix D CIP Message Commu-
nications.

Service response data (response):
The reception data determined by the service code is returned.

1.

The CIP UCMM MESSAGE SEND command is used to send an Ether-
Net/IP-defined explicit message to another company’s node and receive a
response.

Unlike other FINS commands, the destination of a CIP UCMM MESSAGE
SEND command’s control data is the local node’s EtherNet/IP Unit or
built-in EtherNet/IP port, and the actual destination node is specified in
the command’s route path.

When an EtherNet/IP Unit or built-in EtherNet/IP port receives an explicit
message, it automatically returns a response to the message.

When specifying the timeout time, the proper values are different for last-
hop and relay-hop methods. With the last-hop method, set the timeout
time for the actual request service processing. With the relay-hop method,
the timeout for the relay path must be added to the timeout time for the
actual request service processing.

In CIP routing, the node/Unit performing the routing subtracts the timeout
time for 1 hop, deletes its own address from the routing information, and
relays the message to the next node/Unit.

Set the following timeout values for command processing.
The maximum number of relay nodes (Units) is 16. If the number is more
than 16, the explicit message send command may time out even if the con-
ditions of network and each node (Unit) are normal. If more than 16 relay
nodes (Units) have been set, a constant time must be specified for the re-
quest service processing timeout time (normally 0000 hex).

* Priority Time Tick and Time Out Ticks =

(5 s x Number of relay nodes/Units) + Request processing timeout

* Message monitoring time > Priority Time Tick and Time Out Ticks

* CMND(490) timeout set value = Message monitoring time
A timeout may occur sooner than the actual set value, depending on the
point where the timeout occurs in the path.
General status = 01 hex, and Additional status = 0204 hex

A FINS timeout error response (0205 hex) may occur if the CMND(490)
timeout set value or message monitoring time is less than the Priority Time
Tick and Time Out Ticks.

For details on the parameters of explicit messages, refer to the EtherNet/
IP and CIP specifications.

The Open DeviceNet Vendor Association, Inc. (ODVA) can be contacted at
the following address to obtain copies of the EtherNet/IP and CIP specifi-
cations.

ODVA Headquarters

4220 Varsity Drive, Suite A
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Ann Arbor, Michigan 48108-5006
USA

TEL: 1 734-975-8840
FAX: 1 734-922-0027

Email odva@odva.org
WEB www.odva.org
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EXPLICIT MESSAGE SEND (28 01)

Command Block

Response Block

Parameters

EXPLICIT MESSAGE SEND will send a DeviceNet Unit-compatible explicit
message to the specified class of another node and receive a response.

The other node is specified with the destination node address in the com-
mand. The actual destination IP address is as follows.

Destination IP address =  (Local IP address & Subnet mask)
+ Destination node address

I I I
28 01 468 bytes max.
| | I E

]
Command Class ID Instance ID Service data
code Service code

Destination node address

Normal Response

x ,,,,,,,,,,,,,,
Service data
Service code

Destination node address (remote node)

Command Response No. of bytes
code code received

Error Responses
The following response is returned if an error occurs for the explicit message.

I I I I
28 01 00 00 94
| | | |
| o
Error code
Service code 94 (Hex)

Command Response No. of bytes
code code received

Destination node address (remote node)

The following response is returned if the explicit message cannot be sent or
times out.
\ \

28 01
\ \

Command Response
code code

Destination node address (command):

The node address of the destination of the explicit message.

The node address of the local EtherNet/IP Unit or built-in EtherNet/IP port is
specified in the control data for the CMND(490), but the node address of the
actual destination is specified here in the FINS command. The destination
node address cannot be set to 00 hex or FF hex.

Service code (command, response):

A service code defined for EtherNet/IP. In a normal response, bit 15 of the ser-
vice code specified in the command will be turned ON and returned. In an
error response, 94 Hex will always be returned.
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Description
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Note

Class ID (command):
The class ID of the destination of the explicit message.

Instance ID (command):
The instance ID of the destination of the explicit message.

Service data (command, response):
The data defined for the services codes.

No. of bytes received (response):

The number of bytes received from the destination node address (remote
node).

Destination node address (remote node):

The node address of the OMRON Special I/0O Slave Unit or Slave manufac-
tured by another company to which the explicit message was sent is returned.

Error code (response):

An error code defined in EtherNet/IP (1-byte general status and 2-byte addi-
tional status) is returned. The data format is DeviceNet-compatible (2 bytes
total), so the returned Error Code is converted to the 1-byte general status
and a 1-byte additional status (high byte only).

* The EXPLICIT MESSAGE SEND command is used to send an EtherNet/
IP-defined explicit message to another company’s node and receive a
response.

¢ Unlike other FINS commands, the destination of a EXPLICIT MESSAGE
SEND command’s control data is the local node’s EtherNet/IP Unit or
built-in EtherNet/IP port, and the actual destination node is specified in
the command’s route path.

Always specify the local node’s EtherNet/IP Unit or built-in EtherNet/IP port
in the CMND(490) instruction’s control data. An error will occur if another
node’s Master Unit is specified as the destination.

* When an EtherNet/IP Unit or built-in EtherNet/IP port receives an explicit
message, it automatically returns a response to the message.

* A time of 2 s is used for request service processing timeouts.
Set the CMND(490) instruction’s timeout set value to 2 s or longer.

When there is a timeout, the error code will be 0102 hex.
When the CMND(490) instruction’s timeout set value is less than 2 s, a
FINS timeout error response of 0205 hex may occur.

1. For details on the parameters of explicit messages, refer to the EtherNet/
IP specifications.

2. The Open DeviceNet Vendor Association, Inc. (ODVA) can be contacted at
the following address to obtain copies of the EtherNet/IP and CIP specifi-
cations.

ODVA Headquarters

4220 Varsity Drive, Suite A

Ann Arbor, Michigan 48108-5006
USA

TEL: 1 734-975-8840
FAX: 1 734-922-0027

Email odva@odva.org
WEB www.odva.org
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9-1-1 Sending Explicit Messages Using CMND(490)

With a CS/CJ-series EtherNet/IP Unit or built-in EtherNet/IP port, a
CMND(490) in the CPU Unit’s ladder program can send CIP UCMM explicit
messages.

Send the CIP UCMM explicit message’s command data in a FINS command
following the 2810 hex FINS command code.

The CIP UCMM explicit message’s response is received following the
2810 hex FINS command code and the FINS completion code.

The following command is used: [ CMND S D C]
S: First command word

D: First response word

C: First control data word

Command data is set in order starting with the word specified for the
CMND(490) operand S (first command word) and continuing with words with
higher addresses in I/O memory in the command block format.

Command Format Example: Get_Attribute_All Service to Identity Object

Request path

28 | 10 | 00 | OO | 05 | DC | 52 | 02 | 20 | 06 | 24 | 01 | OA | OC | 06 | 00
Command  Transport A T A A T T Message
code ID ! L request size !
Service codie J Time Out Ticksi
Unconnected Send service: 52 He;x Priority/Time Tick i
Request path size = 2 words: }02 Hex Instance ID
8-bit class ID: 20 Hex 8-bit instance ID: 24 Hex
Class ID Connectibn Manager: 06 Hex —
<— Routing service data @~——»

Request path Route path

01 02 | 20

01

24 | 01 08 | 00 | 12 | OD | 31 39 | 32 | 2E | 31 36

L Service code

N /N N

' Route path 1 9 2 ' 1 6
! size

' (8 words) Route path size (13 bytes)

Iﬁstance ID Ethernet port: 12 Hex
8-bit inétance ID: 24 Hex

Class ID identity object

L 8-bit class ID
— Request path size (2 words)

Get_Attribute_All service

Last hop data > Routing service data —
Route path
38 | 2E | 32 | 35 | 30 | 2E | 32 | 00

5

0 2 (S

Padding data j

Routing service data —_—

243



Sending Explicit Messages Section 9-1

Setting the Command Data for CMND(490)

Bit 15 08 07 00
S+0 | 28 10 | FINS command code
S+1| 00 00 | Transport ID
S+2 | 05 DC | Message monitoring time
S+3 | 52 02 | Service code = 52 hex, Request path size = 02 hex
S+4 | 20 06 | 8-bit class ID = 20 hex, Class ID = 06 hex (Connection Manager)
S+5| 24 01 | 8-bitinstance ID = 24 hex (request path), Instance ID = 01 hex
S+6 | O0A 0C | Priority/Time Tick = OA hex, Time Out Ticks = 0C hex
S+7 | 06 00 | Message request size
S+8 | 01 02 | Service code = 01 hex (Get_Attribute_All service), Request path size = 02 hex
S+9 | 20 01 Link  8-bit class ID = 20 hex, Class ID = 01 hex (Identity Object)
S+10| 24 | o1 path  g-pit instance ID = 24 hex, Instance ID = 01 hex
S+11 | 08 00 | Route path size = 8 words
S+12 | 12 0D | Ethernet port = 12 hex (Extended Link Address Size = 1 hex, Ethernet port number = 2 hex), Route path size = 13 bytes

S+13 | 31 39 19

S+14 | 32 2E | 2.

S+15 31 36 16

S+16 | 38 2E | 8 Route path IP address
S+17 | 32 35 |25 192.168.250.2
S+18 | 30 2E | 0.

S+19 | 32 00 2

The response data is set in the same way, starting from the word specified for
CMND(490) operand D (first response word) and continuing with words with
higher addresses in I/O memory in the response block format.

Note Request path data or request data that is in word (2-byte) or double-word (4-
byte) units, such as word data and ERROR CLEAR codes, is specified from
low to high (U) bytes in command block format. For example, to specify word
data 1234 hex, specify 34 hex and then 12 hex. To specify the double word
data 12345678 hex, specify 78 hex, 56 hex, 34 hex, and then 12 hex. The
command blocks are shown in the following diagram.

Command Block

Ig)fqrppl_e: 1234 hex EE_x_a[n_QI(_e: 12345678 hex
[Jk 3% 12J l____,u_L78 %I 34 12,|
Service Data Service Data

The format from CMND(490) operand S onwards will be set as follows:

Example: 1234 hex Example: 12345678 hex
From higher byte From higher byte
Bit .08 o7 00 Bit 5.0 07 o0
S+n s+n| 78T 56
34T 12

From lower byte
Blt 15 08 07 00

S+n 34 g 1om lower byte
Bit (%%
12 S+n 78
x
56—p 34
1041

Similarly, when the additional status data and service response data in the
response block is in word (2-byte) or double-word (4-byte) units, such as word
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data and ERROR CLEAR codes, is also returned in the same order from low
to high bytes in the response block.

Example: Sending Explicit Messages Using CMND(490)

EtherNet/IP Unit
F with unit number 0

‘ PLC's CMND(490

r{" CPU instruction

Unit

Network address: 01 hex
Node address: 05 hex
Unit address: 10 hex

Explicit
messag

o

e
EtherNet/IP node of other manufacturer

Operation The identity object information (class ID = 01 hex) is read from the other com-
pany’s EtherNet/IP node at IP address 192.168.250.2, using the CIP UCMM
MESSAGE SEND command, 28 10. The command data is stored in the DM
Area starting at DM01000, and the response data is stored in the DM Area
starting at D02000. If the command ends with an error, the end code is stored
in DO0006 and command transmission is retried.

Command Details [CMND S D

C]

S = D01000: First command word

D01000 = 2810 hex
D01001 = 0000 hex
D01002 = 05DC hex
D01003 = 5202 hex

D01004 = 2006 hex

D01005 = 2401 hex

Command Code
Transport ID: 0000 hex
Message monitoring time: 15.00 s

Slave code: 52 hex (Unconnected Send)

Request path size: 2 words
Request path: 20 06 24 01 hex
(Connection Manager)

Class ID: 06 hex

Instance ID: 01 hex

Words S+6 to S+19 contain the request data.

D01006 = 0AOC hex

D01007 = 0600 hex

Priority/Time_Tick: OA hex
Time Out Ticks: 0C hex
Message request size: 6 bytes

Words S+8 to S+10 contain the request message request.

D01008 = 0102 hex

Service: 01 hex (Get_Attribute_All)
Request path size: 2 words

Words S+9 and S+10 contain the request path.

D01009 = 2001 hex

D01010 = 2401 hex

Words S+11to S+19 contai
D01011 = 0800 hex
D01012 = 120D hex

D01013 = 3139 hex
D01014 = 322E hex
D01015 = 3136 hex

8-bit class ID: 20 hex

Class ID: 01 hex

8-bit instance ID: 24 hex

Instance ID: 01 hex (Identity object)
n the root path.

Route path size: 8 words

Extended link address size = 1 hex

Route path size: 13 bytes (characters) = 0D hex

IP address: “19”
IP address: “2."
IP address: “16”
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Response
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D = D02000:
C = D00000:

D01016 = 382E hex
D01017 = 3235 hex
D01018 = 302E hex
D01019 = 3200 hex

D00000 = 0028 hex
D00001 = 0064 hex
D00002 = 0001 hex
D00003 = 0510 hex

D00004 = 0000 hex
D00005 = 00A0 hex

D02000 = 2801 hex
D02001 = 0000 hex
D02002 = 0000 hex
D02003 = 001D hex
D02004 = 8100 hex

D02005 = 0000 hex

D02006: 2F00 hex
D02007: 0C00 hex
D02008: 0C00 hex
D02009: 0101 hex
D020010: 3000 hex
D020011: 5303 hex
D020012: 0011 hex
D020013: 0A43 hex
D020014: 5331 hex
D020015: 572D hex
D020016: 4549 hex
D020017: 5032 hex
D020018: 3100 hex

IP address: “8”

IP address: “25”

IP address: “0”

IP address: “2”
Padding data: 00 hex

First response word at local node
First control word

Number of command bytes: 40 bytes
Number of response bytes: 100 bytes
Destination network address: 1

Destination node address: 5

Destination unit address: FE hex (or 10 hex)
Response, communications port 0, no retries
Response monitoring time: 16.0 s

Command code

FINS completion code

Transport ID

Number of bytes received: 29 bytes
Service code (response): 81 hex
Reserved: 00 hex

General status: 00 hex

Reserved: 00 hex

Words C+6 to C+18 contain the service response data.
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Program Example
A20011

—|

000000

o7
| BSET #0000 D00000 D02999

First Cycle Flag|

- (©021)
| MOV #0028  D0000O

21)
FMOV #0064 DO00001

FMOV #0001 DO00002

(021)
’,

MO\/ #0510 DO00003

(021)
’,

MO\/ #0000 DO00004

EMOV #00A0 DO00005

(021)
’,

MOV #2810 D1000

D1001

EMOV #0000

(021)
’,

MOV #05DC D1002

” 021

(021)
| MOV’ #5202 D1003

[ (021)

L MOV #2006

[ (021)

D1004

LMOV #2401 D1005

[ (021)
| MOV #0A0C
[ (021)

D1006

MOV #0600 D1007

r( 1)
| MOV’ #0102 D1008

” (021)

MOV #2001
” (021)

D1009

LMOV #2401 D1010

[ (2

1)
LMOV #0800
” (021)

D1011

LMOV #120D D1012

” (021)

MoV #3139
L

[ (2

D1013

1)
| MOV’ #322E D1014

”21

LMOV #3136 D1015

” (021)

LMOV #382E
” (021)

D1016

LMOV #3235 D1017

[ (2

1)
| MOV’ #302E D1018

D1019

(021)
EMOV #3200

(021)
Execution [ MoV #0001 0000
condition L
000000 A20200 151100 490)
| || || [
000013 4' [ 1| 11 LCMND D01000 D02000 DOOOO!
Communications  Online Flag
Enabled Flag (n+11, bit 00) (025)
4‘ ASL 0000
000001 A20200 A21900 ©21)
000018 — | [ || EMOV A203  D00006
Communications Network Communication (026)
Enabled Flag Execution Error Flag ASR 0000
” (001)
000024 LEND

TTTT

rTrrTrTrrTrrTrrTrrrTrTrTTrTrTTTTTT TT TTTTT
|

Sets 0000 in DO000O to D02999.
Sets 0028 in D0O0000. (Number of send data bytes: 40)

Sets 0064 in DO0001. (Number of receive data bytes: 100).
Sets 0001 in DO0002. (Destination network address: 01).

Sets 0510 in DO0003. (Destination node address: 05, destination unit address: 10)

Sets 0000 in DO0004.
(Response required, port number 0, number of retries = 0)

Sets 00A0 in DO0005. (Response monitoring time: 16.0 s)

Command data

Set the CIP UCMM MESSAGE SEND command's command data
in words D01000 to D01019 in routing data format.

Moves 0001 into CIO 0000.

Sends 8 bytes of command data to destination node address 06, receives
14 bytes of response data, and stores it in the local node starting at D02000.
(D00000 is control data.)

Shifts the contents of CIO 0000 one bit to the left.

Copies the completion code (network communications error response code)
from A203 to DO0006.

Shifts the contents of CIO 0000 one bit to the right and
retries in the next cycle (CIO 000000 ON).
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9-2 Receiving Explicit Messages

The CS/CJ-series EtherNet/IP Units and built-in EtherNet/IP ports are
equipped with a PLC Object that is functionally compatible with CS/CJ-series
DeviceNet Units. The Unit will receive messages addressed to the PLC
Object, process service requests addressed to the CPU Unit, and return
responses. The CS/CJ-series EtherNet/IP Units and built-in EtherNet/IP ports
support CIP unconnected message (UCMM) communications and CIP con-
nected (Class 3) communications as reception functions.
The following services are provided by the PLC Object.
* CPU Unit status read/write
* CPU Unit I/O memory read/write
* CPU Unit error log read/clear
Explicit messages can be received from the following sources:
e EtherNet/IP nodes made by other manufacturers
* OMRON PLCs with a CS/CJ-series EtherNet/IP Unit or a CPU Unit with a
built-in EtherNeV/IP port. (Messages from CS/CJ-series EtherNet/IP Units
and built-in EtherNet/IP ports must be CIP unconnected messages
(UCMM).)*
* Messages from CS/CJ-series EtherNet/IP Units and built-in EtherNet/IP
ports must be CIP unconnected messages (UCMM).

Example

CS/CJ-series CS/CJ-series
EtherNet/IP Unit EtherNet/IP Unit CS/CJ-series Other company's
CS/CJ-series CPU Unit Ethernet node
CPU Unit

Explicit messages
can be sent.

/

e S |

|
TEthernet (EtherNet/IP)

I e I s B

Note For an EtherNet/IP Unit or built-in EtherNet/IP port with version 2.0 or higher,
change the class ID of the PLC Object from 2F hex to C4 hex.
When using a PLC Object with a DeviceNet Unit or EtherNet/IP Unit with ver-
sion 1.0, and converting to EtherNet/IP Unit or built-in EtherNet/IP port with a
version 2.0 or higher, the class ID must be changed according to the commu-
nications application.
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9-2-1

List of PLC Object Services

PLC Objects provide the following services.

Status Read/Write for CPU Units

Read

Services Service Instance ID Request Contents
code service data
CPU Unit Informa- | OE Hex C4 Hex 00 Hex Attribute ID = Reads the operating mode of the
tion Read (2F Hex) 64 Hex CPU Unit.
(See note.) Attribute ID = | Reads if there is a fatal or non-fatal
65 Hex error in the CPU Unit.
Attribute ID = Reads CPU Unit model.
66 Hex
CPU Unit Write 10 Hex Attribute ID = Changes the operating mode of the
64 Hex, CPU Unit.
Attribute Value
Attribute ID = Clears errors.
65 Hex
Attribute Value
CPU Unit Status 40 Hex None Reads the detailed status of the CPU

Unit.

Operation status: Stop, run, CPU
standby

Operating modes: PROGRAM, MON-
ITOR, RUN

Fatal error information: Error flags,
including memory errors, I/O bus
errors, system errors

Messages: Message No. when MSB
instruction executed by CPU Unit

Error codes: Error code for the most
serious errors

Error messages: Messages stored in
CPU Unit when FAL/FALS instruction
executed
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I/0 Memory Read/Write for CPU Units

Service Service Class ID Instance ID Request Contents
code service
data
Byte Data Read | 1C Hex C4 Hex Specifies Address, No. | Reads the specified node data in byte units.
(2F Hex) area (01 Hex | of read bytes | The word data is read in order, from high to
(See note.) |to 14 Hex) low bytes.
Read data: 200 bytes max.
Word Data 1D Hex Address, No. | Reads the specified node data in word
Read of read units. The word data is read in order, from
words high to low bytes.
Read data: 200 bytes max.
Byte Data Write | 1E Hex Address, Writes the specified node data in byte units.
byte data The word data is specified in order, from
high to low bytes.
Write data: 200 bytes max.
Word Data Write | 1F Hex Address Writes the specified node data in word
word data units. The word data is specified in order,
from high to low bytes.
Write data: 200 bytes max.

Note With a EtherNet/IP Unit or built-in EtherNet/IP port with unit version 2.0 or
later, the PLC object class ID is C4 hex. (With unit version 1.0, the PLC object
class ID is F2 hex.)

The commands and responses for the explicit messages that can be sent and
received are described on the following pages.

In the following command and response formats, all boxes represent 1 byte

each.
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CPU Information Read (Service Code: OE Hex)

Command Block

Response Block

Parameters

Reads CPU Unit information, including operating mode, fatal/non-fatal errors,
and the CPU Unit model.

0OE (gé) 00 The class ID depends on the unit version.
* *) Version 2.0 or later: The class ID is C4.
\T/\f/ T Version 1.0: The class ID is 2F.
Class ID | Attribute ID
Instance ID

Service Code

A body format of either 8 bits or 16 bits is possible.

8E

N )
Service Code [
Attribute Value

Service code (command, response): OE Hex is specified for commands.
For responses, the highest bit be ON and 8E Hex will be returned.

Class ID (command): Always C4 (2F).

The class ID depends on the unit version. The class ID is C4 for unit version
2.0 or later, and 2F for unit version 1.0.

Instance ID (command): Always 00 Hex.

Attribute ID (command): The read information is specified by the attribute ID.
The attribute IDs are listed in the following table.

Attribute ID (Hex) Contents Attribute value size
64 CPU Unit operating mode |1 word (2 bytes)
65 CPU Unit errors 1 word (2 bytes)
66 CPU Unit model 22 bytes

* CPU Operating Mode (when Attribute ID = 64 Hex)
Reads the CPU Unit operating mode.

e CPU Unit Errors (when Attribute ID = 65 Hex)
Reads if there are any fatal or non-fatal errors in the CPU Unit.
e CPU Unit Model (when Attribute ID = 66 Hex)
Reads the CPU Unit model.
Read data (response): The specified information is returned in order.
* CPU Unit operating mode (attribute ID = 64 Hex).
The CPU Unit operating mode is returned in 1-word (2-byte) hexadecimal for-
mat, as follows:

0001 Hex: PROGRAM mode; 0002 Hex: MONITOR mode;
0004 Hex: RUN mode

15 3 2 1 0
of .. Jol [ ]]
PROGRAM mode
L—— MONITOR mode
L RUN mode
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Note

The codes for the above modes are 1-word (2-byte) data and are returned in
low byte first. For example, for PROGRAM mode, the code is returned as 01
Hex followed by 00 Hex.

* CPU Unit Errors (when Attribute ID = 65 Hex)

The CPU Unit fatal/non-fatal error data is returned in 1-word (2-byte) hexa-
decimal format, as follows:

01 Hex: Error; 00 Hex: No error.
15

1 0
1: Error
e CPU Unit Model (when Attribute ID = 66 Hex)
The CPU Unit model is returned in ASCII.

Size: 2 bytes (Always 1400 Hex) + Model: 20 bytes (fixed). Unused area is
filled with 20 Hex (spaces) and returned.

20 bytes
A
- ™
Byte Byte Byte Byte Byte
{14[00 Unit name I---|20|20

CPU Unit Write (Service Code: 10 Hex)

Command Block

Response Block

Parameters

252

Note

This PLC Object service writes CPU Unit information, including the operating
mode and clearing errors.

C4
10 (%*';) (()*()) The class ID depends on the unit version.
T x Version 2.0 or later: The class ID is C4.
‘A £ ‘ Version 1.0: The class ID is 2F.
Class ID | Attribute ID
Service Code Attribute Value
Instance ID

A body format of either 8 bits or 16 bits is possible.

90

!

Service Code

Service code (command, response): 10 Hex is specified for commands. For
responses, the highest bit will turn ON and 90E Hex will be returned.

Class ID (command): Always C4 (2F).
The class ID depends on the unit version. The class ID is C4 for unit version
2.0 or later, and 2F for unit version 1.0.

Instance ID (command): Always 00 Hex.

Attribute ID (command): Information to write is specified by the attribute ID.
The attribute IDs are listed in the following table.

Attribute ID (Hex) Contents Attribute value size
64 CPU Unit operating mode |1 word (2 bytes)
65 CPU Unit errors 1 word (2 bytes)
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* CPU Operating Mode (Attribute ID = 64 Hex)
Changes the CPU Unit operating mode.
The Attribute Values are as follows:
0001 Hex: PROGRAM mode; 0002 Hex: MONITOR mode;
0004 Hex: RUN mode

Note The specified code for the above operating modes are 1-word (2-byte
data, and are specified with the low byte first. For example, for PRO-
GRAM mode, the code is specified as 01 Hex followed by 00 Hex. Ac-
cordingly, the low to high bytes for the above codes are set as high
to low bytes in I/O memory, when setting the codes as data for oper-
and S of CMND(490).

* Clearing CPU Unit Errors (when Attribute ID = 65 Hex)
Clears any fatal or non-fatal errors in the CPU Unit. Sets the error clear
code to Attribute Value. The error clear codes are listed in the following

table.
Error code Data cleared
(Hex)

FFFE Current error (clears the highest priority error)

0008B Interrupt task error

009A Basic 1/O error

009B PLC Setup error

02F0 Inner Board non-fatal error

0300 to 035F Special I/0 Unit error

00AO0 to 00A1 SYSMAC BUS error

0500 to 055F Special I/0 Unit settings error

00E7 I/O verification error
When registered and actual I/O tables are different
When disconnecting or connecting I/O Units

00F7 Battery error

0200 to 020F CS/CJ-series CPU Bus Unit error (last 2 digits are binary code for
the Unit No.)
For parity errors generated when data transferred between CS/CJ-
series CPU Bus Unit and CPU Unit
For watchdog timer errors in CS/CJ-series CPU Bus Unit

0400 to 040F CPU Bus settings error (last 2 digits are binary code for the Unit

No.)

4101 to 42FF

System error (FAL): FAL instruction executed

Note Error clear codes are 1-word (2-byte) data, so the above codes are
specified with the low byte first. The low to high bytes for the above
codes are set as high to low bytes in /O memory, when setting the
codes as data for operand S of CMND(490). For example, to specify
battery error 00F7 Hex, specify the error code as F7 Hex followed by
00 Hex, as shown in the following diagram.

The class ID depends on the unit version.

C4

10 2F) 00 | 65 | F7 | 00
T
Class ID | Attribute ID

Service Code

T Version 2.0 or later: The class ID is C4.
Version 1.0: The class ID is 2F.

Attribute Value

Instance ID
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CPU Unit Status Read (Service Code: 40 Hex)

This PLC Object service reads status details (operation status, operating
mode, fatal and non-fatal errors, etc.) from the CPU Unit.

Command Block

C4

40 | (2F) | 00 ) )
*) (*) The class ID depends on the unit version.

[N, Version 2.0 or later: The class ID is C4.

Version 1.0: The class ID is 2F.
Class ID

Service Code
Instance ID

Note A body format of either 8 bits or 16 bits is possible.

Response Block

Co

N )
Service Code ]
Detailed status

Parameters Service code (command, response): 40 Hex is specified for commands. For
responses, the highest bit will turn ON and CO Hex will be returned.
Class ID (command): Always C4 (2F).
The class ID depends on the unit version. The class ID is C4 for unit version
2.0 or later, and 2F for unit version 1.0.
Instance ID (command): Always 00 Hex.

Read data (response): The read data is given in the following table. The data
is returned after the service code in the order shown in the table (high to low).

Operation Status
RUN mode
Fatal error information (L)
Fatal error information (H)
Non-fatal error information (L)
Non-fatal error information (H)
Message exists/does not exist (L)
Message exists/does not exist (H)
Error code (L)
Error code (H)
Error message (16 bytes)

* Operation status: Returns the operation status of the CPU Unit in 1-byte
(2-digit) hexadecimal.
The values of bits 3 to 6 are not fixed. Always mask them when address-
ing the status data.
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Unspecified T— Operation status
0: Stopped (User program is not being executed.)
1: Operating (User program is being executed.)

0: Memory is not being written.
1: Memory is being written.
Battery status (CS1H, CJ1-H, CJ1M, and CS1D only)
0: No battery
1: Battery installed
CPU status
0: Normal

Flash memory access status (CS1H, CJ1-H, CJ1M, and CS1D only)

1: CPU standby (waiting for SYSMAC Bus Remote I/O or other event)

* Operating mode: Returns the operating mode of the CPU Unit in 1-byte

(2-digit) hexadecimal.
0001 Hex: PROGRAM mode; 0002 Hex: MONITOR mode;
0004 Hex: RUN mode

¢ Fatal error information: Returns the fatal error information for the CPU

Unit in 2 bytes (low to high).
1514131211109 8 7 6 5 4 3 2 1 0

LI LI L1 1 1 fof [ofofofofo]o]

A

1: System error (FALS)
L—— 1: Cycle time over

——1: Program error

—— 1:1/O setting error

—— 1: No. of I/O points exceeded

—— 1: Inner Board fatal error

L—— 1: Number duplicate use error

L. 1:1/0O Bus error

1: Memory error

* Non-fatal error information: Returns the non-fatal error information for

the CPU Unit in 2 bytes (low to high).

1514131211 109 8 7 6 5§ 4 3 2 1 0

l

HNEEEEEEEEEEEN

i Unspecified (reserved for system use)
— 1: Special I/O Unit error
—— 1: CPU Bus settings error

—1: Battery error

— 1: SYSMAC BUS error
— 1: Special I/0 Unit

——— 1: CS1-series CPU Bus Unit error
—— 1: Inner Board error

— 1:1/O verification error

L— 1: PLC system error

L— 1: Unspecified (reserved for system use)

L 1: Basic I/O Unit error

L. 1:Interrupt task error

L 1: Unspecified (reserved for system use)

L 1: System error (FAL)
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* Message Exists/Does Not Exist: When the MSG instruction is executed
by the CPU Unit, the bit corresponding to the message number will turn
ON and be returned in 2 bytes (from low to high bytes).

15 8 7 6 543 2 10

lof - Jol TI T T 1 11]

L Message No. 0 (1: exists; 0: does not exist)
L Message No. 1 (1: exists; 0: does not exist)

L Message No. 2 (1: exists; 0: does not exist)

L Message No. 3 (1: exists; 0: does not exist)

L Message No. 4 (1: exists; 0: does not exist)

L Message No. 5 (1: exists; 0: does not exist)

L—— Message No. 6 (1: exists; 0: does not exist)

—— Message No. 7 (1: exists; 0: does not exist)

* Error Code: The highest priority error code of the errors existing when
the command is executed will be returned in 2-byte decimal (from low to
high bytes). If there are no errors, the error code will be 0000.

Note For information on the severity of error codes, refer to the CS1 Series
CPU Unit Operation Manual (W339) or the CJ Series CPU Unit Op-
eration Manual (W393).

* Error Messages: If the above error codes have occurred when FAL/FALS
instructions are executed with registered messages, those messages are
returned in 16-byte ASCII. If there are no registered messages or if the
error codes have not occurred due to execution of FAL/FALS instructions,
the code is returned in ASCII with 20 Hex (space) in 16 bytes.

Byte Data Read (Service Code: 1C Hex)

Byte Data Read reads any I/O memory area data in a CPU Unit. The read
word data is in byte units. The response block data is returned in low-to-high

byte order.
Command Block
1C (gé') The class ID depends on the unit version.
* *) Version 2.0 or later: The class ID is C4.
T X T Version 1.0: The class ID is 2F.
A A
I
Class ID | Address L | No. of bytes read
Service Code Address H
Instance ID

Note A body format of either 8 bits or 16 bits is possible.

Response Block

9C

!

! !

Service Code | Word data L Word data L
Word data H Word data H
C )

Read data (200 bytes max.)

Parameters Service code (command, response): 1C Hex is specified for commands.
For responses, the highest bit will turn ON and 9C Hex will be returned.
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Important Points

Class ID (command): Always C4 (2F).
The class ID depends on the unit version. The class ID is C4 for unit version
2.0 or later, and 2F for unit version 1.0.

Instance ID (command): The memory area that will read the data is specified
as shown in the following table.

Instance ID (Hex) CPU Unit memory area Word range
for read
01 CIlO 0000 to 6143
03 DM D00000 to D32767
04 WR WO000 to W511
05 HR HO000 to H1535
08 to 20 EM, banks 0 to 18 En_00000 to En_32767
(n: 0to 18)

Address L, Address H (command): The address of the first word from which
to read the data is specified in hexadecimal as shown below.

Address L: The lower 2 digits when the first word address is given in 4-digit
hexadecimal.

Address H: The higher 2 digits when the first word address is given in 4-digit
hexadecimal.

No of Read Bytes (command): The number of bytes of read data is specified
in 1-byte (2-digit) hexadecimal. The range is 01 to C8 Hex (1 to 200 decimal).

No. of bytes received (response): The number of bytes received from the
destination node address (remote node) is returned in hexadecimal.

Destination node address (response): The node address of the CS/CJ-
series EtherNet/IP Unit or built-in EtherNet/IP port that returned the response
is returned in hexadecimal.

Read data (response): The specified area, word, and byte data is returned in
order from word H (high byte: bits 8 to 15) to word L (low byte: bits 0 to 7). If
an odd number is specified for the number of read bytes, the last 1 byte of
data will be read to the high word.

The actual address L, address H, and number of read bytes that can be spec-
ified depends on the model of the CPU Unit, and the data area being read. Do
not exceed the boundary of the data areas for the PLC you are using.

Word Data Read (Service Code: 1D Hex)

Command Block

Note

Word Data Read reads I/O memory area data in a CPU Unit. The read word
data is in word units. The response block data is returned in low-to-high byte
order.

1D (gé) The class ID depends on the unit version.
*) () Version 2.0 or later: The class ID is C4.
- f 1 Version 1.0: The class ID is 2F.

Iy

|
Class ID IAddressL No. of words read

Service Instance ID Address H
Code

A body format of either 8 bits or 16 bits is possible.
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Response Block

Parameters

Important Points

9D
Service Code | Word data H Word data H
Word data L Word data L
C )

Read data (200 bytes max.)

Service code (command, response): ID Hex is specified for commands. For
responses, the highest bit will turn ON and 9D Hex will be returned.

Class ID (command): Always C4 (2F).

The class ID depends on the unit version. The class ID is C4 for unit version
2.0 or later, and 2F for unit version 1.0.

Instance ID (command): The type of memory area that will read the data is
specified as shown in the following table.

Instance ID (Hex) CPU Unit memory area Word range
for read
01 ClO 0000 to 6143
03 DM D00000 to D32767
04 WR WO000 to W511
05 HR HO000 to H1535
08 to 20 EM, banks 0 to 18 En_00000 to En_32767
(n: 0to 18)

Address L, Address H (command): The address of the first word to read the
data from is specified in hexadecimal as shown below.

Address L: The lower 2 digits when the first word address is given in 4-digit
hexadecimal.

Address H: The higher 2 digits when the first word address is given in 4-digit
hexadecimal.

No of Read Words (command): The number of words of read data is speci-
fied in 1-byte (2-digit) hexadecimal. The range is 01 to 64 Hex (1 to 100 deci-
mal).

Read data (response): The specified area, word, and byte data is returned in
order from word L (low byte: bits 0 to 7) to word H (high byte: bits 8 to 15).

The actual address L, address H, and number of write data bytes that can be
specified depends on the model of the CPU Unit, and the data area being
written. Do not exceed the boundary of the data areas for the PLC you are
using.

Byte Data Write (Service Code: 1E Hex)
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Byte Data Write writes data to an I/O memory area in a CPU Unit. The write
word data is in byte units. The command block is specified in high-to-low byte
order, as shown in the following diagram.
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Command Block

Response Block

Parameters

Important Points

C4
1E | (2F) . The class ID depends on the unit version.
)2 0 ) I I B P Version 2.0 or later: The class ID is C4.
e T Version 1.0: The class ID is 2F.
Class ID | Address L Word data L Word data L
Service Instance ID Address H
Code
Word data H Word data H

Write data (200 bytes max.)

Note A body format of either 8 bits or 16 bits is possible.

9E

I

Service Code

Service code (command, response): |IE Hex is specified for commands. For
responses, the highest bit will turn ON and 9E Hex will be returned.

Class ID (command): Always C4 (2F).

The class ID depends on the unit version. The class ID is C4 for unit version
2.0 or later, and 2F for unit version 1.0.

Instance ID (command): The type of memory area to which the data will be
written is specified as shown in the following table.

Instance ID (Hex) CPU Unit memory area Word range
for write
01 Clo 0000 to 6143
03 DM D00000 to D32767
04 WR WO000 to W511
05 HR H000 to H1535
08 to 20 EM, banks 0 to 18 En_00000 to En_32767
(n: 0to 18)

Address L, Address H (command): The address of the first word to which
the data will be written is specified in hexadecimal as shown below.

Address L: The lower 2 digits when the first word address is displayed in 4-
digit hexadecimal.

Address H: The higher 2 digits when the first word address is displayed in 4-
digit hexadecimal.

Write data (response): The specified area and write data is returned in order
from word H (higher byte: bits 8 to 15) to word L (lower byte: bits 0 to 7). For
byte data write, specify an even number.

The actual address L, address H, and number of write data bytes that can be
specified depends on the model of the CPU Unit, and the data area being
written. Do not exceed the boundary of the data areas for the PLC you are
using.

Word Data Write (Service Code: 1F Hex)

Word Data Write writes data to any I/O memory area in a CPU Unit. The write
word data is in word units. The response block data is returned in low-to-high
byte order.
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Command Block

cal [ 1T 1T 1T T
1F | (2F) The class ID depends on the unit version.
() (@) Version 2.0 or later: The class ID is C4.

i . T X X 7 'y x
\

Class ID I Address L

Service Instance ID Address H

Code Word data L Word data L

Version 1.0: The class ID is 2F.

Word data H Word data H

Write data (200 bytes max.)

Note A body format of either 8 bits or 16 bits is possible.

Response Block

9F

I

Service Code

Parameters Service code (command, response): IF Hex is specified for commands. For
responses, the highest bit will turn ON and 9F Hex will be returned.
Class ID (command): Always C4 (2F).
The class ID depends on the unit version. The class ID is C4 for unit version
2.0 or later, and 2F for unit version 1.0.

Instance ID (command): The memory area to which the data is written is
specified as shown in the following table.

Instance ID (Hex) CPU Unit memory area Word range
for write
01 Clo 0000 to 6143
03 DM D00000 to D32767
04 WR WO000 to W511
05 HR H000 to H1535
08 to 20 EM, banks 0 to 18 En_00000 to En_32767
(n: 0to 18)

Address L, Address H (command): The address of the first word to which
the data is written is specified in hexadecimal as shown below.

Address L: The lower 2 digits when the first word address is displayed in 4-
digit hexadecimal.

Address H: The higher 2 digits when the first word address is displayed in 4-
digit hexadecimal.

Write data (response): The specified area and write data is returned in order
from word L (lower byte: bits 0 to 7) to word H (higher byte: bits 8 to 15).

Important Points The actual address L, address H, and number of write data bytes that can be
specified depends on the model of the CPU Unit, and the data area being
written. Do not exceed the boundary of the data areas for the PLC you are
using.
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SECTION 10
Communications Performance and Communications Load

This section describes the communications performance in an EtherNet/IP network, and shows how to estimate the I/O
response times and transmission delays.
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10-1 Communications System

10-1-1 Tag Data Link Communications Method

Packet Interval (RPI)

Settings

262

In EtherNet/IP tag data links, the data transmission period is set for each con-
nection as the packet interval (RPI). The target device will send data (i.e., out-
put tags) once each packet interval (RPI), regardless of the number of nodes.
Also, the heartbeat frame is sent from the originator to the target for each con-
nection. The target uses the heartbeat to check to see if errors have occurred
in the connection with the originator. The data transmission period of the
heartbeat frame depends on the packet interval (RPI) settings.

m Heartbeat Frame Transmission Period

* Packet interval < 100 ms
The heartbeat frame transmission period is 100 ms.

* Packet interval > 100 ms
The heartbeat frame transmission period is the same as the RPI.

Example
In this example, 2 tag data link connections are set for node 2 (the originator)
and node 1 (the target).

The packet interval (RPI) for output data 1 is set to 10 ms.

The packet interval (RPI) for output data 2 is set to 15 ms.

In this case, output data 1 is sent from node 1 to node 2 every 10 ms, and out-
put data 2 is sent from node 1 to node 2 every 15 ms, as shown in the follow-
ing diagram. Also, data is sent from node 2 (the originator) to node 1 (the
target) with a heartbeat of 100 ms for connection 1 and a heartbeat of 100 ms
for connection 2.

Node 1 Node 2

Target Output data 1 o oriai
T riginator
Connection 1 heartbeat ,
e 100-ms interval
Output data 2
T 10 ms g
Connection 2 heartbeat .
D T il 100-ms interval
\ 4 Output data 1
15 ms >
10 ms
v Output data 2 >
A4 Output data 1 q
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Packet Interval (RPI)
and Bandwidth Usage
(PPS)

In a tag data link, the number of packets transferred each second is called the
bandwidth used or PPS (packets per second).

The PPS is calculated from the RPI and heartbeat as follows for each connec-
tion:

PPS used in a connection (pps)
= (1,000 + RPI (ms)) + (1,000 + Heartbeat transmission period (ms))

The following equation is used to calculate the total number of packets trans-
ferred by each EtherNet/IP Unit or built-in EtherNet/IP port in 1 second.

Unit’s total PPS = Total PPS of originator connections
+ Total PPS of target connections (See note.)

Note Connections set as target connections must be added, too.

The maximum number of packets that the Unit can transfer in 1 second
(called the allowed Unit bandwidth) is 6,000 pps (CJ2M-EIP21: 3,000 pps), so
set the connection below this maximum value.

Example
Node 1 has both originator and target connections, with send RPI of 200 ms
and 2 ms, and receive RPI of 1 ms.

Node 2 has originator connections only, with receive RPI of 200 ms, 2 ms, and
5 ms.

Node 3 has target connections only, with send RPI of 5 ms and 1 ms.

O: Originator

o) T: Target
HB: Heartbeat

RPI: 200 ms
HB: 200 ms

RPI: 1 ms

it RPI: 2 ms HB: 100 ms
HB: 100 ms
(@) o, NT
Node 2 f _____________________ _,{ Node 3
O RPI:5ms T
HB:100ms

Each node’s total PPS is calculated as follows.

* Total PPS of node 1 Unit
=1,000/200 ms + 1,000/ 2 ms + 1,000/ 1 ms (for data)
+1,000 /200 ms + 1,000/ 100 ms + 1,000 / 100 ms (for heartbeat)
= 1,530 pps
* Total PPS of node 2 Unit
=1,000/200 ms + 1,000 /2 ms + 1,000 / 5 ms (for data)
+1,000 /200 ms + 1,000/ 100 ms + 1,000 / 100 ms (for heartbeat)
=730 pps
* Total PPS of node 3 Unit
=1,000/5 ms + 1,000/ 1 ms (for data)
+1,000 /100 ms + 1,000 / 100 ms (for heartbeat)
= 1,220 pps
All of the Units are within the allowed Unit bandwidth of 6,000 pps (CJ2M-
EIP21: 3,000 pps), so they can transfer data.
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10-1-2 Calculating the Number of Connections

The maximum number of connections for the Unit is 32 for the CJ2M-EIP21
and 256 for other CPU Units.

The number of connections must be set to 32 or less for the CJ2M-EIP21 and
256 or less for other CPU Units combining both connections that the Unit
opens as the originator and connections that are opened from an originator
with the Unit as the target.

Example

Node 1 opens two connections as the target with node 2 and one connection
as the originator with node 3. Therefore, the total is three connections. Node 2
opens two connections as the originator with node 1 and one connection as
the target with node 3. Therefore, the total is three connections. Node 3 opens
one connection as the target with node 1 and one connection as the target
with node 2. Therefore, the total is two connections. In either case, the con-
nections can be opened because the maximum number of connections for the
Unit is less than 32 for the CJ2M-EIP21 and less than 256 for other CPU

Units.
O: Originator
T: Target
T T (0]
0] 0] T
Node2 ¢ Node 3
0O T

Also, if multicast is set, one packet will be sent, but the number of connections
will be consumed.

Example

Node 3 sends one multicast packet to node 1 and node 2. At that time, node 3
opens one connection as the target with node 1 and one connection as the
target with node 2 for a total of two connections. Caution is required because
the number of connections consumed is the same as for unicast connections
even when multicast connections are set.

O: Originator
T: Target

O
Multicast
Multicast T
Node2 [¥ Node 3
0O T
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10-1-3 Network Transmission Delay Time

In an EtherNet/IP network, the tag data link packets are sent once each
packet interval (RPI), but several delays occur between the transmission of
packets from each node and the arrival of the packets at the destination
nodes. The following diagram shows the 4 major delay sources.
Total network transmission delay = (1) Send processing delay + (2) Ca-
ble delays + (3) Switching hub delay
+ (4) Receive processing delay

(1)Send | EtherNevIP EtherNet/IP |4 (4) Receive
processing Unit Unit } processing
delay A delay
i Data
Switching hub

H_/ ~— \ v J
(2) Cable delay (3) Switching hub delay (2) Cable delay

The lengths of these delays depend on many factors, such as the tag data link
connection settings (number of connections and data sizes), number of
nodes, the switching hub being used, and cable lengths. Each delay is
described in detail below.

1. Send Processing The send processing delay is the delay that occurs within the EtherNet/IP Unit
Delay or built-in EtherNet/IP port when data packets are sent once each packet

interval. This delay varies with the RPI error shown in the following graph, so
the send processing time is the maximum value for each RPI.

Packet interval (RPI) RPI error (1) (%)
0.5 to 1,000 ms 15 — (RPI (ms) = 100)
1,000 ms to 10,000 ms 5% of the RPI
<
)
S
@
z
o
4 7777777777777777777777777777777777777777777777777777
2 7777777777777777777777777777777777777777777777777777
0 ‘ ‘ ‘ ‘ ‘ ‘ ‘
0 1,000 2000 3000 4,000 5000 6000 7,000 8000 9,000 10,000
RPI [ms]
2. Cable Delay The cable delay is the time required for the data signal to pass through the

cable and reach the destination. When an STP (shielded twisted-pair) cable of
category 5, 5e, or higher is being used, the maximum cable delay is 545 ns/
100 m. The cable delay represents a very small percentage of the total tag
data link delay.
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3. Switching Hub
Delay

4. Receive Processing
Delay

Example Calculation
of the Tag Data Link

Delay
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The switching hub delay is the delay time between the arrival of the packet at
the switching hub and the output of the packet from the hub’s transmission
port. This delay depends on the total number of connections used for recep-
tion and data sizes used in the tag data links. In addition, this delay depends
on the switching hub maker and model, but the delay can be approximated
with the following table. (For a precise estimate, contact the switching hub
manufacturer.)

The following values are the delays when cascade connections are not being
used. If cascade connections are used, more nodes can be connected, but
the switching hub delays will increase.

Words per connection Number of connections used for reception
16 32 64 128 256
2 words 0.2ms 0.3 ms 0.5 ms 1.0 ms 1.9 ms
200 words 0.7 ms 1.3 ms 2.5ms 5.0 ms 10.0 ms
400 words 1.2ms 2.3 ms 4.6 ms 9.1 ms 18.2 ms
600 words 1.7 ms 3.3ms 6.6 ms 1832ms |26.4ms
722 words 2.0ms 4.0 ms 7.9 ms 15.7ms |31.4ms

The receive processing delay is the delay that occurs within the EtherNet/IP
Unit or built-in EtherNet/IP port from the reception of the data packet at the
Unit until the completion of reception processing in the Unit. This delay
depends on the size of the connections used in the tag data links and the
number of connections. In practice, the delay depends on the number of con-
nections used in tag data links with less than 200 words. If the number of con-
nections is “n”, the maximum delay can be calculated with the following
equation.

Maximum reception processing delay = 1 + (n x 0.043) ms

The size of the connections may cause a delay when the data sizes are
smaller and a large number of packets may be received in a fixed interval,
because the data may wait for receive processing.

This example shows how to calculate the tag data link delay when the follow-
ing tag data link connection settings have been made.

In this case, 17 EtherNet/IP Units or built-in EtherNet/IP ports are being used,
and one Unit is receiving 200 words of data from each of the other Units at a
packet interval (RPI) of 5 ms. Thus, 16 tag data link connections are used.
The length of the cables between the Units is 50 m for all connections.

Send processing delay = 5 ms x (15 — 5/100)% = 0.7475 ms

Cable delay = 545 ns x 50 m/100 = 272.5 ns

Switching hub delay = 0.7 ms

Receive processing delay = 1 + (16 x 0.043) ms = 1.688 ms

Tag data link delay = 0.7475 ms + 0.0002725 ms + 0.7 ms + 1.688 ms
=~ 3.14 ms
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10-2 Adjusting the Communications Load
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Note

In an Ethernet network using a switching hub, the network bandwidth is not
shared by all of the nodes; independent transmission paths are established
between individual nodes through the switching hub.

A dedicated communications buffer is established in the switching hub for
communications between the nodes and full-duplex communications (simulta-
neous transmission and reception) are performed asynchronously with other
transmission paths. The communications load in other transmission paths
does not affect communications, so packet collisions do not occur and stable,
high-speed communications can be performed.

The switching hub functions shown in the following table determine the perfor-
mance of tag data links.

Item Description
Buffer capacity This is the amount of data that can be buffered when packets
accumulate at the switching hub.
Multicast filtering This function transfers multicast packets to specific nodes
only.
QoS function This function performs priority control on packet transfers.

The following table shows the tag data link settings that can be made for indi-
vidual EtherNet/IP Units as well as the setting ranges.

Item Contents Settings
Network bandwidth Physical Ethernet baud rate 100 Mbps or 10 Mbps
Allowed tag data link Maximum number of tag data CJ2M-EIP21: 3,000 pps
communications band- | link packets that can be pro- max.
width cessed in 1 second (pps: pack- | Other CPU Units: 6,000
ets per second) pps max.
Connection resources | Number of connections that can | CJ2M-EIP21: 32 max.
be established Other CPU Units:
256 max.
Packet interval Refresh cycle for tag data CJ2M-EIP21: 1 to 1,000
(RPI: Requested Packet ms
Interval) Other CPU Units:
0.5 1o 10,000 ms
(in 0.5 ms units)

When the tag data link settings exceed the capabilities of the switching hub
being used, increase the RPI value. Particularly when using a switching hub
that does not support multicast filtering, the settings must be made consider-
ing that multicast packets will be sent even to nodes without connection set-
tings.

In addition, if the required tag data link performance cannot be achieved with
the switching hub’s capabilities, reevaluate the overall network configuration
and correct it by taking steps such as selecting a different switching hub or
splitting the network.

The following sections show how to check the device bandwidth being used
by the tag data links in the designed network, and how to set the appropriate
values.

If the Network Configurator is used to set the connection type in the connec-
tion settings to a multicast connection, multicast packets will be used. If the
connection type is set to a point-to-point connection, multicast packets will not
be used.
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10-2-1 Checking Bandwidth Usage for Tag Data Links

The Network Configurator can display the bandwidth actually used for tag
data links at each EtherNet/IP Unit, based on the connections set in the net-

work configuration.

The device bandwidth used by tag data links can be checked by clicking the
Detail Button in the Usage of Device Bandwidth Area at the bottom of the Net-
work Configuration Window.

{1 EtherMet/IP 1

i 5

192.168.250.1

E

@ Usaege of Device Bandwidth

CE1w-EIP2T
. | le]...250.2
# Ciomment Usage of Capacity... Mbitds Gwithout M. Uzage of IP multic...
£7192.168.250.1 CGE1W-EIPN 100 003 % 0048 0048) Mbit/s 1
&P1921682602 GJ1W-EIP2 1.00 Q003 % 0048 (0.048) Mbit/s 1
Uzage of Devigh Band
D e —
B Total uzage of IP multicast addresses : 2
[ Set Packet Interval (RFD .. ] et .
Network Total of Max. Mbit/s : 0.048Mbit/s

Item

Description

#

The IP address of the device.

Comment

A description of the device. The comment is displayed below
the device icon. The model number of the device is displayed
by default.

Usage of Capacity

The percentage of the allowable communications bandwidth
used for tag data links for the device is displayed.

Bandwidth used + Allowable tag data link bandwidth

The values outside parentheses are for when multicast filtering
is used.

The values inside parentheses are for when multicast filtering
is not used.

Mbit/s

The bandwidth used for communications by the device of the
100-Mbps network bandwidth is shown.

The values outside parentheses are for when multicast filtering
is used.

The values inside parentheses are for when multicast filtering
is not used.

Usage of IP Multi-
cast Addresses

The number of multicast IP addresses actually used for com-
munications by the device is shown.
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Checking the Usage of
Capacity and Network
Bandwidth for Tag Data
Links

Checking the Total
Number of Multicast IP
Addresses in the Network

Checking the Total
Maximum Network
Bandwidth

Item Description

Total usage of IP The number of multicast IP addresses used in the entire net-
multicast addresses | work is shown. This value is used to estimate the number of
multicast filters for switching.

Network Total of The total network bandwidth used for tag data link communica-

Max. Mbit/s tions in the entire network is shown. Tag data links will not
operate normally if 100 Mbps is exceeded for the network
bandwidth.

The percentage of the allowable communications bandwidth for tag data links
for each EtherNeV/IP Unit is displayed as the Usage of Capacity and the band-
width used for tag data link communications in the entire network is displayed
as the Mbit/s.

The usage of capacity and used network bandwidth that are displayed in
parentheses are for a switching hub that does not use multicast filtering. In
this case, multicast packets will be sent to even the nodes without connection
settings, so the displayed values will include these packets as well.

These values can be adjusted according to instructions in 10-2-4 Changing
the RPI.

When using a switching hub that provides multicast filtering, there must be
enough multicast filters for the network being used. The number of multicast
IP address used in the entire network that is displayed by the Network Config-
urator as the Network Total of Max. Mbit/s is based on connection settings.

Make sure that the number of multicast IP addresses used in the entire net-
work does not exceed the number of multicast filters supported by the switch-
ing hub. If necessary, change to a switching hub with enough multicast filters,
or adjust the usage of capacity and network bandwidth for tag data links (Mbit/
s) values given for a switching hub without multicast filtering (i.e., the values in
parentheses). Adjust these values according to instructions in 10-2-4 Chang-
ing the RPI.

The Network Configurator displays the total maximum bandwidth that can be
used for the entire network as the Network Total of Max. Mbit/s. This value
indicates the maximum bandwidth that can be used on the transmission paths
when switching hubs are cascaded. If the value exceeds the bandwidth of a
cascade connection in the actual network, the maximum bandwidth for part of
the communications path may be exceeded, depending on how the network is
wired.

If this occurs, either calculate the bandwidth usage for each communications
path and be sure that the maximum bandwidth is not exceeded for any cas-
cade connection, or adjust the bandwidth for all cascade connections so that
the total maximum network bandwidth is not exceeded. Adjust the bandwidth
according to instructions in 10-2-4 Changing the RPI.

10-2-2 Tag Data Link Bandwidth Usage and RPI
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The usage of capacity can be adjusted using the RPI setting. If the RPI is
made shorter, the usage of capacity will increase. If the RPI is made longer,
the usage of capacity will decrease.

The RPI can be set in any one of the following ways.
* Setting the same interval for all connections
* Setting a particular device’s connection
» Setting a particular connection

When the same RPI is set for all connections, the usage of capacity will basi-
cally increase proportionally as the RPI is made shorter.
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Note

Switching Hubs without
Multicast Filtering (100-
Mbps Hubs)

Switching Hubs with
Multicast Filtering (100-
Mbps Hubs)

Example:

If the RPI is set to 50 ms for all connections and the usage of capacity is
40%, the usage of capacity may increase to 80% when the RPI is reduced
to 25 ms for all connections.

Performing message communications or other network operations from the
Network Configurator (such as monitoring or other operations that place a
load on the network) or from the user application when the tag data link band-
width usage of capacity is between 80% and 100% can create an excessive
load on the network and result in timeouts. If timeouts occur, increase one or
all of the RPI settings or reduce the usage of capacity.

10-2-3 Adjusting Device Bandwidth Usage

Is the network bandwidth without multicast filtering usage under

100 Mbps for each node? (This appears as “Mbit/s” in the dialog box
shown on page 269.)

— If any node exceeds 100 Mbps, change the connections settings, such
as the RPI.

Is the usage of capacity without multicast filtering under 100% for each
node? (This appears as “Usage of Capacity” in the dialog box shown on
page 269.)

— If any node exceeds 100%, change the connections settings, such as
the RPI.

Is the total network bandwidth usage under 100 Mbps? (This appears as
“Network Total of Max. Mbit/s” in the dialog box shown on page 269.)

— If the total bandwidth usage exceeds 100 Mbps, the bandwidth of part
of the transmission path (e.g., a switching hub or media converter) had
been exceeded as the result of how the network was wired (e.g., switch
hub or cascade connection), causing a tag data link to operate abnor-
mally. Check the bandwidth of the transmission path for all cascade con-
nections. If the bandwidth is exceeded, rewire the network or increase the
bandwidth between switching hubs (e.g., to 1 Gbps). If these countermea-
sures are not possible, change the connection settings, e.g., the RPI set-
tings, and adjust the bandwidth for all cascade connections until the total
network bandwidth is not exceeded.

Is the network bandwidth usage under 100 Mbps for each node?
— If any node exceeds 100 Mbps, change the connections settings, such
as the RPI.

Is the usage of capacity under 100% for each node?
— If any node exceeds 100%, change the connections settings, such as
the RPI.

Is the total network bandwidth usage under 100 Mbps? (This appears as
“Network Total of Max. Mbit/s” in the dialog box shown on page 269.)

— If the total bandwidth usage exceeds 100 Mbps, the bandwidth of part
of the transmission path (e.g., a switching hub or media converter) had
been exceeded as the result of how the network was wired (e.g., switch
hub or cascade connection), causing a tag data link to operate abnor-
mally. Check the bandwidth of the transmission path for all cascade con-
nections. If the bandwidth is exceeded, rewire the network or increase the
bandwidth between switching hubs (e.g., to 1 Gbps). If these countermea-
sures are not possible, change the connection settings, e.g., the RPI set-
tings, and adjust the bandwidth for all cascade connections until the total
network bandwidth is not exceeded.
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* Is the network bandwidth usage without multicast filtering under 100

Mbps for each node or the usage of capacity without multicast filtering
under 100% for each node? (These appear as “Mbit/s” and “Usage of
Capacity” in the dialog box shown on page 269.)
— If the total bandwidth usage exceeds 100 Mbps, the bandwidth of part
of the transmission path (e.g., a switching hub or media converter) had
been exceeded as the result of how the network was wired (e.g., switch
hub or cascade connection), causing a tag data link to operate abnor-
mally. Check the bandwidth of the transmission path for all cascade con-
nections. If the bandwidth is exceeded, rewire the network or increase the
bandwidth between switching hubs (e.g., to 1 Gbps). If these countermea-
sures are not possible, change the connection settings, e.g., the RPI set-
tings, and adjust the bandwidth for all cascade connections until the total
network bandwidth is not exceeded.

10-2-4 Changing the RPI
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1,2,3...

You can check the usage of capacity offline without multicast filtering against
the tag data link's allowable bandwidth by following the procedures in 10-2-1
Checking Bandwidth Usage for Tag Data Links. The usage of capacity without
multicast filtering can be adjusted against the tag data link's allowable band-
width by changing the packet interval (RPI). If the required communications
performance cannot be achieved by changing the settings, reevaluate the net-
work starting with the network configuration.

Make the required settings in the Network Configurator's Network Config-
uration Window.

2. Click the Detail Button in the Usage of Device Bandwidth Area at the bot-

tom of the Network Configuration Window.

() EtherNet/IP_1
@‘ E‘
152.168.2501 192.168.250.2
CS1w-EIP21 Cl1w-EIP21
|#l...250.2 2. 250 =
Uzage of Device Bandwidth

The Usage of Device Bandwidth Dialog Box will be displayed.
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Uzage of Device Bandwidth §|
# Comment Uzage of Gapacity.. Mbit/s Guithout M. Uzage of IP multic..
@ 192168.2501 CE1W-EIP21 100 4.003 % 0048 0.048) Mbit/s 1
@ 192168.25802 G 1W-EIP21 100 0.003 % 0048 0.048) Mbit/s 1

[ Set Packet Interval (RFD ] Total uzage of IP multicast addresses : 2
= Hetwork Total of Max. Mbit/s : 0.048Mbit/s =

The Usage of Capacity column will show the percentage of the allowed tag
data link bandwidth being used, and the Mbit/s column will show the net-
work bandwidth being used.

3. The usage of capacity can be adjusted by changing the associated devic-
es’ RPI settings.
The RPI settings can be changed with the following three methods.

Method 1: Same Packet Interval Set for all Connections

The usage of capacity can be adjusted by changing the RPI for all of the
connections at the same time.

a. Click the Set Packet Interval (RPI) Button at the bottom of the Usage
of Device Bandwidth Dialog Box.

[ Set Packet Interval (RPD . ]

b. The Set Packet Interval (RPI) Dialog Box will be displayed. Input a new
RPI value, and click the OK Button.

Set Packet Interval (RPI &l

Packet Interval (RPD
5001 e (05 - 100000 ms 3

Target Device
1921682501 CS1W-EIP21
192 168.250.2 CJ1W-EIPZ1

o] 4 ] [ Cancel
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Method 2: Changing a Particular Device’s RPI Setting

The usage of capacity can be adjusted for only a particular device by
changing the packet intervals (RPI) for all of the device’s connections to-
gether. In this case, the usage of capacity will also change for the devices
that are the target devices of the connection which was adjusted.

a. Click the Set Packet Interval (RPI) Button at the bottom of the Usage
of Device Bandwidth Dialog Box.

[ Set Packet Interval (RPD . ]

b. The Set Packet Interval (RPI) Dialog Box will be displayed. In the Tar-
get Device Area, deselect the target devices that are not being adjust-
ed by removing the check marks.

Set Packet Interval {(RPD EI

Packet Interval (RPD
500 s €05 - 100000 ms )

Target Device
[Ji192188.280.1 C51W-EIP21:
192168.250.2 C.J1Ww-EIP21

[ QK ] [ Cancel ]

c. Input a new RPI value, and click the OK Button.
Method 3: Changing a Particular Connection’s RPI Setting

The usage of capacity can be adjusted by individually changing the packet
intervals (RPI) setting for a particular connection. In this case, the usage
of capacity will also change for the device that is the target device of the
connection which was adjusted.
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a. Click the Close Button at the bottom of the Usage of Device Bandwidth
Dialog Box.

b. Double-click the device that is set as the originator of the desired con-
nection. The Edit Device Parameters Dialog Box will be displayed.

Edit Device Parameters @

Gonrections | Tag Sets

Unregister Device List

# Praduct Mame

Connections : 2/286 (0:1.T:17 b

Reeizter Device List

1921682507 CS1W-EIP21 Variable Target Variable

TagSet2_192168.250.2

TagSet? 1921682501

GO 01 [hput]

New.. “dit Edit All.. ] [ Change Target Node ID.. ] [ To/Fram File ]

[ ok ][ #tn |

c. Inthe Register Device List, select the connection for which you want
to change the RPI, and click the Edit Button.

Edit Device Parameters @

Connections | Tag Sets |

Urregister Device List

# Product Name

Connections : 2/266 (0:1,T:11

Fegizter Device List
Product Name 1821682501 GSTW-EIP21 Variable Tareet Variable
# 1921682602 GO02) GJTW-

GO 01 [Ihput]

Edit. | [ Delete | [ Edtall. hanee Tarest Node [0,

T T

d. The device’s Edit Connections Dialog Box will be displayed. Input a
new RPI value, and click the OK Button.
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4.

192.168.250.2 CJIW-EIP21, Edit Connection ]

It will add a connection configuration ta arginator device.
Pleaze confioure the Tag Set each of ordinator device and taroet device.

Originatar Device Target Device
Mode Address : 1921682501 Mode Address : 192.168.250.2
Comment 1 CITW-EIP21 Comment 1 CJTW-EIP2
Input Tag Set: [EgiTags Output Tag Set:
g Sets

0.1 - [22Byrelid #" TagSet2_192.168.250.2 - [22Bpe]
Conn_?sggr? Multi-cast connection "
Hide Detail

Dretail Parameter

Packet Interval [RPI) : 50.0 s {05 - 100000 ms )

Connection Name :
[Poszible to amit] ENm_O1

Timeout Value : | Packet Interval [RPI1] « 4
Connection Stucture
&9 192.168.250.1 CIIW-EIF2] -
=18 Tag%et?_192.168.250.1 [M] 50.0ms
=& 192.168.250.2 CIW-EIP21
(8] TagSet?_1592.168.250.2

If the usage of capacity cannot be adjusted to the desired level when the
setting described above has been performed, reconsider the network con-
figuration considering the following points. Refer to 10-2-3 Adjusting De-
vice Bandwidth Usage.

* Reduce the number of nodes and number of connections.

* Split the network.
Check the bandwidth usage again.
If the connection settings have been changed, click the Detail Button in the
Usage of Device Bandwidth Area at the bottom of the Network Configura-
tion Window and check bandwidth usage according to the instructions in
10-2-1 Checking Bandwidth Usage for Tag Data Links. It is particularly im-
portant to check the usage of capacity when an individual connection’s RPI
setting was changed without using the Set Packet Interval (RPI) Button at
the bottom of the Usage of Device Bandwidth Dialog Box.

6. Run user tests to verify that there are no problems with the new settings.

10-2-5 RPI Setting Examples

The following examples explain how to calculate the packet intervals (RPI) in
the following network configuration.
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Example Conditions

& Untitled — Network Gonfigurator

File Edit iew Metwork Device EDSFile Took Option Help

beEd 2 =2 2l
o] L)
L () EtherNet/TP 1
B3 Network Confizuratar
=B} EtherNet/IP Hardware
=3 Vendor = = - = = = = =
= (3 Ormron Corparation
o B Commuications Adsprey | 19Z1EZ0T  TEMIGIND 182160503 TEIGEZL4  TIEI0S  TWLIEGI0E  THWIEEI0F 1921682508
oo e i CSTWEIFZI CSTWEIP2] CETWEIPZ1 CSIWEIFZ] CSTWEIP2] CSTWEIFZ1 CSTWEIPZ] CSTWEIP2]
i a1 L} 1= 1= i} JIi] 1= ]
(8] Rev 1
5] Rev 2
(&) CIW-EP21 (C.J2)
] CJ2B-EIF21
=-E Gs1w-EF21 = = = = = = = =
Rev 1
Re:? 1921682508  1S2168250.10 18216825011  192768.25012 19216825013 19216825014 19216825015 13216325016
5 @ DevicsType CSTWEIPZI CSTW-EIPZI CITWEIP21 CITWEIP2] CWEIPZI CIW-EIP21 CIWEIP2] CIWEIP21
/- & Communications Adapter 1 1= YL Lk 1= 1t | LS
19216825017 18216826018 13216825013  192.168.250.20
CHW-EIP21 CHWEIPZ! CHwEIP21 CIIW-EIP21
.. ..

Usage of Device Bandwidth

x
Message Code Date Description

Ready LiEtherMet/IP TUnknown  Resltek RTLE139/810x Family Fast Ethernet NIG| 1921868260200 100M () Off-line

Connections

In this example, there are 10 CS1W-EIP21 Units and 10 CJ1W-EIP21 Units
for a total of 20 devices connected in the network. Each device has one 100-
word tag for transmission and nineteen 100-word tags for reception, so that
the Units exchange data mutually.

By default, the packet intervals (RPI) are set to 10 ms for all of the connec-
tions. The devices’ IP addresses range from 192.168.250.1 to
192.168.250.20.

|IP address: 192.168.250.1 192.168.250.2 192.168.250.3 R 192.168.250.20
CS1W-EIP21 CS1W-EIP21 CS1W-EIP21 CJ1W-EIP21
100 words{ Transmit > > ---- >
100 words{ < Transmit > > - >
100 words ) Tag data link area with
< < fransmit fep - - ——p| 100 words x 20 Units
1 I 1 I
1 I 1 I
1 I 1 I
1 I L} I
100 words{ N N N o Transmit

Checking the Device
Bandwidth Usage

10 CS1W-EIP21 Units + 10 CJ1W-EIP21 Units = 20 Units total
The RPI is 10 ms (ethernet default) for all connections.

When the Detail Button is clicked in the Usage of Device Bandwidth Area, it is
apparent that the percentage of the allowed tag data link bandwidth being
used by each device’s tag data link (Usage of Capacity) is 39.67%, as shown
in the following dialog box.
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Changing the

Settings

278

Usage of Device Bandwidth @

# Cornrient Uszage of Capac...  Mbit/z [without ... Uzage of IF mult...
&£P192168.2501  CSTW-EIPZ1 3967 [3967) % 4.837 (4.837) Mbi.. 1
£P192168.2502  CETW-EIP2T 39.67 [3967) % 4.837 [4.837) Mbi... 1
@ 1921682503 CS5TW-EIP21 F9ET[3967) % 4837 [4.837) Mbi... 1
£P192168.2504  CETW-EIPZT 3967 [39.67) % 4.837 [4.837) Mbi... 1
@ 1921682505  C5TW-EIP21 F9ET (3967 % 4837 [4.837) Mbi... 1
£P192168.2506  C5TwW-EIP21 39067 [3967) % 4.837 (4.837) Mbi... 1
£P192168.2507  C5TW-EIP21 39.67 [3967) % 4.837 [4.837) Mbi.. 1
&£P192168.2508  C5TW-EIP2ZT 3967 [3967) % 4.837 (4.837) Mbi.. 1
£P192168.2509  C5TW-EIP2T 39.67 [3967) % 4.837 [4.837) Mbi... 1
@ 19216825010 C5TW-EIP21 F9ET (3967 % 4837 [4.837) Mbi... 1
£P192168.25011  CHWEIPZT 3967 [39.67) % 4.837 [4.837) Mbi.. 1
@ 19216825012  CIWwW-EIPZ1 F9ET (3967 % 4837 [4.837) Mbi... 1
£#192168.25013  CHW-EIP21 39067 [3967) % 4.837 (4.837) Mbi.. 1
£P192168.25014  CIW-EIP21 39.67 [3967) % 4.837 [4.837) Mbi... 1
&2 192160.25015  CIW-EIPZT 3967 [3967) % 4.837 [4.837) Mbi.. 1
£B192168.25016  CIW-EIP21 39.67 [3967) % 4.837 [4.837) Mbi... 1
@ 19216825017  CIwW-EIPZT F9ET (3967 % 4837 [4.837) Mbi... 1
&£#192168.25018  CIW-EIP21 3967 [3967) % 4.837 (4.837) Mbi.. 1
@ 192.168.25019  CIWwW-EIP2T F9ET (3967 % 4837 [4.837) Mbi... 1
£P192168.25020  CIW-EIP21 39067 [3967) % 4.837 (4.837) Mbi.. 1

Total usage of IP multicast addresses ; 20
BTN T I. Metwork Total of Maw. Mbit/s . 7.190Mbit/s

Method 1: Same Packet Interval Setting for All Connections

The percentage of the allowed tag data link bandwidth being used (Usage of
Capacity) was 39.67% with the RPI set to 10.0 ms for all of the connections,
so the RPI will be set to 5.0 ms, with a target of 80% or less of the allowable
bandwidth.

Click the Set Packet Interval (RPI) Button at the bottom of the Usage of
Device Bandwidth Dialog Box. The Set Packet Interval (RPI) Dialog Box will
be displayed. Input 5.0 ms as the new RPI value, and click the OK Button.

Set Packet Interval (RPD g|
Packet Interval (RPD
5] s €05 - 100000 me )

Target Device

192168.2601 CE1W-EIP21 192162.2609 GS51Ww-EIP21 19
192168.260.2 CS1W-EIP21 192168.26010 G51W-EIP21 19
192.168.260.3 C31W-EIP21 19216326011 GJ1Ww-EIP21 19
192168.260.4 CS51W-EIP21 19216826012 G.J1W-EIP21 19
192168.2605 CE1W-EIP21 19216326013 GJ1Ww-EIP21
192168.260.6 C51W-EIP21 19216826014 G.J1Ww-EIP21
192168.260.7 CE1W-EIP21 19216226015 GJ1Ww-EIP21
192168.260.8 CS51W-EIP21 19216826016 G.J1Ww-EIP21
< >

(019

l [ Cancel
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If the packet interval for all connections has been set to the same setting, the
dialog box will show that the usage of capacity for the tag data link's allowable
communications bandwidth is 73.00% and the fastest set value is 5.0 ms.

Usage of Device Bandwidth @

# Comment Usage of Capac... | Mbit/s [without ... Uszage of IP mult...
£P192168.2501  C5TW-EIP2T 73.00(73.00)% 9.413(9.413) Mbi... 1
@ 192.168.250.2  CS1W-EIPZ 7300(72.00)% 9.413(9.413) Mbi.. 1
£P192168.2503  C5TW-EIP2T 73.00(73.00)% 9.413(9.413) Mbi.. 1
@ 1921682504  C5TW-EIP21 FAOO[F300)%  9.413[9.413) Mbi... 1
£P192168.2505  C5TwW-EIP21 73.00(7300)% 9.413(9.413) Mbi... 1
£P192168. 2506 CETW-EIP2T 73.00(73.00)% 9.413(9.413) Mbi... 1
£P192168.2507  C5TW-EIP21 73.00(73.00)% 9.413(9.413) Mbi... 1
£P192168.2508  C5TW-EIP2T 73.00(7300)% 9.413(9.413) Mbi... 1
@ 1921682509  C5TW-EIP21 FAOO[F3000%  9.413[9.413] Mbi... 1
£P192168.25010  C5TW-EIPZ1 73.00(7300)% 9.413(9.413) Mbi... 1
@192.188.250.11 CITW-EIP21 FAOO[F300)%  9.413[9.413) Mbi... 1
£#192168.25012  CIW-EIP21 73.00(7300)% 9.413(9.413) Mbi... 1
£P192162.25013  CHW-EIP2T 73.00(73.00)0% 9.413(9.413) Mbi... 1
£P192168.25014  CIW-EIP21 73.00(73.00)% 9.413(9.413) Mbi... 1
£P192168.25015  CIW-EIP21 73.00(73.00)% 9.413(9.413) Mbi... 1
@192.188.250.18 CITW-EIP21 FAOO[FA000%  9.413[9.413) Mbi... 1
£P192168.25017  CIWEIPZT 73.00(7300)% 9.413(9.413) Mbi... 1
@192.188.250.18 CITW-EIP21 FAOO[FA00)%  9.413[9.413) Mbi... 1
£#192168.25019  CHW-EIP21 73.00(7300)% 9.413(9.413) Mbi... 1
19216825020 CHWEIP2T 73.00(73.00)% 9.413(9.413) Mbi... 1

Total uzage of IP multicast addresses 20
EZIZECUE Network Total of Max. Mbit/s:  11.768Mbit/s

Method 2: Changing the Packet Interval (RPI) of Only Specific Devices

In this example, we want faster tag data links for devices 192.168.250.1 and
192.168.250.10 only. Click the Set Packet Interval (RPI) Button at the bottom
of the Usage of Device Bandwidth Dialog Box to display the Set Packet Inter-
val (RPI) Dialog Box.

In the Target Device Area, deselect all devices other than 192.168.250.1 and
192.168.250.10 by removing the corresponding check marks. Input 5.0 ms as
the new RPI value, and click the OK Button.

Set Packet Interval (RPI) EJ
Packet Interval (RPD
5| me (05 - 100000 ms )

Target Device

19216825801 CEIW-EIF21  []1921682609 GS1w-EIP21  []19
[1192168.260.2 CE1W-EIP2 19216828010 CS1W-EIP21 []19
[]192168.2503 CS1W-EIP21  []192168268011 CJ1w-EIPZ1 []19
[1192168.2504 CS1W-EIP21 []192168.28012 GJ1W-EIPZ1 []19
[1192168.2505 CS1W-EIP21 [ 19216826013 CJ1Ww-EIP2
[1192168.2608 CS1W-EIP21 [ 19216826014 CJ1W-EIP2
[11921688.2507 CS1W-EIP21 [ 19216825015 CJ1Ww-EIP2
[1192168.2608 CS1W-EIP21 [ 19216828016 CJ1W-EIP2
< *

[ ok

] [ Cancel ]

The percentage of the allowed tag data link bandwidth being used (Usage of
Capacity) increases to 74.67% for devices 192.168.250.1 and
192.168.250.10, which indicates that the RPI is set to a higher speed for
these devices’ connections.
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The Usage of Capacity values also indicate that the Usage of Capacity has
increased (from 39.67% to 43.00%) for all of the other devices, which connect
with devices 192.168.250.1 and 192.168.250.10.

Usage of Device Bandwidth g]

Usage of Capac... | Mbit/s [without ... Uszage of IP mult...

# Comment
£P192168.2501  C5TW-EIP2T VAET(106.33) %  9.64213.929) M...
@ 13216882502 CSTW-EIP21 43.00106.33) %  5.29513.929) M...
£P192168.2503  C5TW-EIP2T 43.00(106.33) % 5295 13.929) M...
@ 192168.2504  CSTW-EIP2 43.00(106.33) % 5.295(13.989) M...
£P192168.2505  C5TwW-EIP21 43.00(106.33) % 5295 13.989) M...
£P192168. 2506 CETW-EIP2T 43.00(106.33) % 5.295 (13.989) M...
£P192168.2507  C5TW-EIP21 43.00(106.33) % 5.29513.989) M...
£P192168.2508  C5TW-EIP2T 43.00(106.33) % 5295 13.929) M...
@ 192168.2509  CSTW-EIP2 43.00(106.33) % 5.295(13.989) M...
£P192168.25010  C5TW-EIPZ1 FAET(106.33) % 9642 13.989) M...
@ 192.168.25011  CIW-EIP21 43.00(106.33) % 5.295(13.989) M...
£#192168.25012  CIW-EIP21 43.00(106.33) % 5295 13.989) M...
£P192162.25013  CHW-EIP2T 43.00(106.33) % 5.295 (13.989) M...
£P192168.25014  CIW-EIP21 43.00(106.33) % 5.29513.989) M...
£P192168.25015  CIW-EIP21 43.00(106.33) % 5295 13.929) M...
@ 192168.28016  CIW-EIP21 43.00(106.33) % 5.295(13.989) M...
£P192168.25017  CIWEIPZT 43.00(106.33) % 5295 13.989) M...
@ 192.168.25018  CIW-EIP21 43.00(106.33) % 5.295(13.989) M...
£#192168.25019  CHW-EIP21 43.00(106.33) % 5295 13.989) M...
19216825020 CHWEIP2T 43.00(106.33) % 5.295 (13.989) M...
[ Set Packet Interval (RFI].. l Total uzage of IP multicast addresses
Metwork Total of Max. Mbit/s :

RS SV VRN SV ST S U R SV VIR ST R R ST OISR O

D

16.342Mbit/s

In this case, if there is no multicast filter, the value becomes 106.33%. If there
is no multicast filter for a switching hub, communications errors may occur
depending on the communications load of the EtherNet/IP Unit or built-in Eth-
erNet/IP Unit port.
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Method 3: Changing the Packet Interval (RPI) of Only Specific
Connections

In this example, we want a faster tag data links for just a particular connection

of device 192.168.250.1.

Double-click device 192.168.250.1 in the Network Configuration Window.

Edit Device Parameters @

Connections | Tae Sets
Unregister Device List

# Product Mame

Gonnections : 38/256 (0:19, T:19) ”»

Regizter Device List

Product Name 1921682601 CS1W-EIP21 Variable Tareet Wariable "_.
£p192168.2502 (#4002) GSTW-..
2 GHIT_0 [hput] TagSet? 1921682501 TagSet? 1921662602
£ 1921682503 GO0S) CSTW-..
2 GNIT_02 [hput] TagSetd 19216825601 TagSetd 1921662603
£p192168.2504 (40047 GSTW-..
B G103 [hput] TagSetd 1921682501 TagSetd 1921662604
#P1021682505 (05) GSTW-..
2 GNIT_04 [hput] TagSets 1921682501 TagSeth 1921662605
£p192168.2506 (006) GSTW-..
B G105 [put] TagSet6 102168.260.1 TazSetfi 1021682606
| #9192168.2507 (O0T) GST4-.. ¥
EditAll. | [ GChange TargetModeID. | [ To/FromFile |
[ oK | [ Fevt |

Information about the connection with device 192.168.250.20 is registered in

the Register Device List. Double-click this connection to edit the settings.

192.168.250.20 CJ1W-EIP21 Edit Connection

It will add & connection configuration ta ariginator device.
Pleaze confioure the Tag Set each of orcinator device and taroet device.

Originatar Device Target Device
Mode Address : 1921682501 Mode Address : 192.168.250.20
Comment 1 CITW-EIP21 Comment 1 CJTWwW-EIP2
Input Tag Set: [EgiTags Output Tag Set:
g Sets
Tag5et20_192168.250.20 - (228t v
Ennnec'lz:sr? Multi-cast connection A

Hide Detail

Dretail Parameter

Packet Interval [RPI) : 50.0 s {05 - 100000 ms )

Connection Name :
[Poszible to amit] ENDT_13

Timeout Value : | Packet Interval [RPI1) « 4 L
Connection Stucture
[ TagSet7_192.1668.250.7 ~
(=3 Tag5etd_152.168.250.1 [M] 50.0ms
=& 192.168.250.8 CITW-EIP21
[ TagSetd_192.168.250.8
(=3 Tag5etd_152.168.250.1 [M] 50.0ms
=& 192.168.250.9 CITW-EIP21
[ TagSetd_1592.168.250.9 7
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In the Edit Connection Dialog Box, input 1.0 ms as the new RPI value, and
click the OK Button. The tag data link bandwidth being used by device
192.168.250.1 (Usage of Capacity) increases to 54.67%, which indicates that
a RPl is set to a higher speed for this device.

Usage of Device Bandwidth @

# Comment Uzage of Capac...  Mbit/s [without ... Usage of IP mulk...
£P192168.2501  C5TW-EIP2T 5467 [56.33) %  B.897 [7.125) Mbi... 1
@ 192.168.250.2  CS1W-EIPZ 3967 (56.33) % 4.837 [7.125) Mbi.. 1
£P192168.2503  C5TW-EIP2T 39.67 B6.33) % 4.837 [7.125) Mbi... 1
@ 1921682504  C5TW-EIP21 F967[56.33) % 4.837 [7.125] Mbi.. 1
£P192168.2505  C5TwW-EIP21 39067 (86.33) % 4.837 [7.125) Mbi... 1
£P192168. 2506 CETW-EIP2T 3967 [56.33) %  4.837 7.125) Mbi... 1
£P192168.2507  C5TW-EIP21 3967 (86.33) % 4.837 [7.125) Mbi... 1
£P192168.2508  C5TW-EIP2T 3967 [56.33) % 4.837 [7.125) Mbi... 1
@ 1921682509  C5TW-EIP21 F967[56.33) % 4.837 [7.125] Mbi... 1
£P192168.25010  C5TW-EIP21 39.67 [B6.33) % 4.837 [7.125) Mbi... 1
@192.188.250.11 CITW-EIP21 F9E7[56.33) % 4.837 [7.125] Mbi... 1
£#192168.25012  CIW-EIP21 3967 (86.33) % 4.837 [7.125) Mbi... 1
£P192162.25013  CHW-EIP2T 3967 [56.33) %  4.837 (7.125) Mbi... 1
£P192168.25014  CIW-EIP21 3967 (86.33) % 4.837 [7.125) Mbi... 1
£P192168.25015  CIW-EIP21 3967 56.33) % 4.837 [7.125) Mbi... 1
@192.188.250.18 CITW-EIP21 F967[56.33) % 4.837 [7.125] Mbi... 1
£P192168.25017  CIWEIPZT 3967 [B6.33) % 4.837 [7.125) Mbi... 1
@192.188.250.18 CITW-EIP21 F967[56.33) % 4.837 [7.125] Mbi... 1
£#192168.25019  CHW-EIP21 3967 (86.33) % 4.837 [7.125) Mbi... 1
19216825020 CHWEIP2T BE.33(56.33)% 7.125(7.125) Mbi... 2

Total uzage of IP multicast addresses 21
ERTEERT T Network Total of Max Mbit/s . 9.478Mbit/s

In this case, the tag data link bandwidth being used by device 192.168.250.20
(Usage of Capacity) also increases (from 39.67% to 56.33%).
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10-3 1/O Response Time in Tag Data Links

Note This section describes the data processing time for an EtherNet/IP Unit or a
built-in EtherNet/IP port on a CJ2H-CPUB[I-EIP CPU Unit. The data process-
ing time for a built-in EtherNet/IP port on the CJ2M-CPU3L[] CPU Unit is differ-
ent. For details, refer to 10-4 Tag Data Link Performance for CJ2M Built-in
EtherNet/IP Ports.

10-3-1 Timing of Data Transmissions

The following diagram shows the timing of tag data link transmissions
between the EtherNet/IP Unit or CJ2H built-in port and the CPU Unit.

The data transmission is processed during the 1/O refresh period. Send data
is processed with transmission at regular intervals, and received data is pro-
cessed together with the send data when new data has been received from
other nodes. The following diagram shows the timing of data transmissions.

Data received

|

EtherNet/IP EtherNet/IP Unit data
Unit processing processing time
(Refer to 10-3-2.)
y
Basic . Basic
CPU Unit processin ro- Program - Peripheral pro-
P o gesses execution VO refreshing servicing cesses

- J
| Data exchange processing |
" CPU Unit’s cycle time i’
If there is an interrupt for data transmission processing, the CPU Unit’s cycle
time is extended by that interrupt processing time. Refer to 10-3-2 EtherNet/IP
Unit or CJ2H Built-in Port Data Processing Time for details.

10-3-2 EtherNet/IP Unit or CJ2H Built-in Port Data Processing Time

The following formula approximates the time required for the EtherNet/IP Unit
or CJ2H built-in port to process data transmissions with the CPU Unit (i.e., the
data processing time).

Approximation of the data processing time for an
EtherNet/IP Unit or CJ2H Built-in Port

(0.0008 x Number of data transmission words) + 1.0 ms
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Note

The maximum number of tag data link words that can be transferred by one
EtherNet/IP Unit or CJ2H built-in port is 184,832 words. However, if the num-
ber of tag data link words exceeds the number of words that can be
exchanged with the CPU Unit at one time, the data will be divided and trans-
ferred in multiple data exchanges. The following table shows the number of
words that each CPU Unit can exchange at one time.

CPU Unit

Number of words per data transmission

CS/CJ Series

Output/Send: About 7,405 words max. (If there are more words,
the data will be divided.)

Input/Receive: About 7,405 words max. (If there are more words,
the data will be divided.)

Note The total amount of send data and receive data that can be
exchanged at one time is about 14,810 words maximum.

SYSMAC CJ2
Series

Output/send: About 6,432 words max. (If there are more words, the
data will be separated into multiple transmissions.)

Input/receive: About 6,432 words max. (If there are more words,
the data will be separated into multiple transmissions.)

Note The total amount of send data and receive data that can be
transferred at one time is about 12,864 words maximum.

The number of data exchanges may double as given in the following table
according to the relation with the CPU Unit’s cycle time and the data process-
ing time of the EtherNet/IP Unit or CJ2H built-in port.

Condition Number of data transmissions

CPU Unit’s cycle time Number of data transmissions

> EtherNet/IP Unit or CJ2H built-in port | Pased on the data size
data processing time

CPU Unit’s cycle time Number of data transmissions x 2

< EtherNet/IP Unit or CJ2H built-in port | Pased on the data size
data processing time

(1) With CS/CJ-series PLCs, consecutive data area words specified in the
tag set will be transferred together if possible. Up to 19 send data blocks
can be processed in one data transmission; up to 20 receive data blocks
can be processed in one data transmission. If there are more blocks, the
data will be divided and transferred in separate data transmissions.

(2) The preceding data processing time approximation is the standard formu-
la when a higher priority processing event does not occur in peripheral
servicing. For example, if an instruction such as SEND, RECV, or FAL is
executed, the instruction’s processing will have higher priority, so the data
processing time may be longer.

10-3-3 Effect on the CPU Unit’s Cycle Time

The CPU Unit’s cycle time is affected when the EtherNet/IP Unit or CJ2H built-
in port refreshes tag data and status data with the CPU Unit. This effect
depends on the size of the tag data links, and can be approximated with the
values in the following table. When there are multiple EtherNet/IP Units or
CJ2H built-in ports, the effect is cumulative.
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CPU Unit Effect of EtherNet/IP Unit or Total effect when tag data links are being used
CJ2H built-in port only
CJ2H CPU Rack: 0.1 ms CPU Rack: Value from left column + 0.1 ms + No. of words trans-
Expansion Rack: 0.13 ms ferred x 0.33 us (See note 2.)
Expansion Rack: Value from left column + 0.1 ms + No. of words
transferred x 0.45 us
CJd2Mm CPU Rack: 0.14 ms CPU Rack: Value from left column + 0.02 ms + No. of words trans-
Expansion Rack: 0.16 ms ferred > 0.78 us
Expansion Rack: Value from left column + 0.02 ms + No. of words
transferred x 0.92 us
CJ1 0.25ms 0.25 ms + 1.5 ms + (Number of words x 1 us)
CJ1M 0.17 ms 0.17 ms + 0.1 ms + (Number of words x 0.7 us)
CJ1-H 0.1 ms 0.1 ms + 0.1 ms + (Number of words x 0.7 us)
CS1 0.2ms 0.2 ms + 1.5 ms + (Number of words x 1 us)
CS1-H 0.1 ms 0.1 ms + 0.1 ms + (Number of words x 0.7 us)

Long-distance
Rack

0.2 ms x Coefficient 2

(0.2 ms x Coefficient 2) + 1.5 ms + (Number of words x 1 us x
Coefficient 3)

Note

(1) When one of the listed CPU Bus Units is mounted in a CS-series Long-

distance Rack, the I/O refreshing time is extended by the distance to the
Rack in which the Unit is mounted, regardless of the model of the CPU
Unit. The following graph shows the coefficients (2 and 3) required to cal-
culate this effect.

Coefficient 4

35

(] —

L 413

15 20 25 1] 35 40 45 L]
Distance to Long-distance Rack (m)

(2) The additional time for CJ2H CPU Units with unit version 1.1 or later will
be as follows if high-speed interrupts are enabled.

0.1 ms + Number of words transferred x 0.87 us

10-3-4 Tag Data Link I/0O Response Time Calculation Example

When using the tag data link functions of the EtherNet/IP Unit or CJ2H built-in
port, there is a time lag between the point when the data link area’s data
changes due to an input at a node and the point when the change is output at
another node’s data link area. This time lag is called the tag data link

I/O response time.

This example shows how to calculate the minimum and maximum I/O
response times in the following configuration for connection 1 opened
between node 1 and node 2.
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EtherNet/IP
PLC#1 \/ PLC#2 v PLC#3 \/
=R P = | -9 o)
8 [©00 & |00 00
| Iil | Iil
Node 1 Node 2 Node 3
—oo—————|
Input switch (external input device) Output relay (external output device)
Input W000.01 W000.01 Output
}—1 )—T p——o0
|| TagDataLinkTable | 5
H 1
: :
. |
E PLC#1 PLC#2 Connection 1 PLC#3 '
| RPI=10ms !
W000 > W000 T '
o RPI = 10 ms — —1 \ 722 words x 16 connections E
! ---Outputs --- » --- Inputs ---1 Total: 11,552 words !
[ T :
| |
: 256 words x 16 connections T ] RPI =100 ms — i
| ---Inputs ---{ < --- --=q
! Total: 4,096 words { I P h Outputs '
: :
e H

The following table gives the items required to find the I/O response time and

values used in calculations for this system configuration.

Item

Value used in calculation example

PLC#1

PLC#2

External I/0 device delay time

Input device delay:
1.5 ms

Output device delay:
2.0ms

receive words

Cable length 50 m
CPU Unit model CJ2H CPU Unit CJ2H CPU Unit
RPI 10 msec
Number of receive connections 0 32
CPU Unit cycle time 10 msec 15 msec
Total number tag Number of send | 11,552 None
data link words words
Number of None 15,648

Maximum Tag Data Link I/O Response Time

You can find the maximum 1/O response time from the total of (1) to (6) in the
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following figure.
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I:I 1 1/0 processing
- : Data exchange

. Tag data link I/O response time -
(1) Input ON (2) Send data (4) Network transmission delay time
response p_rocessing (3) RPI (5) Receive data (6) Output _ON
time _ time ki processing time response time
°© T Input
9
>
[0}
-c >
g =
gl
Il taon 11  [I__TIPLC #1 processing
by
O v
)
o Send data processing time ¥
c '
9o 1 Cycle time x 2
n p—
g | | | | Tag data link refresh cycle
Cc T T T 1
% L
Fa T
v \
& X X
O ) i O
d Receive data processing time ¢
i Calcu-
PLC #2 processing el
- \ ]
- Y
g. 8 Cycle time x 4 K
53 A
oo <«—>| Output

(1) Node 1 (PLC #1) Input ON Response Time

This is the delay time for the external input device from when the input occurs
until the switch actually turns ON and the time until the input data is stored in
the memory area of the CPU Unit for PLC #1. In this system, the input switch
delay time is 1.5 ms. Also, one CPU cycle time is required until the data is
stored in the memory area of the CPU Unit. Therefore, the input ON response
timeis 1.5 ms + 10 ms, or 11.5 ms.

(2) Node 1 (PLC #1) Send Data Processing Time

This is the time until memory data in the CPU Unit is transferred to the Ether-
Net/IP Unit. If the amount of data that can be processed in one data transmis-
sion with the CPU Unit is exceeded, data transmission will be performed over
multiple cycles of the CPU Unit, and so time is calculated for the number of
transmissions times the CPU Unit cycle times. The following table gives the
send data processing times and breakdown for node 1 (PLC #1) in this sys-
tem configuration. Refer to 10-3-2 EtherNet/IP Unit or CJ2H Built-in Port Data
Processing Time for details on the calculation formula for each item.

Item Calculation formula Time

@ CPU Unit cycle time 10 m sec
for PLC #1

(@ Number of transmis- | Number of data transmission words (11,552 |2
sions based on the data |words) + 6,432 words (using a CJ2 CPU

size Unit)
(® EtherNet/IP Unit data |0.0008 x 6,432 + 1.0 (Maximum number of |6.15 m sec
processing time transmission words per cycle)
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Item Calculation formula Time
@ Number of data trans- [(1) 10 m sec > (3) 6.15 m sec 2
missions To meet the conditions, the number of trans-
missions is the same as (2).
Total: CPU Unit cycle time of @) PLC #1 x @ Num- | 20 m sec
(2) Send data process- | Per of data transmissions
ing time

(3) Packet Interval (RPI)

This is the communications refresh cycle set for each connection using the
Network Configurator. In this system, it is the refresh cycle for connection 1
(10 ms), which includes W000.01.

(4) Network Transmission Delay Time

This is the total of the send processing delay, receive processing delay,
switching hub delay, and cable delay. Refer to 70-1-3 Network Transmission
Delay Time for details on the calculation formula for network delay time. In this
system, it is 5.2 ms.

Delay item Calculation formula Max. delay time
@ Send processing delay | 10 m sec x (15-10 msec/100)% 1.49 msec
(@ Cable delay 545 nsec + 50 m/100 272.5 nsec
(® Switching hub delay 2 msec + Approx. 0.7 msec 2.7 msec
(@ Receive processing 1 + (0 connection x 0.043) 1.0 msec
delay
Total: D+@0+®+® 5.2 msec
(4) Network Transmission
Delay Time

(5) Node 2 (PLC #2) Receive Data Processing Time

This is the time to transfer the data received by the EtherNet/IP Unit or CJ2H
built-in port to the memory area in the CPU Unit. Receive data is transferred
in the order that it is received, but if the amount of data that can be processed
in one transmission is exceeded, multiple cycles are required to transfer the
data. Also, data transmission is performed only once per CPU Unit cycle.
Therefore, if data transfer has ended in the cycle in which data is received, the
start of transmission for received data will be delayed by one CPU Unit cycle
time.

In this system configuration, data transfer is performed a maximum of three
times based on the data size of node 2 (PLC #2) to transfer received data for
node 1 (PLC #1) and node address 3 (PLC #3). Also, the cycle time of PLC #2
is 15 ms, the effect on the CPU Unit cycle time is 2.3 ms, and the data pro-
cessing time for the EtherNet/IP Unit or CJ2H built-in port is 6.15 ms. The
number of data transmissions is thus calculated as 3. In addition, the number
of data transmissions is calculated as a maximum of 4 (3 + 1) because it is
necessary to consider a delay of one CPU Unit cycle time in transferring
received data.

ltem Calculation formula Time
(® CPU Unit cycle time --- 15 msec
(® Number of transmis- Number of data transmission words (15,648 | 3

sions based on the data | words) + 6,432 words (using a CJ2 CPU
size Unit)

(® EtherNet/IP Unit data | 0.0008 x 6,432 + 1.0 (Maximum number of |6.15 msec

processing time transmission words per cycle)
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Item Calculation formula

Time

@ Number of data trans- |(1) 10 m sec > (3 6.15 m sec

(Delay of one CPU Unit cycle time)

missions To meet the condition to enable processing
in one data transmission, the number of
transmissions is the same as (@ plus 1.

Total: @ Cycle time x @ Number of data
(5) Receive data process- | missions
ing time

trans- 60 msec

(6) Output ON response time
This is the delay time for the external output device from

when the output bit

turns ON in the memory of the CPU Unit until the output is actually performed.
In this system configuration, the delay time for an output relay is 2.0 ms. Also,

one CPU cycle time is required until the data is stored in

the memory area of

the CPU Unit.

Item Time
@ CPU Unit cycle time of PLC #2 15 msec
(@ Output relay delay time 2.0 msec
Total: 17.0 msec
(6) Node 2 (PLC #2) output ON response time

The maximum tag data link 1/O response time for this system configuration

found from the total of (1) to (6) is 124 ms.

(1) Node 1 (PLC #1) input ON response time 11.5 msec
(2) Node 1 (PLC #1) send data processing time 20 msec
(3) Packet Interval (RPI) 10 msec
(4) Network Transmission Delay Time 5.5 msec
(5) Node 2 (PLC #2) receive data processing time 60 msec
(6) Output ON response time 17 msec
Maximum 1/O response performance (total of (1) to (6)) 124 msec

Note  The I/O response time may be longer due to noise, or other events.
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Minimum Tag Data Link I/O Response Time
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Note

I:I 1 1/0 processing
- : Data exchange

Tag data link I/O response time
(2) Network transmission delay time
(1) Input ON
response (3) Output ON
time response time
oT Input
L
S
[0
° >
5
Qo
£
| RS | | I | | [ PLC #1 processing
I
o
|
o
c
o 1
% -
@ ]
5 < — { { { Tag data link refresh cycle
©+= |
E87
Al
H=
(@]
o
YTy Ty T Tm""""*"
1 I 0B 1 1l pc#2processing
38
=S A 4
>
o3 «— Output

The minimum tag data link I/O response time, which occurs when there are no
processing delays, is calculated as follows.

(1) Node 1 Input switch delay time 1.5 ms
(PLC #1) input ON response time | CPU Unit cycle time of PLC #1 |10.0 ms

(2) Transmission time (722 send data words) 0.121 msec
(3) Node 2 CPU Unit cycle time of PLC #2 |15.0 ms
(PLC #1) output ON response time Output relay delay time 20ms
Total (tag data link 1/0 response time) 28.6 ms

When the baud rate is 100 Mbps, the transmission time can be calculated with
the following equation. If a network delay does not occur, just this transmis-

sion time is added.
Transmission time =

(Number of send data words x 2 + 74) x 8 x 0.00001 ms

The I/O response time may be longer due to noise, or other events.
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10-4 Tag Data Link Performance for CJ2M Built-in EtherNet/IP

Ports

10-4-1 Overview

The built-in EtherNet/IP port on a CJ2M CPU Unit (CJ2M-CPU3L]) supports
tag data links for up to 32 connections, with a data size of 640 words (20
words for unit version 2.0) per connection. These specifications are different
from those of CJ2H built-in ports and EtherNet/IP Units.

A maximum of 640 words of tag data links can be used in communications.

This 640 words is the amount of data that is processed for one data transmis-
sions between the CPU Unit and the CJ2M built-in port.

The tag data link specifications of CJ2M built-in ports are provided in the fol-
lowing table. If these specifications are insufficient for the required system
configuration, use a CJ2H built-in port on a CJ2H-CPU6[-EIP CPU Unit or a

CJ1W-EIP21 EtherNet/IP Unit.

Tag Data Link Specifications for CJ2M Built-in EtherNet/IP Ports

CJ2M built-in port
(CJ2M-CPU3L))

Reference: CJ2H built-in port
(CJ2H-CPUG6L -EIP)

registered

Number of connections 32 256

Packet interval (RPI) 1 to 10,000 ms (in 0.5-ms units) 0.5 to 10,000 ms (in 0.5-ms units)
Allowed communications 3,000 pps 6,000 pps

bandwidth per Unit (PPS)

Number of tags that can be 32 256

Tag types

CIO Area, DM Area, EM Area, Holding Area, Work Area, and network symbols

Number of registrable tag sets

32

| 256

Number of tags per connec-
tion

8 (7 tags when the tag set contains the PLC status)

Maximum size of 1 tag set

640 words !

(The PLC status uses 1 word when the tag
set contains the PLC status.)

722 words

(The PLC status uses 1 word when the tag
set contains the PLC status.)

node (total size of all tags)

Maximum data size per con- | 640 words"’ 722 words
nection
Maximum link data size per 640 words 184,832 words

Maximum number of tags that
can be refreshed per CPU Unit
cycle

Output/Transmission
(CPU — EtherNet/IP): 32

Input/Reception (EtherNet/IP — CPU): 32

Output/Transmission
(CPU — EtherNet/IP): 256

Input/Reception (EtherNet/IP — CPU): 256

Data that can be refreshed per
CPU Unit cycle

Output/Transmission (CPU — EtherNet/IP):
640 words

Input/Reception (EtherNet/IP — CPU):
640 words

Note The total for output/transmission and
input/reception is 640 words.

Output/Transmission (CPU — EtherNet/IP):
6,432 words

Input/Reception (EtherNet/IP — CPU):
6,432 words

Note The total for output/transmission and
input/reception is 12,864 words.

Tag Data Link System

Configuration
Example

*1 Unit version 2.0: 20 words maximum.

This example configuration is based on the maximum specifications for CJ2M
built-in ports where all nodes send and receive data to the other nodes. As
shown in the following figure, the send area for each node in a 17-node con-
figuration is 20 words.
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For example, node 1 establishes 16 send connections and 16 receive connec-
tions to the other 16 nodes, for a total of 32 connections. The data size per
connection is 20 words for the send area to the other nodes and 20 words
each of the receive areas from the other nodes.

If the same RPI is set for all connections, 12 ms is the lowest setting that can
be used.
m Calculation Example

(1,000 = 12 [ms] (RPI) + 1,000 + 100 [ms] (heartbeat transmission period)) x
32 (connections) = 2,987 pps < 3,000 pps

Send connections = 16 *All nodes use CJ2M built-in ports.
(20 words x 16 = 320 words)
..................... .
Node 1 E - Node 2 Node 3 Node 16 Node 17
: = Receive 20 words )
| Send 20 words HE—T* AL Receive 20 words Receive 20 words Receive 20 words
Y »
: = .
i | Receive 20 words4=—{ Send 20 words Receive 20 words Receive 20 words Receive 20 words
A
S .
H . - Ri 20 d; .
= | Receive 20 worc;'e o ‘l ecelve =3 words Send 20 words Receive 20 words Receive 20 words
: 1
! ]
1 1
1 1
1} H .
H . ] H Receive 20 words Receive 20 words Send 20 words Receive 20 words
= | Receive 20 word? i 4
i
* | Receive 20 words“ =} Receive 20 words Receive 20 words Receive 20 words Send 20 words
: \ : ,’\
Lvuseasnennsesnrannst Receive connections = 16

(20 words x 16 = 320 words)

10-4-2 Tag Data Link I/O Response Time
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With tag data links, if the data in the data link area for a node changes due to
an input to that node, a certain amount of time is required for the data in data
link area at another node to be updated and output.

The 1/0 response time for tag data links can be calculated for a CJ2M built-in
port in the same was as it can for a CJ2H built-in port (refer to 10-3-4 Tag
Data Link I/O Response Time Calculation Example). Here, formulas to calcu-
late guideline 1/O response times are provided. (Tag data link delays are
ignored because the data link size handled by the built-in CJ2M port is small.)

Maximum I/O Response Time
Input ON delay + Cycle time of sending PLC x 2 + RPI + Cycle time of receiv-
ing PLC x 2 + Output ON delay
Minimum I/O Response Time

Input ON delay + Cycle time of sending PLC + Cycle time of receiving PLC +
Output ON delay
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Note

PLC #1 PLC #2
Node 1 Connection Node 2
RPI: 12 ms
. 20 A 20 .
Cycle time: 5 ms words I words Cycle time: 10 ms
Input ON response time: —:ln'_ Outppt ON response
1.5ms [ S time: 2.0 ms
\
56— < .
| All connections |
EtherNet/IP

HF—o Hi——o0

Data link

For example, the maximum and minimum I/O response times would be as fol-
lows for the above system.

Maximum response time:
15ms+5msx2+12ms+10msx2+2.0ms=455ms

Minimum response time:
15ms+5ms+10ms+2.0ms=185ms

If the message service is used at the same time on the CJ2M built-in port, the
tag data link 1/0 response time will change.
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10-5 Message Service Transmission Delay

This section explains the maximum transmission delay that can occur
between the execution of a SEND(090), RECV(098), or CMND(490) instruc-
tion in the ladder program until completion of the instruction. This delay does
not include the time required for the tag data link or the execution time of the
ladder program itself.

10-5-1 Maximum Transmission Delays (Excluding Delays in the Network)

Use the following equation to calculate the maximum transmission delay that
can occur between the execution of a SEND(090) or RECV(098) instruction in
the ladder program until completion of the instruction.

SEND(090) Instruction

Execution of SEND(090)
in user program

CPU Bus Unit service cycle
(Local node)
I |

»| | | | |

i CPU Bus Unit service processing time

! (Local node)

! Send processing

! Transmission delay

! Receive processing

CPU Bus Unit service cycle
‘ (Remote node)
- 1

1 1 1 1

! CPU Bus Unit service

! processing time (Remote node)

i CPU data set
v processing
Maximum transmission delay f

Maximum transmission delay =

CPU Bus Unit service cycle (local node)

+ CPU Bus Unit service processing time (local node)

+ Send processing

+ Transmission delay

+ Receive processing

+ CPU Bus Unit service cycle (remote node)

+ CPU Bus Unit service processing time (remote node)

CPU Bus Unit Service The following table shows the service cycle, which depends on the CPU Unit’s
Cycle (Local Node) CPU processing mode setting.

CPU execution mode Processing time details
Normal Mode (See note.) One CPU Unit cycle time
Priority peripheral servicing

Parallel processing with syn-
chronous memory access

Parallel processing with asyn- | 0.2 ms + peripheral servicing time (1 ms max. for
chronous memory access peripheral servicing of each Special I/0O Unit, CPU
Bus Unit, peripheral port, RS-232C port, and Inner
Board)

Note CJ2 CPU Units support only Normal Mode.
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CPU Bus Unit Service

Processing Time (Local

Node)

Send Processing

Transmission Delay

Receive Processing

CPU Bus Unit Service
Cycle (Remote Node)

For details, refer to the CPU Unit's Operation Manual.

The following table shows the CPU Bus Unit service processing time, which
depends on the CPU Unit's CPU processing mode setting.

CPU execution mode

Processing time details

Normal Mode (See note.)

Priority peripheral servicing

Parallel processing with syn-
chronous memory access

Set peripheral servicing time

Default: 4% of CPU Unit cycle time
(10% for CJ2 CPU Units)

Parallel processing with asyn-

chronous memory access

1 ms max.

Note CJ2 CPU Units support only Normal Mode.
For details, refer to the CPU Unit's Operation Manual.

(Number of words being transferred x 0.002) + 0.550 ms

The transmission delay time depends on the baud rate set for the EtherNet/IP
Unit or built-in EtherNet/IP port, as shown in the following table. (There may
be additional delays due to the other devices in the network, such as switch-

ing hubs.)

Baud rate Delay time
100Base-TX (Number of words being transferred x 0.0013) + 0.0118 ms
10Base-T (Number of words being transferred x 0.0019) + 0.0157 ms

(Number of words being transferred x 0.003) + 0.704 ms

The following table shows the CPU Bus Unit service cycle, which depends on
the CPU Unit’'s CPU processing mode setting.

CPU execution mode

Processing time details

Normal Mode (See note.)

One CPU Unit cycle time

Priority peripheral servicing

EtherNet/IP Unit or | Time slice instruction execution
built-in EtherNet/IP |time

port is given prior-
ity.

EtherNet/IP Unit or | One CPU Unit cycle time
built-in EtherNet/IP
port is not given
priority.

Parallel processing with syn-
chronous memory access

One CPU Unit cycle time

Parallel processing with asyn-
chronous memory access

0.2 ms + peripheral servicing time (1 ms max. for
peripheral servicing of each Special I/0 Unit, CPU
Bus Unit, peripheral port, RS-232C port, and Inner
Board)

Note CJ2 CPU Units support only Normal Mode.
For details, refer to the CPU Unit's Operation Manual.
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CPU Bus Unit Service

Processing Time (Remote

Node)

Example Calculation
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Note

The following table shows the CPU Bus Unit service processing time, which
depends on the CPU Unit's CPU processing mode setting.

CPU execution mode

Processing time details

Normal Mode (See note.)

Set peripheral servicing time

Default: 4% of CPU Unit cycle time
(10% for CJ2 CPU Units)

Priority peripheral servicing

EtherNet/IP Unit or
built-in EtherNet/IP
port is given prior-
ity.

Time slice peripheral servicing
execution time

EtherNet/IP Unit or
built-in EtherNet/IP
port is not given
priority.

Set peripheral servicing time
(Default: 4% of CPU Unit cycle
time)

Parallel processing with syn-
chronous memory access

Set peripheral servicing time

Default: 4% of CPU Unit cycle time
(10% for CJ2 CPU Units)

Parallel processing with asyn-

chronous memory access

1 ms max.

Note CJ2 CPU Units support only Normal Mode.
For details, refer to the CPU Unit's Operation Manual.

Depending on the actual operating environment, the transmission time may
be longer than the one calculated with the equations given here. The following
factors can cause longer transmission times: other traffic on the network, win-
dow sizes of network nodes, other traffic at the EtherNet/IP Unit or built-in Eth-
erNet/IP port itself (e.g., simultaneous tag data link communications), and the

system configuration.

In this example, SEND(090) is used to send 256 words of data between two
PLCs. The maximum transmission delay is calculated based on the following

operating conditions.

* Local node’s CPU cycle time: 10 ms

¢ Local node’s CPU execution mode: Normal

* Local node’s CPU peripheral servicing time: Default (4%)
* Remote node’s CPU cycle time: 5 ms
* Remote node’s CPU execution mode: Normal

* Remote node’s CPU peripheral servicing time: Default (4%)

¢ Baud rate: 100Base-TX

time (local node)

Item Calculated value
CPU Bus Unit service cycle (local 10 ms
node)
CPU Bus Unit service processing 0.4 ms

Send processing

(256 x 0.002) + 0.550 = 1.062 = 1.1 ms

Transmission delay

(256 x 0.0013) + 0.0118 = 0.3446 = 0.3 ms

Receive processing

(256 x 0.003) + 0.704 = 1.472 = 1.5 ms

time (remote node)

CPU Bus Unit service cycle (remote |5 ms
node)
CPU Bus Unit service processing 0.2ms

Maximum transmission delay

10+04+11+03+15+5+02=185ms
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RECV(098) Instruction

Execution of RECV(099)
in user program

CPU Bus Unit service cycle
V (Local node, 1)
L >

CPU Bus Unit service cycle
(Local node, 2)
L >

CPU Bus Unit service processing time

V (Local node, 1)

—

i Send processing
(Command)

L
A i CPU Bus Unit service
i ! processing time (Local node, 2)

“ Transmission delay

i (Response)

CPU data set
v processing

| Transmission delay
(Command)

‘ Transmission delay

i (Response)

“ Send processing

i (Response)

i Receive processing
! (Command)

i CPU Bus Unit service processing time
) v | (Remote node)

CPU Bus Unit service cycle
(Remote node)

Maximum transmission delay

A
Y

Maximum transmission delay =

CPU Bus Unit service cycle (Local node, 1)

+ CPU Bus Unit service processing time (Local node, 1)
+ Send processing (Command)

+ Transmission delay (Command)

+ Receive processing (Command)

+ CPU Bus Unit service cycle (remote node)

+ CPU Bus Unit service processing time (remote node)
+ Send processing (Response)

+ Transmission delay (Response)

+ Receive processing (Response)

+ CPU Bus Unit service cycle (Local node, 2)

+ CPU Bus Unit service processing time (Local node, 2)

CPU Bus Unit Service
Cycle (Local Node, 1)

The following table shows the service cycle, which depends on the CPU Unit’s
CPU processing mode setting.

CPU execution mode

Processing time details

Normal Mode (See note.)

Priority peripheral servicing

One CPU Unit cycle time

Parallel processing with syn-
chronous memory access

Parallel processing with asyn-
chronous memory access

0.2 ms + peripheral servicing time (1 ms max. for
peripheral servicing of each Special I/0 Unit, CPU
Bus Unit, peripheral port, RS-232C port, and Inner
Board)

Note CJ2 CPU Units support only Normal Mode.
For details, refer to the CPU Unit's Operation Manual.

CPU Bus Unit Service
Processing Time (Local

The following table shows the CPU Bus Unit service processing time, which
depends on the CPU Unit's CPU processing mode setting.

Node, 1
1) CPU execution mode

Processing time details

Normal Mode (See note.)

Priority peripheral servicing

Set peripheral servicing time

Default: 4% of CPU Unit cycle time
(10% for CJ2 CPU Units)

Parallel processing with syn-
chronous memory access

Parallel processing with asyn-
chronous memory access

1 ms max.

Note CJ2 CPU Units support only Normal Mode.
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Send Processing

Transmission Delay

Receive Processing

CPU Bus Unit Service
Cycle (Remote Node)

CPU Bus Unit Service
Processing Time (Remote
Node)
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For details, refer to the CPU Unit's Operation Manual.

Command 0.550 ms

Response (Number of words being transferred x 0.002) + 0.550 ms

The transmission delay time depends on the baud rate set for the EtherNet/IP
Unit or built-in EtherNet/IP port, as shown in the following table. (There may
be additional delays due to the other devices in the network, such as switch-

ing hubs.)

Baud rate Delay time
100Base-TX |Command |0.0118 ms
Response | (Number of words transferred x 0.0013) + 0.0118 ms
10Base-T Command |0.0157 ms
Response | (Number of words transferred x 0.0019) + 0.0157 ms
Command 0.704 ms
Response (Number of words being transferred x 0.003) + 0.704 ms

The following table shows the CPU Bus Unit service cycle, which depends on
the CPU Unit's CPU processing mode setting.

CPU execution mode

Processing time details

Normal Mode (See note.)

One CPU Unit cycle time

Priority peripheral servicing

EtherNet/IP Unit or
built-in EtherNet/IP
port is given prior-
ity.

Time slice instruction execution
time

EtherNet/IP Unit or
built-in EtherNet/IP
port is not given
priority.

One CPU Unit cycle time

Parallel processing with syn-
chronous memory access

One CPU Unit cycle time

Parallel processing with asyn-
chronous memory access

0.2 ms + peripheral servicing time (1 ms max. for
peripheral servicing of each Special I/0 Unit, CPU
Bus Unit, peripheral port, RS-232C port, and Inner

Board)

Note CJ2 CPU Units support only Normal Mode.
For details, refer to the CPU Unit's Operation Manual.

The following table shows the CPU Bus Unit service processing time, which
depends on the CPU Unit's CPU processing mode setting.

CPU execution mode

Processing time details

Normal Mode (See note.)

4% of CPU Unit cycle time
(10% for CJ2 CPU Units)

Priority peripheral servicing

EtherNet/IP Unit or
built-in EtherNet/IP
port is given prior-
ity.

Time slice peripheral servicing
execution time

EtherNet/IP Unit or
built-in EtherNet/IP
port is not given
priority.

Set peripheral servicing time
(Default: 4% of CPU Unit cycle
time)
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CPU Bus Unit Service
Cycle (Local Node, 2)

CPU Bus Unit Service
Processing Time (Local
Node, 2)

Note

CPU execution mode Processing time details

Parallel processing with syn- | 4% of CPU Unit cycle time

chronous memory access

Parallel processing with asyn- | 1 ms max.

chronous memory access

Note CJ2 CPU Units support only Normal Mode.
For details, refer to the CPU Unit's Operation Manual.

The following table shows the CPU Bus Unit service cycle, which depends on
the CPU Unit's CPU processing mode setting.

Processing time details

One CPU Unit cycle time

EtherNet/IP Unit or | Time slice instruction execution
built-in EtherNet/IP | time

port is given prior-
ity.

EtherNet/IP Unit or
built-in EtherNet/IP
port is not given
priority.

One CPU Unit cycle time

CPU execution mode
Normal Mode (See note.)
Priority peripheral servicing

One CPU Unit cycle time

Parallel processing with syn-
chronous memory access

Parallel processing with asyn-
chronous memory access

0.2 ms + peripheral servicing time (1 ms max. for
peripheral servicing of each Special I/0O Unit, CPU
Bus Unit, peripheral port, RS-232C port, and Inner

Board)

Note CJ2 CPU Units support only Normal Mode.
For details, refer to the CPU Unit's Operation Manual.

The following table shows the CPU Bus Unit service processing time, which
depends on the CPU Unit's CPU processing mode setting.

Processing time details
4% of CPU Unit cycle time
(10% for CJ2 CPU Units)
EtherNet/IP Unit or | Time slice peripheral servicing
built-in EtherNet/IP | execution time
port is given prior-
ity.
EtherNet/IP Unit or
built-in EtherNet/IP
port is not given
priority.
4% of CPU Unit cycle time

CPU execution mode
Normal Mode (See note.)

Priority peripheral servicing

Set peripheral servicing time
(Default: 4% of CPU Unit cycle
time)

Parallel processing with syn-
chronous memory access

Parallel processing with asyn-
chronous memory access

1 ms max.

Note CJ2 CPU Units support only Normal Mode.
For details, refer to the CPU Unit's Operation Manual.

Depending on the actual operating environment, the transmission time may
be longer than the one calculated with the equations given here. The following
factors can cause longer transmission times: other traffic on the network, win-
dow sizes of network nodes, other traffic at the EtherNet/IP Unit or built-in Eth-
erNet/IP port itself (e.g., simultaneous tag data link communications), and the
system configuration.
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Example Calculation
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In this example, RECV(098) is used to receive 256 words of data from another
PLC. The maximum transmission delay is calculated based on the following

operating conditions.

* Local node’s CPU cycle time: 10 ms

* Local node’s CPU execution mode: Normal

* Local node’s CPU peripheral servicing time: Default (4%)

* Remote node’s CPU cycle time: 15 ms

* Remote node’s CPU execution mode: Normal

* Remote node’s CPU peripheral servicing time: Default (4%)

¢ Baud rate: 100Base-TX

Item

Calculated value

time (local node, 1)

CPU Bus Unit service cycle (local 10 ms
node, 1)
CPU Bus Unit service processing 0.4 ms

Send processing (command)

0.550 ms =0.5ms

Transmission delay (command)

0.0118 ms =0.1 ms

Receive processing (command)

0.704 ms = 0.7 ms

time (remote node)

CPU Bus Unit service cycle (remote |15 ms
node)
CPU Bus Unit service processing 0.6 ms

Send processing (command)

(256 x 0.002) + 0.550 = 1.062 = 1.1 ms

Transmission delay (command)

(256 x 0.0013) + 0.0118 = 0.3446 = 0.3 ms

Receive processing (command)

(256 x 0.003) + 0.704 = 1.472 = 1.5 ms

CPU Bus Unit service cycle (local
node, 2)

10 ms

CPU Bus Unit service processing
time (local node, 2)

0.4 ms

Maximum transmission delay

10+04+05+01+0.7+15+06+1.1+
0.3+15+10+0.4=40.6 ms




SECTION 11
FTP Server

This section describes the functions provided by the FTP server.
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11-1 Overview and Specifications

11-1-1 Overview

The EtherNet/IP Unit or built-in EtherNet/IP port has a built-in FTP (File Trans-
fer Protocol) server function, so other computers on the Ethernet can read or
write (upload/download) large files in the EM file memory by executing FTP
commands from the FTP client software.

FTP can be used for EtherNet/IP Units with unit version 2.0 or later.

Intranet FTP client

|:| Specify the file and upload or download

using FTP commands such as get and put.

A Ethernet —
L] L]
EtherNet/IP Unit or
Download built-in EtherNet/IP port
V4 Upload 7

Large file

Files in the EM File Memory or the
U | t—| Memory Card mounted to the CPU
Unit.

Note  Only one FTP client can connect at the same time.

302



FTP Server Function Details Section 11-2

11-1-2 Specifications

Item Specification
Executable com- open: Connects the specified host FTP server.
mands user:  Specifies user name for the remote FTP server.
1s: Displays the Memory Card file names.
dir: Display the Memory Card file names and details.

rename: Changes a file name.
mkdir: Creates a new directory in the working directory in the remote host.
rmdir: Deletes a new directory from the working directory in the remote host.

cd: Changes the Ethernet Unit work directory to the specified directory.
cdup: Changes the working directory at the remote host to the parent directory.
pwd: Displays the Ethernet Unit work directory.

type: Specifies the data type of transferred files.

get: Transfers the specified file from the Memory Card to the local host.
mget: Transfers multiple files from the Memory Card to the local host.

put: Transfers the specified local file to the Memory Card.

mput: Transfers multiple local files to the Memory Card.

delete: Deletes the specified file from the Memory Card.
mdelete: Deletes multiple files from the Memory Card.
close: Disconnects the FTP server.

bye: Closes the FTP (client).
quit: Closes the FTP (client).

Protection FTP login name consists of 12 letters max. CONFIDENTIAL is the default login name.
Password consists of 8 characters max.

Protocol FTP (port number: 20/TCP, 21/TCP)

Number of connec- |1

tions

Note  The PLC, however, is unable to read or write files at other nodes using FTP
because the EtherNet/IP Unit or built-in EtherNet/IP port does not support
FTP client functions.

11-2 FTP Server Function Details

11-2-1 File Types

The file system in the CPU Unit that can be accessed by the EtherNet/IP Unit
or built-in EtherNeV/IP port includes files in any Memory Card mounted in the
CPU Unit and files in the EM file memory. The directory tree is shown below.

/: root
|: MEMCARD: Memory card directory
EM: EM file memory directory

A connection will be initially made to the root directory.

Note 1. The date of the MEMCARD directory displayed for Is or dir commands in
the root directory will be the date of the file system volume label.

2. Thelogin date will be displayed for EM files and for MEMCARD if a volume
label has not been created.
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11-2-2 Connecting to the FTP Server

The host computer must connect to the FTP server before the FTP server
functions can be used. The login name and password set in the Unit Setup will
be used when connecting. The default FTP login name is “CONFIDENTIAL’
and no password is required.

The FTP server in the EtherNeVt/IP Unit or built-in EtherNet/IP port can con-
nect to only one client at a time. If a client attempts to connect when the FTP
server is in use, a message will be returned and connection will be refused.

Note = When general-purpose FTP software is used, files can be transferred and
read using a graphical user interface similar to Explorer.

Login Name and Password Setting

The default login name for FTP is “CONFIDENTIAL’ and no password is set
for the default login, so login is possible by simply entering “CONFIDENTIAL’
as the login name. A user-set login name and password can also be set in the
User Setup (CPU Bus Unit System Setup).

Login Messages

Status Message
Normal 220 XXX.XX.XX.XX YYYyyyyyyyy FTP server (FTP Ver-
connection sion z.zz) ready.
xxx.xx.xx.xx: |P address of EtherNet/IP Unit or built-in Ether-
Net/IP port

yyyyyyyyyy: EtherNet/IP Unit or built-in EtherNet/IP port model
number (e.g., CS1W-EIP21)

z.zz: Firmware version of EtherNet/IP Unit or built-in EtherNet/
IP port

FTP server 221 FTP server busy, Goodbye.
busy

Setting Restrictions
The following restrictions apply to login names and passwords.

* The login name and password must consist of alphanumeric characters,
hyphens, and/or underscores. They are not case sensitive.

* A login name consists of 12 characters.
* A password consists of 8 characters.

* Always set a password when setting a new login name. The login name
will not be valid unless a password is set for it.

* If a login name is not set or contains illegal characters, the default login
name, CONFIDENTIAL, must be used. No password is required and any
password that is set will be ignored.

FTP File Transfer Mode

FTP has two file transfer modes: ASCIl mode and binary mode. Before start-
ing to transfer files, use the type command (specifies the data type of trans-
ferred files) to select the required mode.

Always select binary mode for binary files (extensions .IOM, .STD, or .OBJ) in

the CS/CJ-series file memory and other program files (with extensions such
as .CXP).
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11-3 Using the FTP Server Function

11-3-1 Procedure

1,2,3... 1. Make the basic settings.
Refer to Initial Settings on page 34.
2. When using a user-set FTP login name and password:
With the CX-Programmer online, right-click the EtherNet/IP Unit or built-in
EtherNet/IP port in the IO Table Dialog Box of the CX-Programmer, and se-
lect Edit - Unit Setup. Set the following on the FTP Tab Page of the Edit
Parameters Dialog Box.

FTP login name
FTP password.

3. Select Transfer to PLC from the PLC Menu and click the Yes Button. The
setting data will be transferred to the CPU Bus Unit System Setup Area in
the CPU Unit.

4. When reading from and writing to the Memory Card:
Mount the Memory Card into the CPU Unit.

5. Connect the EtherNet/IP Unit or built-in EtherNet/IP port using the FTP cli-
ent software.

6. Enter the FTP login name and password set in the Unit Setup and log into
the EtherNet/IP Unit or built-in EtherNet/IP port.
Note Once logged in, the fip commands can be used, such as cd

(Change Directory), and get (Obtain File).

7. Search in the following directories for the required file in the Memory Card
mounted to the CPU Unit or the EM File Memory.

File memory type Directory
Memory Card \MEMCARD
EM File Memory \EM

8. Download the files.
9. Exit the connection.

Note  The EtherNet/IP Unit or built-in EtherNet/IP port will be restarted when the
settings data is transferred to the CPU Bus Unit System Setup Area, so that
the new settings are read and become effective. Verify that it is safe for the

EtherNet/IP Unit or built-in EtherNet/IP port to restart before transferring the
settings data.

11-3-2 List of Settings Required for the FTP Server Function

Make the following settings for the unit setup when the server function is used.

CX-Programmer Settings Setting conditions Page
tab
FTP Login User-set (when the default, CON- | 306
FIDENTIAL, is not used)
Password User-set
Port No. Rarely required (when the default,
21, is not used)
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11-3-3 FTP Tab

The CPU Bus Unit System Setup, which is set when using the FTP server
function, is shown in the CX-Programmer's Edit Parameters Dialog Box.

CJ1W-EIP21 [Edit Parameters] 3

TCPAP | Ethemet | FINS/UDP | FINS/TEP FTP | Auto Adiust Time | Status Area | SNMP | SNMP Trap |

" Mot Use FTP
* UseFTP

Lagin
Pazsword
PortMo. |0

[0: default [21]]

|
Set Defaults ak | Cancel |

m Settings

Setting Details Default value

Login Set the login name to externally connectto | None
the EtherNet/IP Unit or built-in EtherNet/IP (CONFIDENTIAL is
port via FTP. used.)

Password Set the password to externally connect to the | None
EtherNet/IP Unit or built-in EtherNet/IP port
via FTP.

Port No. FTP port number of the EtherNet/IP Unitor |0
built-in EtherNet/IP port. (21 is used.)

This setting does not normally need to be
changed.

FTP uses two ports: a port for control and a
port for data transfer. Set the control port
only. The data transfer port uses the value
set for the control port —1.
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11-4 FTP Server Application Example

The following procedure shows how to use the FTP server by connection with
the default login name, CONFIDENTIAL. No password is required.

Note  The login name and a password must be set in the CPU Bus Setup for the
Ethernet Unit in the CPU Unit to use any login name other than CONFIDEN-
TIAL.

Note = When general-purpose FTP software is used, files can be transferred and
read using a graphical user interface similar to Explorer.

1,2,3... 1. Make sure that a Memory Card is inserted in the CPU Unit and turn ON
the power supply to the PLC. If EM File Memory is to be used, create the
EM File Memory.

2. Connect to the FTP server from a computer on the Ethernet by entering
the text that is underlined in the following diagram.

IP address of the Ethernet/IP Unit or built-in EtherNet/IP port

$ ftp 150.31.2.83
connected to 150.31.2.83
Results
220 **IPaddress** CJ1W-EIP21 FTP server(FTP**version**)ready
Name:CONFIDENTIAL

Login name
230 Guest logged in. J

3. Enter FTP commands (underlined in the following diagram) to read and
write files. The following directory tree is used in this example.

/: root

EM
MEMCARD
ABC (subdirectory)

DEF.IOM (file)

4 N

fip>1ls < File names read

200 PORT command successful.

150 opening data connection for Is(**IPaddress**port#**)(Obytes).
MEMCARD

EM

Results

226 Transfer complete.

** bytes received in 0 seconds(**bytes/s)
Change to MEMCARD

ftp> cd MEMCARD < directory
250 CWD command successful. } Results
ftp> get ABC/DEF.IOM < Transfer DEF.IOM from

200 PORT command successful. ABC directory

150 opening data connection for abc/def.iom(**IPaddress**port#**)(**bytes).
Results
226 Transfer complete

**bytes received in *.*** seconds(**bytes/s)

o /
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11-5 Using FTP Commands

This section describes the FTP commands which the host computer (FTP cli-
ent) can send to the FTP server of the EtherNet/IP Unit or built-in EtherNet/IP
port. The descriptions should also apply to most UNIX workstations, but slight
differences may arise. Refer to your workstation’s operation manuals for
details.

11-5-1 Table of Commands
The FTP commands which can be sent to the EtherNet/IP Unit or built-in Eth-

erNeV/IP port are listed in the following table.

Command Description

open Connects the specified host FTP server.

user Specifies user name for the remote FTP server.

1s Displays the Memory Card file names.

dir Display the Memory Card file names and details.

rename Changes a file name.

mkdir Creates a new directory in the working directory in the remote host.

rmdir Deletes a new directory from the working directory in the remote host.

cd Changes the Ethernet Unit work directory to the specified directory.

cdup Changes the working directory at the remote host to the parent direc-
tory.

pwd Displays the Ethernet Unit work directory.

type Specifies the data type of transferred files.

get Transfers the specified file from the Memory Card to the local host.

mget Transfers multiple files from the Memory Card to the local host.

put Transfers the specified local file to the Memory Card.

mput Transfers multiple local files to the Memory Card.

delete Deletes the specified file from the Memory Card.

mdelete |Deletes multiple files from the Memory Card.

close Disconnects the FTP server.

bye Closes the FTP (client).

quit Closes the FTP (client).

e The EtherNet/IP Unit or built-in EtherNet/IP port is considered to be the
remote host and the host computer (FTP client) is considered to be the
local host.

* A remote file is a file on the Memory Card or in EM File Memory in the
CPU Unit. A local file is one in the host computer (FTP client).

* The parent directory is the directory one above the working directory.
11-5-2 Using the Commands
open

Format

open [IP address or host name of FTP server]

Function

Connects the FTP server. Normally when the FTP client is booted, the FTP
server |IP address is specified to execute this command automatically.
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user

Format

Function

Is

Format

Function

Q.
=

Format

Function

rename

Format

Function

user [user name]

Specifies the user name. Specify the FTP login name set in the EtherNeV/IP
Unit or built-in EtherNet/IP port system setup. The default FTP login name is
“CONFIDENTIAL”

If a non-default login name is used, it must be followed by the password. In
this case, enter the FTP password set in the system setup.

The user name is automatically requested immediately after connection to the
FTP server.

ls [-1] [REMOTE FILE NAME [local file name]]

Displays the remote host (Memory Card or EM File Memory) file names.

Set the switch [-I] to display not only the file names but the creation date and
size as well. If the switch is not set, only the file names will be displayed.

You can specify a file name in the Memory Card or EM File Memory if desired.

If a local file name is specified, the file information will be stored in the speci-
fied file in the host computer.

dir [REMOTE FILE NAME [local file namel]

Displays the file names, date created, and size of the files in the remote host
(Memory Card or EM File Memory). It displays the same information as com-
mand [ls -I].

Specify a file name in the Memory Card or EM File Memory as the remote file
name.

If a local file name is specified, the file information is stored in the specified file

in the host computer.

rename CURRENT FILE NAME NEW FILE NAME

Changes the specified current file name to the specified new file name.

rename can be used only to change the file name. It cannot be used to move
the file to a different directory.
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mkdir

Format
mkdir DIRECTORY NAME

Function
Creates a directory of the specified name at the remote host (Memory Card or
EM File Memory).
An error will occur if a file or directory of the same name already exists in the
working directory.

rmdir

Format
rmdir DIRECTORY NAME

Function
Deletes the directory of the specified name from the remote host (Memory
Card or EM File Memory).
The directory must be empty to delete it.
An error will occur if the specified directory does not exist or is empty.

pwd

Format
pwd

Function
Displays the remote host’s (Ethernet Unit) current work directory.

cd

Format
cd [directory namel

Function
Changes the remote host (Ethernet Unit) work directory to the specified
remote directory.
The files in the Memory Card are contained in the MEMCARD directory under
the root directory (/). The files in EM File Memory are contained in the EM
directory under the root directory (/). The root directory (/) is the directory
used when logging into the EtherNet/IP Unit or built-in EtherNeV/IP port. No
MEMCARD directory will exist if a Memory Card is not inserted in the PLC or
if the Memory Card power indicator is not lit. No EM directory will exist if EM
File Memory does not exist.

cdup

Format
cdup

Function
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type
Format
type data type
Function
Specifies the file data type. The following data types are supported:
ascii: Files are transferred as ASCII data
binary (image): Files are transferred as binary data.
All files are treated by the PLC as binary files. Before reading or writing any
files, always use the type command to set the file type to binary. File con-
tents cannot be guaranteed if transferred as ASCII data.
The default file type is ASCII.
get
Format
get FILE NAME [receive file name]
Function
Transfers the specified remote file from the Memory Card or EM File Memory
to the local host.
A receive file name can be used to specify the name of the file in the local
host.
mget
Format
mget FILE NAME
Function
Allows the use of a wildcard character (*) to transfer multiple remote files from
the Memory Card or EM File Memory to the local host.
put
Format
put file name [DESTINATION FILE NAME]
Function
Transfers the specified local file to the remote host (Memory Card or EM File
Memory).
A destination file name can be used to specify the name the file is stored
under in the Memory Card or EM File Memory.
Any existing file with the same name in the remote host (Memory Card or EM
File Memory) will be overwritten by the contents of the transferred file.
If an error occurs during file transfer, the file being transferred will be deleted
and the transmission will end in an error.
mput
Format
mput FILE NAME
Function

Allows the use of a wildcard character (*) to transfer multiple local files to the
remote host (Memory Card or EM File Memory).
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Any existing file with the same name in the remote host (Memory Card or EM
File Memory) will be overwritten by the contents of the transferred file.
If an error occurs during file transfer, the file being transferred will be deleted
and the transmission of that file will end in an error. However, mput execution
will continue and remaining files will be transferred.

delete

Format
delete FILE NAME

Function
Deletes the specified remote file from the Memory Card or EM File Memory.

mdelete

Format
mdelete FILE NAME

Function
Allows the use of a wildcard character (*) to delete multiple remote files from
the Memory Card or EM File Memory.

close

Format
close

Function
Disconnects the FTP server of the EtherNet/IP Unit or built-in EtherNet/IP
port.

bye

Format
bye

Function
Ends the FTP (client).

quit

Format
quit

Function
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11-5-3 Error Messages and FTP Status

Error Messages The error messages returned by the EtherNet/IP Unit or built-in EtherNet/IP

port are listed in the following table.

Message

Meaning

PPP is a directory.

The path name indicated at PPP is a directory.

PPP is not a directory.

The path name indicated at PPP is not a directory.

Another unit has access authority
(FINS error 0 x 3001).

Another Unit currently has the access right.

Bad sequence of commands.

The RNFR command has not been executed.

Can't create data socket (X.X.X.X, YY).

A socket cannot be created.

Cannot access to device (FINS error 0 x 250F).

A file device error has occurred.

Cannot get memory blocks.

A message memory block cannot be allocated.

Command format error (FINS error 0 x 1003).

The command format is incorrect.

Connect error.

A connection error has occurred.

Directories of old and new paths are not same.

The directories before and after changing the name are different.

Directory name length exceeded max. size.

The directory name is too long.

Directory not empty (FINS error 0 x 2108).

The directory must be empty to delete it.

Fatal error (FINS error 0 x 1101).

Fatal error (FINS error 0 x 1103).

A parameter error has occurred.

File or directory already exists.

File or directory already exists
(FINS error 0 x 2107).

The specified file or directory name already exists.

File or directory name illegal.

File or directory name illegal
(FINS error 0 x 110C).

The file or directory name is incorrect.

File read error (FINS error 0 x 1104).

File read error (FINS error 0 x 110B).

An error occurs when reading the file.

File write error (FINS error 0 x 2106).

File write error (FINS error 0 x 2107).

An error occurs when reading the file.

FINS error MRES 0 x XX: SRES 0 x XX.

Some other FINS error has occurred.

Length of directory name too long.

The path name of the directory is too long.

No space to create entry (FINS error 0 x 2103).

There are too many files to create a new one.

No such device (FINS error 0 x 2301).

The file device cannot be found.

No such file or directory.

No such file or directory (FINS error 0 x 2006).

No such file or directory (FINS error 0 x 2106).

The specified file or directory does not exist.

Not enough memory.

The communications buffers are full.

Not enough space in the system.
(FINS error 1104).

The file device is full.

PLC communication error (timeout).

File access timed out.

Socket canceled.

The socket was canceled.

Socket error NN.

A socket bind error occurred. The error code will be given at NN.

Socket receive error NN.

A data reception error occurred. The error code will be given at NN.

Socket send error NN.

A data send error occurred. The error code will be given at NN.

Timeout (900 seconds): closing control connection.

The connection was closed because the client did not respond for
15 minutes.

Too many open files.

Too many sockets have been created.

Write access denied.

Write access denied. (FINS error 0 x 2101).

Writing is not possible.
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PPP: Path name

XXX: IP address

YY: Port number
MM: FINS error code
NN: Socket error code

11-6 Checking FTP Status
11-6-1 FTP Status Flag

314

The current status of the FTP server can be obtained from the service status
in the words allocated to the EtherNet/IP Unit in the CPU Bus Unit Area in the
CIO Area. The word containing the FTP Status Flag can be computed as fol-
lows: CIO 1500 + (25 x unit number) + 13

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
el el el e e N S S S

Note

—FTP Status Flag

Status of Meaning
bit 00

1 FTP server busy (a user is connected)
0 FTP server free

1. File operations for files on the Memory Card are performed during FTP
communications. Do not remove the Memory Card or turn OFF power to
the PLC while FTP is being used.

2. When using File Memory Instruction from the program in the CPU Unit,
program exclusive control using the FTP Status Flag so that the same data
is not manipulated simultaneously by more than one instruction.
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11-7 Using File Memory
There are two media that can be used to store files in memory for CS/CJ-
series PLCs:
* Memory Cards
* EM File Memory

CPU Unit
/ File
Memory Card :
A File
/ File
/ .
EM File
Memory
~—_ File
11-7-1 File Memory
Media Memory type Capacity Model File data recognized by CPU Unit
CS/CJ- Flash memory | 8 MB HMC-EF861 * Complete user program
series 15 MB HMC-EF171 * Specified portions of /O Memory
'\C/Iae:ggry 30 MB HMC-EF371 . gzgag;eter area data (e.g. PLC
u
EM File RAM Max. capacity of EM Area | All EM Area banks
Memory in CPU Unit from specified bank in
I/O Memory (specified
in PLC Setup)

11-7-2 File Types

H File Names
Files are distinguished by assigning file names and extensions. The following
characters can be used in file names and extensions:
Alphanumeric characters: Ato Z and 0 to 9. (Names converted to all-caps)
P& S #°[1-7() -
The following characters cannot be used in files names and extensions:
,./ ?*7 ;< >=+ (spaces)

File names are not case sensitive and will be converted to all-caps in the PLC
file system. File names can be up to 8 character long with 3-character exten-
sions. An error will occur if a file name or extension is too long. The first period
(.) in a file name will be taken as the delimiter between the file name and
extension. Extensions are determined by the file type.

H Directories

Up to five levels of directories (including root as the first level) can be created
as file storage locations. A maximum of 65 characters can be used in direc-
tory names.
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File Names Handled by CPU Unit

The files described in the following table can be read or written by the CPU

316

Unit.
File type File name | Extension Contents Description
Data file e .IOM Specified ranges of |+ Contains word (16-bit) data from a starting
I/O Memory word through an end word in one memory
area.

* The following areas can be used: CIO, HR,

WR, AR, DM, and EM.
Program file e .0BJ Complete user pro- ¢ Contains all the programs for cyclic tasks
gram and interrupt tasks, as well as task infor-
mation for one CPU Unit.
Parameter area file it .STD * PLC Setup * Contains all of the parameter data for one
* Registered I/0 CPU Unit.
tables * There is no need for the user to distinguish
* Routing tables the various types of data contained in the
« CPU Bus Unit file
Setup and other * The file can be automatically read to or
setup data written from the CPU Unit simply by speci-
fying the extension (.STD)
Files Data files AUTOEXEC |.IOM /0O Memory data for | There does not necessarily need to be a
trans- the specified number data file in the Memory Card when the
ferred at of words starting from | automatic file transfer function is used at
startup D20000 startup.

* The AUTOEXEC.IOM file always contains
DM Area data starting at D20000.

* All data in the file will be transferred to
memory starting at D20000 at startup.

Program AUTOEXEC |.0BJ Complete user pro- ¢ There must be a program file in the Mem-
files gram ory Card when the automatic file transfer
function is used at startup.

* Contains all the programs for cyclic tasks
and interrupt tasks, as well as task infor-
mation for one CPU Unit.

Parameter |AUTOEXEC |.STD ¢ PLC Setup ¢ There must be a parameter file in the
area file * Registered I/O Memory Card when the automatic file
tables transfer function is used at startup.
* Routing tables * Contains all of the parameter data for one
« CPU Bus Unit CPU Unit o
Setup and other * There is no need for the user to distinguish
setup data the various types of data contained in the
file.

 All parameters in the file will be automati-
cally transferred to specified locations in
memory at startup.

Note 1. Refer to information on file memory in the CS/CJ-series Programmable

Controllers Operation Manual (W339).
All files transferred automatically at startup must have the name AUTOEX-

EC.
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11-7-3 Initializing File Memory

Memory Initialization method
Memory 1. Insert the Memory Card into the CPU Unit.
Cards 2. Initialize the Memory Card from a Programming Device

(Programming Consoles included).
EM File Mem- | 1. Specify in the PLC Setup the first bank to convert to file memory.
ory 2. Initialize EM File Memory from the CX-Programmer.

11-7-4 1/0 Memory Data Format

H IOM Format

The IOM format is a data format used for binary data specified by the ladder
instructions, READ DATA FILE (FREAD(700)) and WRITE DATA FILE
(FWRIT(701)), in the CPU Unit.

If five words of data from the 1/0O memory (1234 hexadecimal, 5678 hexadeci-
mal, 9ABC hexadecimal, etc.) is contained in an attached file in IOM format,
the data will be stored in the attached file as shown in the following diagram.

Example: Binary data format with a delimiter after every 10 fields.

I/0O memory

+0 +1 +2 +3 +4 +5 +6 +7 +8 +9
+0 1234 | 5678 | 9ABC | DEFO | 1234 | 5678 | 9ABC | DEFO | 1234 | 5678

+10 |9ABC |DEFO | 1234 | 5678 |9ABC |DEFO | 1234 | 5678 |9ABC | DEFO

¢

.IOM file contents
Ixx|[xx| - [xx|12]34]56]78]oa|Bc|DE[Fo|12]34] -

-

48 bytes
(Reserved by the system.)

m TXT Format

The TXT format is a data format (using tab delimiters) specified by the ladder
instructions, READ DATA FILE (FREAD(700)) and WRITE DATA FILE
(FWRIT(701)), in the CPU Unit. The format is configured according to the
specified FREAD(700) and FWRIT(701) parameters, as follows:

Data format Use of CRs and CR position
* Words without delimiters *No CRs
* Double words without delimiters * CR after every 10 fields.
* Words delimited by tabs. * CR after each field.
* Double words delimited by tabs * CR after every 2 fields.
* CR after every 4 fields.
* CR after every 5 fields.
* CR after every 16 fields.

If data from the 1/0O memory (1234 hexadecimal, 5678 hexadecimal, 9ABC
hexadecimal, etc.) is contained in an attached file in TXT format, the data will
be converted into ASCII format in words or double-words. The words are
delimited by inserting tabs ([HT]: 09), and carriage returns (CR) after specified
fields ([CR][LF]: ODOA).
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Example: Data format using words delimited by tabs and CRs after every
10 fields.

1/0 memory
+0 +1 +2 +3 +4 +5 +6 +7 +8 +9

+0 1234 | 5678 | 9ABC | DEFO | 1234 | 5678 | 9ABC | DEFO | 1234 | 5678
+10 |9ABC |DEFO | 1234 | 5678 |9ABC |DEFO0 | 1234 | 5678 | 9ABC | DEFO

:

.TXT file contents
|31|32|33|34|09|35|36|37|38|09|39|41|42|43|09|---
1 2 3 4[HT]5 6 7 8[HT]9 A B C [HT] -
---|35|36|37|38|0D|0A|39|41|42|43|09|---
5 6 7 B8I[CR]LF]9 A B C [HT]

.TXT file displayed as text

123415678 I9ABCLIDEFO[ 11234 15678 19ABCLIDEFO0[]1234[ 15678
9ABCLIDEFO0LI1234[1567819ABCLIDEF0L11234[ 15678 1I9ABCLIDEFO

[...[HT]: Used to display tab space when displayed as text.

m CSV Format
The CSV format is a data format (using comma delimiters) that is specified by
ladder instructions, READ DATA FILE (FREAD(700)) and WRITE DATA FILE
(FWRIT(701)), in the CPU Unit. The CSV format is configured according to
the specified FREAD(700) and FWRIT(701) parameters, as follows:

Data format Use of CRs and CR position
Words delimited by commas. *No CRs
Double words delimited by com- | * CR after every 10 fields.
mas. * CR after each field.

* CR after every 2 fields.
* CR after every 4 fields.
*CR after every 5 fields.
* CR after every 16 fields.

If word data from the I/O memory (1234 hexadecimal, 5678 hexadecimal, up
to DEFO hexadecimal) is contained in an attached file in CSV format, the word
data will be converted into ASCII format in word or double-word units. The
words are delimited by inserting comma delimiters (',:2C), and CRs after
specified fields ([CR][LF]: ODOA).
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Example: Data format using words delimited by commas with CRs after every
10 fields.

1/0 memory
+0 +1 +2 +3 +4 +5 +6 +7 +8 +9
+0 1234 | 5678 | 9ABC | DEFO | 1234 | 5678 | 9ABC | DEFO | 1234 | 5678

+10 |9ABC |DEFO | 1234 | 5678 |9ABC |DEFO0 | 1234 | 5678 | 9ABC | DEFO

¢

.CSYV file contents
|31|32|33|34|2C|35|36|37|38|20|39|41|42|43|2c|---
1 2 3 4 , 5 6 7 8 , 9 A BC
--'|35|36|37|38|0D|0A|39|41|42|43|20|~-
5 6 7 B8[CR|[LFJ9 A B C

.TXT file displayed as text

1234,5678,9ABC,DEF0,1234,5678,9ABC,DEF0,1234,5678
9ABC,DEF0,1234,5678,9ABC,DEF0,1234,5678,9ABC,DEF0

Note = FREAD(700) will not be able to read the last byte in a file that has been written
to the Memory Card if the file contains an odd number of bytes. Add 00 hexa-
decimal to the end of the file if necessary to write an even number of bytes to
the Memory Card.

Note  The UM and DM Areas contain binary data. Set the data type to binary using
the type command before reading or writing files using FTP. (Refer to type
on page 311.)

Note  For details on how to use File Memory Instructions, refer to the CS/CJ Series
Instructions Reference Manual (W340).
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11-8 FTP File Transfer Time
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File transfers using FTP can require 30 or 40 minutes depending on the
capacity of the file. Approximate file transfer time are provided in the following
table for reference.

All times are in seconds unless otherwise specified.

B CS1 CPU Units and CJ1 CPU Units

File system Memory Card EM File Memory
CPU Unit status | Operating mode | PROGRAM | RUN PROGRAM |RUN
Cycle time - 20 ms == 20 ms
Transfers using 1 KB 0.7s 6.0s 04s 29s
put 30 KB 45s 383s [25s 215s
60 KB 74s 721s 50s 447 s
120 KB 144 s 1414s |(11.0s 120.8 s
Transfers using 1 KB 0.3s 14s 02s 0.8s
get 30 KB 28s 19.3s [19s 11.4s
60 KB 49s 376s 38s 26.7 s
120 KB 96s 75.7 s 86s 68.2 s

H CS1-H CPU Units, CJ1-H CPU Units, CJ1-R CPU Units, CJ2-H CPU Units,

and CJ2M CPU Units

File system Memory Card EM File Memory
CPU Unit status | Operating mode | PROGRAM | RUN PROGRAM |RUN
Cycle time 20 ms 20 ms
Transfers using 1 KB 05s 2.7s 02s 0.6s
put 30 KB 18s 116s [0.7s 6.6
60 KB 32s 211s 15s 14.0s
120 KB 6.2s 402s |3.6s 325s
Transfers using 1 KB 02s 0.3s 02s 02s
get 30 KB 1.7s 4.8s 1.0s 41s
60 KB 25s 94s 23s 9.7s
120 KB 49s 18.8s 49s 27.0s

1. The above times assume that the Fixed Peripheral Servicing Time in the

PLC Setup is set to the default value of 4%.

2. If the Fixed Peripheral Servicing Time in the PLC Setup is increased, FTP

files will be transferred faster.
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11-9 Host Computer Application Example

The following procedure provides an example of FTP operations from a host
computer. In this example, the following assumptions are made.

* The IP address of the EtherNet/IP Unit or built-in EtherNet/IP port is regis-
tered in /etc/hosts on the host name as [cs1].

* The default FTP login name is being used (CONFIDENTIAL).

* A processing results data file called RESULT.IOM already exists on the
Memory Card in the CPU Unit.

* A processing instructions data file called PLAN.IOM already exists on the
workstation.

The following procedure transfers the processing results file RESULT.IOM
from the Memory Card in the CPU Unit to the workstation and then the pro-
cessing instructions file PLAN.IOM is transferred from the workstation to the
Memory Card in the CPU Unit.

Underlined text is keyed in from the FTP client. The workstation prompt is indi-
cated as $ and the cursor is indicated as K.

1,2,3... 1. Start FTP and connect to the EtherNet/IP Unit or built-in EtherNet/IP port.

$ ftp cs1 -+ FTP started.

connected to cs1

220 **|Paddress** CS1W-ETN21 FTP server(FTP**version**)ready
Name(cs1:root): H

2. Enter the login name.

Name(cs1:root):CONFIDENTIAL -+ Login name
230 Guest logged in.

ftp> B
3. Make sure the Memory Card is inserted. The MEMCARD directory will be
displayed if there is a Memory Card in the CPU Unit.
ftp>Is -~ Make sure the Memory Card is inserted.

200 PORT command successful.

150 opening data connection for Is(**IPaddress**port#**)(0 bytes).
MEMCARD

226 Transfer complete.

15 bytes received in 0 seconds(**bytes/s)

ftp> W
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4. Change to the MEMCARD directory.

ftp> cd MEMCARD .- Change to MEMCARD directory.
250 CWD command successful.
ftp> W

5. Change data type to binary.

200 Type set to I.

ftp> type binary --- Binary data type set.
ftp> W

6. Transfer the file RESULT.IOM to the workstation.

150 opening data connection for result.iom (**IPaddress**port#**) (**bytes).
226 Transfer complete.
** bytes received in *.*** seconds (**bytes/s)

ftp> get RESULT.IOM .- File read.
200 PORT command successful.
ftp> W

7. Write the file PLAN.IOM to the Memory Card.

ftp> put PLAN.IOM -.- File written

200 PORT command successful.

150 opening data connection for plan.iom (**IPaddress**port#**).
226 Transfer complete.

** bytes received in *.** seconds (**bytes/s)

ftp> M

8. End FTPR.

221 Goodbye.

ftp> bye .- FTP ended.
$ |

|
|
|
|
|




SECTION 12
Automatic Clock Adjustment Function

This section provides an overview of the automatic clock adjustment function, including details on specifications, required
settings, operations from CX-Programmer, and troubleshooting.
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12-1 Automatic Clock Adjustment

12-1-1 Overview

The EtherNet/IP Unit or built-in EtherNet/IP port can obtain the clock informa-
tion from the SNTP server (see note 1) at a particular time or when a desig-
nated bit turns ON and then refresh the internal clock information of the CPU
Unit to which it is mounted (referred to as the local CPU Unit).

Intranet

SNTP server

. Automatic clock adjustment
==
B [ The clock information can be broadcast to other CPU Units on the same Network.
" /
Ethernet —

Lt Lt L ’_‘
L EtherNet/IP Unit or
I L built-in EtherNet/IP port
SNTP server and witen at a parcular Ui D i
time or when a designated bit turns ON. U 0 U O L] 0
Note (1) The SNTP (Simple Network Time Protocol) server is used to control the

time on the LAN.

(2) An error will occur in the following CPU Units when the automatic clock
adjustment function is executed under the conditions shown in the table.

CPU Unit Conditions
CPU Units manufactured on or When the CPU execution mode is set to other
before January 31, 2003 (lot num- |than normal mode (priority peripheral servicing
bers 030131 or earlier): mode, parallel processing with synchronous
CJ1G-CPULIH memory access mode, or parallel processing
CJ1H-CPULH with asynchronous memory access mode).
CS1G-CPULIH AND
CS1H-CPULILIH When the CPU Unit operating mode is set to

RUN or MONITOR mode.

(3) The manufacturing date can be determined from the lot number on the
side or top corner of the CPU Unit.

(4) The lot numbers are as follows:
YYMMDDnnnn, in which YY indicates the last two digits of the year, MM
the month, DD the day, and nnnn the serial number.

(5) In accordance with SNTP protocol specifications, automatic adjustment
will not be possible from February 7, 2036. In EtherNet/IP Units or built-
in EtherNet/IP ports, this function will no longer operate from February 7,
2036 (an error message will not be displayed).
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12-1-2 Specifications

Item Specification

Protocol SNTP

Port number 123 (UDP)

Can also be set from the CX-Programmer in the Unit Setup.

Adjustment timing Automatic (fixed time) and manual (manual only cannot be

set)
Access to SNTP Writes the clock information | Obtains the clock information
server from the SNTP server to the |from the SNTP server set up
local CPU Unit. on the Network, and applies
the information obtained to
the local CPU Unit.
Refresh timing When the automatic clock adjustment switch is turned from

OFF to ON and at a specified time.

12-2 Using the Automatic Clock Adjustment Function

12-2-1 Procedure
1,2,3...

1.

Make the basic settings.

Refer to Initial Settings on page 34.

With the CX-Programmer online, right-click the EtherNet/IP Unit or built-in
EtherNet/IP port in the 10 Table Dialog Box of the CX-Programmer, and se-
lect Edit - Unit Setup Set the following on the Auto Adjust Time Tab Page
of the Edit Parameters Dialog Box.

SNTP server specification (required)

Access to the SNTP server is enabled when writing clock information from
the SNTP server to the local CPU Unit when the Automatic Clock Adjust-
ment Switch is turned from OFF to ON and at a set automatic adjustment
time.

Automatic clock adjustment setting.

To perform automatic clock adjustment manually, turn the Automatic Clock
Adjustment Switch from OFF to ON. (The Automatic Clock Adjustment
Switch is word n bit 05 in the words allocated in the CPU Bus Unit Area,
where n = CIO 1500 + (25 X unit number.)

Select Transfer to PLC from the PLC Menu and click the Yes Button. The
Unit Setup (CPU Bus System Setup) will be transferred to the CPU Unit
(the setting data will be transferred to the CPU Bus Unit System Setup Ar-
ea).
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12-2-2 Settings Required for Automatic Clock Adjustment Function

The following settings must be set in the Unit Setup when using the automatic
clock adjustment function.

326

Note

when the default set-
ting of 10 seconds is
unacceptable.)

CX- Settings Setting conditions Reference
Programmer
tab
Auto Adjust Server specification | Required. 12-2-3 Auto Adjust
Time type Time on page 327
IP Address One or the other is
Host name required, depending
on the Server specifi-
cation type setting.
Port No. Rarely required.
(Change when a set-
ting other than the
default setting of 123
is required.)
Get the time informa- | Required.
tion from the SNTP
server
Auto Adjust Time Optional
Retry timer Optional (Change
when the default set-
ting of 10 seconds is
unacceptable.)
Adjust Time Optional
DNS (See IP Address Required. 3-8 TCP/IP and Link
note.) Port No. Rarely required. Settings on page 52
(Change when a set-
ting other than the
default setting of 53
is required.)
Retry timer Optional (Change

When the Server specification type field in Auto Adjust Time Tab is set to Host

name.
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12-2-3 Auto Adjust Time

The contents in the CPU Bus Unit System Setup that are set for using mail
send and receive functions are shown in the CX-Programmer’s Edit Parame-

ters Dialog Box.

CJ1W-EIP21 [Edit Parameters] 3

Auto Adjust Time

Port Mo.
Retry Timer

Adjuzt Tirme

TCPAP | Ethemet | FINS/UDP | FINS/TCP | FTP

Server Specification Type &

Auto Adust Time | Status drea | SNMP | SNMP Trap |

* MNat get the time infarmation from the SNTP server

" Get the time information from the SMTF server

l_ : ’_ ; l_ [hem:s)

IP Address |
e Host Name |
’— [0: default [123]]

_|:| sec [0 default [10]]
@ : (ke -12:00 ta +13:00)

o~

Set Defaults Ok | Cancel |
ltem Contents Default
Get the time Enable to set the CPU Unit's clock to the time at the | Not
information from | SNTP server's clock. selected
the SNTP The clock can be changed only for the CPU Unitto | (disabled)
server which the EtherNet/IP Unit or built-in EtherNet/IP port
is mounted.
Auto Adjust Set the time at which the SNTP server is to be 0:0:0
Time accessed to synchronize the clocks.
When the time that is set here arrives, the SNTP
server is accessed and the CPU Unit clock is
adjusted to match the SNTP server clock.
Server specifi- | Select whether the SNTP server used for automatic | IP Address
cation type clock adjustment is to be specified by IP address or
by host domain name (i.e., by host name).
IP Address Set the IP address for the SNTP server thatis to be |0.0.0.0
used for automatic clock adjustment.
This setting is enabled only when server specification
by IP address has been selected.
Host name Set the host domain name (i.e., the host name) for None
the SNTP server that is to be used for automatic
clock adjustment.
This setting is enabled only when server specification
by host name has been selected.
Port No. Set the port number for connecting to the SNTP 0
server that is to be used for automatic clock adjust- | (Number
ment. This setting does not normally need to be 123 is
changed. used.)
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Item Contents Default

Retry timer Set the time to elapse before retrying when a connec- | 0
tion to the SNTP server fails. This setting does not (10s)
normally need to be changed.

Adjust Time This sets in the CPU Unit's clock data the time differ- | +0:0
ence made up from the SNTP server's clock data.

To use the clock data from the SNTP server just as it

is, input 0.

12-3 Automatic Clock Adjustment Switch

Automatic Clock
Adjustment Switch
(Bit 05 of n)

The Automatic Clock Adjustment Switch is allocated in the CIO Area as
shown below. The first word n of the CIO Area is calculated using the following
equation.

n = CIO 1500 + (25 X unit number)

The Unit control bit is shown in the following diagram.

T—Automatic Clock

Adjustment Switch

When the Automatic Clock Adjustment Switch turns from OFF to ON, the Eth-
erNet/IP Unit or built-in EtherNet/IP port obtains the clock data from the SNTP
server on the network, and applies it to the local CPU Unit. After applying the
data, the switch automatically turns OFF again.

12-4 Automatic Clock Adjustment Error Processing

12-4-1 Automatic Clock Adjustment (SNTP) Errors

The following table shows the main causes and remedies for errors that occur
in the automatic clock adjustment function (SNTP).

Cause Correction
SNTP, DNS server address not set Reset each server address (IP address or
host name).
SNTP, DNS server communications time- | Inspect the communications path (Ether-
out Net/IP Unit or built-in EtherNet/IP port,

cable connections, hub, router, server),
and correct the situation that is causing
the error.

CPU Unit internal clock could not be set | The automatic clock adjustment function
is not supported by certain CPU Units
(models, lot numbers) if they are in RUN
or MONITOR mode.

12-4-2 Error Log Error Codes for the Automatic Clock Adjustment

Function
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When an error occurs while the EtherNet/IP Unit or built-in EtherNet/IP port is
operating, the error code, detailed error code, and time the error occurred are
saved in the error log. The following table provides a list of the error codes.
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The error log can be read by sending FINS commands to the EtherNet/IP Unit
or built-in EtherNet/IP port or by using the mail receive function and specifying
the ErrorLogRead command.

Error Meaning Detailed error code Correction EEPROM
code 1st byte 2nd byte
03CH1 Server set- |00H: DNS | 01: IP address | Set the server
ting error | O3H: 02: Host name | settings correctly
SNTP . based on the
04H: FTP | 03: Portnumber |in¢, mation in the
06H: 04: Other detailed error
BOOTP | parameters code.
07H:
SNMP
08H:
SNMP
Trap
09H:
FINS/
UDP
OAH:
FINS/
TCP
03C4 Server O0H: DNS | 01: Specified Take either of the |---
connection | 03H: host does not following mea-
error SNTP exist sures.
04H: FTP | 02: No service | Correct the set-
g%%TP at specified host | tings for each
07H- 03: Timeout server.
SNMP | 04: Closed uni- |° 'mnﬁﬁ%gﬁtgﬁscom'
e ?;?rc‘i"y byt NOSU 1 path (EtherNet
Trap sLannot con- | |p Unit or built-in
nect becguse EtherNet/IP
accgunt infor- port), cable con-
mation does not nections, hub,
match router, server),
06: Host name and correct the
resolution error situation that is
07: Transmis- causing the
sion error error.
08: Reception
error
09: Other error
OAH: Error in
obtained IP
address
03C6 Clock data |0001: Clock data could not | Clear the CPU
write error | be refreshed because of a | Unit error.
CPU Unit error.
0002: Clock data could not | The automatic
be refreshed because the | clock adjustment
CPU Unit could not write function is not
clock data in that operation |supported by cer-
mode. tain CPU Units
(models, lot num-
bers) if they are in
RUN or MONI-
TOR mode.
(See note.)
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Note (1) For details on other error log information, refer to the Operation Manual,
Construction of Networks: SECTION 14 Troubleshooting and Error Pro-
cessing.

(2) An error will occur in the following CPU Units when the automatic clock
adjustment function is executed under the conditions shown in the table.

CPU Unit Conditions
CPU Units manufactured on or When the CPU execution mode is set to other
before January 31, 2003 (lot num- | than normal mode (priority peripheral servicing
bers 030131 or earlier): mode, parallel processing with synchronous
CJ1G-CPULIH memory access mode, or parallel processing
CJ1H-CPULIH with asynchronous memory access mode).
CS1G-CPULILIH AND
CS1H-CPULILIH When the CPU Unit operating mode is set to

RUN or MONITOR mode.

(3) The manufacturing date can be determined from the lot number on the
side or top corner of the CPU Unit.

(4) The lot numbers are as follows:
YYMMDDnnnn, in which YY indicates the last two digits of the year, MM
the month, DD the day, and nnnn the serial number.
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SECTION 13
Maintenance and Unit Replacement

This section describes cleaning, inspection, and Unit replacement procedures, as well as the Simple Backup Function.

13-1 Maintenance and Replacement . .. ............ ... ... . i, 332
13-1-1 Cleaning . ... ..ottt e e e 332
13-1-2 INSPECLION . o\ oottt et et e ettt e 332
13-1-3  Unit Replacement Procedure .............. ... ... ... ..... 332

13-2 Simple Backup Function. .......... ... ... . . i 333

13-3 Usingthe Backup Tool . ... ... ... i, 336
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13-1 Maintenance and Replacement

13-1-1 Cleaning

& Caution

13-1-2 Inspection

Inspection Equipment

Normally Required

Equipment

Occasionally Required

Equipment

Inspection Procedure

This section describes the routine cleaning and inspection recommended as
regular maintenance, as well as the Unit replacement procedure required if an
EtherNet/IP Unit needs to be replaced.

Clean the EtherNet/IP Unit regularly as described below in order to keep the
network in its optimal operating condition.
* Wipe the Unit daily with a dry, soft cloth.
* When a spot can’t be removed with a dry cloth, dampen the cloth with a
neutral cleanser (2% solution), wring out the cloth, and wipe the Unit.

* A smudge may remain on the Unit from gum, vinyl, or tape that was left on
for a long time. Remove the smudge when cleaning.

Never use volatile solvents such as paint thinner, benzene, or chemical wipes.
These substances could damage the surface of the Unit.

Be sure to inspect the system periodically to keep it in its optimal operating
condition. In general, inspect the system once every 6 to 12 months, but
inspect more frequently if the system is used with high temperature or humid-
ity or under dirty/dusty conditions.

Prepare the following equipment before inspecting the system.

Have a standard and Phillips-head screwdriver, multimeter, alcohol, and a
clean cloth.

Depending on the system conditions, a synchroscope, oscilloscope, ther-
mometer, or hygrometer (to measure humidity) might be needed.

Check the items in the following table and correct any items that are below
standard.

Item Standard Inspection
Environmental | Ambient and cabinet temperature |0 to 55°C Thermometer
conditions Ambient and cabinet humidity 10 to 90% (with no condensa- | Hygrometer
tion or icing)

Dust/dirt accumulation None Visual

Installation Are the Units installed securely? No looseness Phillips-head
screwdriver
Are the Ethernet cable connectors | No looseness Visual
fully inserted and locked?

13-1-3 Unit Replacement Procedure

Precautions
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Replace a faulty EtherNet/IP Unit as soon as possible. If the built-in EtherNet/
IP port is faulty, replace the CPU Unit as soon as possible. We recommend
having spare Units available to restore network operation as quickly as possi-
ble.

Observe the following precautions when replacing a faulty Unit.
* After replacement, verify that there are no errors with the new Unit.

* When a Unit is being returned for repair, attach a sheet of paper detailing
the problem and return the Unit to your OMRON dealer.



Simple Backup Function

Section 13-2

Settings Required

Note

after Unit
Replacement

* If there is a faulty contact, try wiping the contact with a clean, lint-free
cloth dampened with alcohol.

To prevent electric shock when replacing a Unit, always stop communications
in the network and turn OFF the power supplies to all of the nodes before
removing the faulty Unit.

After a Unit has been replaced, verify that the following steps have been made
correctly.

* Set the node address and unit number.
» Connect the Ethernet cable.
* Set the configuration data (parameter settings) again and download them.

13-2 Simple Backup Function

Overview

Note

The simple backup function can be used to back up not only all of the data in
the CPU Unit, but also all of the data stored in memory in the EtherNet/IP Unit
or data for the built-in EtherNet/IP port. All of this data will automatically be
backed up to the Memory Card.

The simple backup function can be used for the following EtherNet/IP Units
and built-in EtherNet/IP port.

* CS-series EtherNet/IP Unit (CS1W-EIP21) mounted to a CS1D/CS1-
H CPU Unit

» CJ-series EtherNet/IP Unit (CJ1W-EIP21) mounted to a CJ1-H/CJ1M/
CJ2H-CPULICI-EIP CPU Unit

¢ A built-in EtherNet/IP port on a CJ2H-CPULIL-EIP/CJ2M-CPU3L]I
CPU Unit

When the EtherNet/IP Unit’s setup data is written to the Memory Card using a
simple backup operation, it is stored in the Memory Card as a Unit/Board
backup file with the file name BACKUPLILL.PRM. (The [IJ digits in the
backup file name indicate the unit address of the EtherNet/IP Unit or built-in
EtherNet/IP port, which is the unit number + 10 hex.)

This backup file is also used when reading data from the Memory Card or
comparing data with a file in the Memory Card.

EtherNet/IP Unit CPU Unit Memory Card
Power Supply Switch
All data /
]
All setup data | * Backup 7'y Memory Card
* Restore —
e Compare

\A 4

<
<

The following table shows the Units that support the simple backup function.
Confirm that the Units being used support the function.

CPU Unit EtherNet/IP Unit
CS1W-EIP21 CJ1W-EIP21
CS1D Yes ---
CS1-H Yes
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CPU Unit EtherNet/IP Unit
CS1W-EIP21 CJ1W-EIP21

CSt No

CJ1-H Yes
CJ1 No
CJ1M Yes
CJ2H Yes
CJ2M --- Yes

Applications

Backup Sources and
Restore Targets

Use the simple backup function when creating a backup data file for the entire
PLC (including the CPU Unit, EtherNet/IP Units, built-in EtherNet/IP port, and
Serial Communications Units/Boards), or when replacing all the Units.

The data that was backed up with the simple backup function can be restored
to Units or built-in ports as shown in the following table. Network Configuration
designations are given for the model numbers and versions of the backup
sources and restore targets.

The model number must be the same for both the backup source and restore
target. The CIP revision must be the same or higher.

Restore target CS1W-EIP21 CJ2B-EIP21 | CJ2M-EIP21 | CJ2M-EIP21 | CJ1W-EIP21
CJ1W-EIP21 (CJ2)
Backup source Rev. 1.01 Rev. 2.01 Rev. 2.01 Rev. 2.01 Rev. 2.02 Rev. 2.01
CS1W-EIP21, CJ1W-EIP21 Yes Yes No No No No
Rev. 1.01 (See note 1.)
CS1W-EIP21, CJ1W-EIP21 No Yes No No No No
Rev. 2.01
CJ2B-EIP21 No No Yes No No No
Rev. 2.01
CJ2M-EIP21 No No No Yes Yes No
Rev. 2.01
CJ2M-CIP21 No No No No Yes No
Rev. 2.02
CJ1W-EIP21 (CJ2) No No No No No Yes
Rev. 2.01

Note

Operating Methods

Backing Up EtherNet/IP
Unit or Built-in EtherNet/IP
Port Setup Files to the
Memory Card
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(1) Functions added for revision 2.1 will be set to their default settings.
The number of settings will be increased, so an error will occur in the
comparison after data is restored.

(2) Data backed up for revision 1.1 using a simple backup can be restored to
an EtherNet/IP Unit or built-in EtherNet/IP port with revision 2.1, but an
error will occur in the comparison. When changing the unit version, refer
to 6-2-18 Changing Devices for information on the Network Configurator
device change function.

Set pins 7 and 8 of the DIP switch on the front panel of the CPU Unit as
shown in the following table, and press the Memory Card Power Supply
Switch for 3 seconds with the Memory Card inserted into the slot. Release the
switch when the BUSY indicator lights.

DIP switch settings
SW7 ON
SW8 OFF
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EtherNet/IP Unit CPU Unit Memory Card
Power Supply Switch
All data /
]

All setup data Memory Card

>

Backup >

—

Note

Restoring the EtherNet/IP
Unit or Built-in EtherNet/IP
Port Setup File from the
Memory Card

(Reading and Setting the
Data in the Unit)

Note

This operation will create an EtherNet/IP Unit or built-in EtherNet/IP port set-
tings file, and write that file to the Memory Card along with the other backup
files. When the Memory Card Power Supply Switch is pressed, the MCPWR
indicator on the front of the CPU Unit will flash once and then remain lit while
data is being written. If the data is written normally, the MCPWR indicator will
turn OFF. The BUSY indicator will flash while the data is being written.

The backup operation will fail if it is performed after the device parameters
were not downloaded successfully from the Network Configurator or CX-Pro-
grammer. Perform the backup operation only if the device parameters were
downloaded normally.

Set pins 7 and 8 of the DIP switch on the front panel of the CPU Unit, as
shown in the following table, and turn the power to the CPU Unit OFF and
then ON again with the Memory Card inserted into the slot.

DIP switch settings
SW7 ON
SW8 OFF
EtherNet/IP Unit CPU Unit
Power ON —» All data
All setup data Memory Card
—
P Restore
—

This operation will read the EtherNet/IP Unit or built-in EtherNet/IP port setup
data file from the Memory Card and restore the data in the EtherNet/IP Unit or
built-in EtherNet/IP port.

When the power supply is ON, the MCPWR indicator on the front of the CPU
Unit will turn ON, flash once, and then remain lit while data is being read. The
BUSY indicator will flash while data is being read. After the data has been
read correctly, the MCPWR and BUSY indicators will turn OFF. If the MCPWR
indicator flashes five times or if only the BUSY indicator turns OFF, it means
that an error has occurred.

If the restoration from the Memory Card fails, an “H8” error will be displayed
on the 7-segment display on the front panel. If this happens, the data on the
Memory Card may not be correct. Confirm that the backup operation was
completed normally before performing the restore operation.
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Comparing EtherNet/IP
Unit or Built-in EtherNet/IP
Port Data with the Setup
File in the Memory Card

Note

Set pins 7 and 8 of the DIP switch on the front panel of the CPU Unit, as
shown in the following table, and press down the Memory Card Power Supply
Switch for 3 seconds.

DIP switch settings
SW7 OFF
SW8 OFF
; ; Memory Card
EtherNet/IP Unit CPU Unit Power Supply Switch
All data
]
All setup data A Memory Card
—
Compare >
—

This operation will compare the data in the EtherNet/IP Unit or built-in Ether-
Net/IP port setup file in the Memory Card with the device parameters in the
EtherNet/IP Unit or built-in EtherNet/IP port.

When the Memory Card Power Supply Switch is pressed, the MCPWR indica-
tor on the front of the CPU Unit will flash once, and then remain lit while data
is being compared. The BUSY indicator will flash while data is being com-
pared. If the data matches, the MCPWR and BUSY indicators will turn OFF. If
the MCPWR and BUSY indicators both flash, it means that the data does not
match or that an error has occurred.

Data backed up for revision 1.1 using a simple backup can be restored to an
EtherNeV/IP Unit or built-in EtherNeV/IP port with revision 2.1, but an error will
occur in the comparison. When changing the unit version, refer to 6-2-18
Changing Devices for information on the Network Configurator device change
function.

13-3 Using the Backup Tool

Overview

336

The PLC Backup Tool of the CX-Programmer can be used to back up, com-
pare, and restore data for all Units or only specified Units in the PLC that is
connected online.

]

Specified backup
folder

PLC Backup Tool

Default folder: . cJ2
C:\Backup\yymmdd_hhmmss —
A
]
O
R U —
CPU Unit with Configuration Units
(CPU Bus Units and Special I/O Units)
Restore/compare * I
Back up
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Usage The PLC Backup Tool can be used for the following:
* Backing up all data in a PLC

» Comparing all of the data in a PLC with data that was previously backed
up in the computer

* Using the restore function to transfer all of the PLC data to a system with
the same configuration

* Transferring data to a new Unit after replacing a faulty Unit

Procedure Select PLC Backup Tool from the CX-Programmer's Tool Menu. You can also
select OMRON - CX-One - CX-Programmer - PLC Backup Tool from the
Windows Start Menu.

PLG Backup Tool @

Backup Menu
Backup from PLC.. |

Callectively backs up the data in a PLC to zave as files

Compare .. |

Compares the data between backup files and PLG

Bestore to PLC.. |

Transferg the backup filez to PLG

Communication Settings

Communication Settings |

Sets the method of communications with backup/restore-target PLG

Current Settings: FLS hodel [J2H
Metwark Tvpe | Ether Net/TP
[(TP192188 2501

Backup Menu

Button Function
Backup from PLC Click this button to back up data. All of the data
in the target PLC will be backed up to the com-
puter.
Compare Click this button to compare data. The data in

the PLC can be compared to the data in a
backup file or the data in two backup files can be
compared. Any differences will be displayed.

Restore to PLC Click this button to restore data. The data in a
backup file will be transferred to the PLC to
restore the status that existed when the data
was backed up.

Communications Settings

Button Function

Communications Settings Click this button to set communications condi-
tions for the target PLC. The current PLC model
and network type will be displayed.

Refer to the CX-Programmer Operation Manual for detailed procedures.
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SECTION 14
Troubleshooting and Error Processing

This section describes error processing, periodic maintenance operations, and troubleshooting procedures needed to keep
the EtherNet/IP network operating properly. We recommend reading through the error processing procedures before
operation so that operating errors can be identified and corrected more quickly.

14-1 Checking Status with the Network Configurator . ..................... 340
14-1-1 The Network Configurator’s Device Monitor Function. .. ....... 340
14-2 Using the LED Indicators and Display for Troubleshooting ............. 347
14-2-1 Errors Occurring at the EtherNet/IP Unit or
Built-in EtherNet/IP Port . ......... ... ... .. ... ... ... .... 347
14-3 Connection Status Codes and Error Processing .. ..................... 358
14-4 Error Log Function .. ... ... i 364
14-4-1 Error Log Data Specifications ........... ... ... .. ..., 364
14-4-2 Error Log Registration .. ........... ..., 364
14-4-3  FINS Commands for Error Logs ........... ... ... ... ..... 364
14-4-4 Error LogErrorCodes .. ... ... 365
14-5 Troubleshooting . .. ...... ...t 368
14-5-1 CPU Unit's ERR/ALM Indicator Lit or Flashing. .. ............ 368
14-5-2  General Ethernet Problems. .. ........... .. ... .. . .. .... 369
14-5-3 TagDataLinks Failto Start ............. ... ... ... .. .... 369
14-5-4 TagDataLink Problems............ .. .. ... .. .. . .. .... 370
14-5-5 Message Timeout Problems . ............ ... ... .. ... .. .... 371
14-6 Troubleshooting with FINS Response Codes......................... 371
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14-1 Checking Status with the Network Configurator

14-1-1 The Network Configurator’s Device Monitor Function

Status 1 Tab Page

340

Note

Connect the Network Configurator online, select the device to be checked,
right-click to display the pop-up menu, and select Monitor.

@ EtherNet/TP_1

Parameter 4

The Monitor Device Dialog Box will be displayed.

If a communications error occurs during monitoring, the dialog box will con-
tinue to show the last information that was collected. To start monitoring
again, close the Monitor Device Dialog Box, and then open the dialog box
again.

The information displayed on the Status 1 Tab Page shows the status of the
flags in the following allocated CIO Area words: Unit status 1, Unit status 2,
Communications status 1, Communications status 2, and Communications
status 3. There will be a check mark in the box when the corresponding flag is
ON.

In addition, the Target Node Status Field shows the connection status of the
target nodes that are connected with the EtherNet/IP Unit as the tag data link
originator. The icon will be blue if the connection is normal, or red if an error
occurred.



Checkin,g Status with the Network Conﬁgurator Section 14-1

Monitor Device @

Cantraller Error History Tae Status Ethernet Information
Statug 1 Status 2 Connection Error History
Unit Status

[n-Line
Tag Data Link

Metwaork Status

All Tag Data Link
[¥] Tag Data Link
Ethernet Link Status

Tareet Mode Status

@2
Status 2 Tab Page The Status 2 Tab Page’s Target PLC Status Field shows the status of the tar-

get node PLCs that are connected with the EtherNet/IP Unit as the tag data
link originator. The icon will be blue if the CPU Unit is in RUN mode or MONI-
TOR mode, gray if it is in PROGRAM mode, or red if an error occurred.

The Connected Status of FINS/TCP Connections Field shows the status of
FINS/TCP connections. There will be a check mark in the box when the corre-
sponding connection is established (connected).
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Monitor Device @

Caontraller Error History Taeg Status Ethernet Information
Statusz 1 Status 2 Connection Error History

Target PLC Status

RUN: @ ERROR: @

Connected Status of FINS/TCGP Connections
FINS/TGP Connection Mol

Close

Note  The target PLC status is can be used when the PLC status is selected for all
the target sets for both originator and target connections. For those that are
not selected, the status will be grayed-out.
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Connection Tab Page

The Connection Tab Page’s Target Node Status Field shows the connection
status of the target nodes that are connected with the EtherNet/IP Unit as the
tag data link originator. The icon will be blue if the connection is normal, or red
if an error occurred.

In addition, the Connection Status Area shows the current status each con-
nection that is set as the originator. This information can be used to identify
the cause of tag data link errors. For details on the connection status, refer to
14-3 Connection Status Codes and Error Processing.

Monitor Device @

Caontraller Error History Taeg Status Ethernet Information
Status 1 Status ¢ Connection Errar Histary

Target Mode Status

@02

[ Start Connection ] [ Stop Connection

Connection Status

Gonnection Mame Tvpe Status

@ 1921682502 (#002) GNO1_01 Th 00-0000

Close
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Error History Tab Page The Error History Tab Page displays the error log stored in the EtherNet/IP

Unit or built-in EtherNet/IP port. Errors that occurred in the past are recorded,
and can be cleared or saved in a computer file as required.

In some cases, error records are cleared when the power is turned OFF, and
in other cases the records are retained. For details on the error log, refer to
14-4 Error Log Function.

Monitor Device g|
Caontraller Error History Tae Status Ethernet Information
Status 1 Status ¢ Cionnection Error Higtary
Time of Error Error Inf.. | Detailed..  Content
0 08/05/23 114113 0305 ooz Tae data link error,
[ LUpdate | [ Clear ] [ Save..
Controller Error History The error history of the CPU Unit for the EtherNet/IP Unit or built-in EtherNet/

Tab Page IP port is displayed on this tab page. The error history shows errors that have

occurred. It can be cleared or saved in a file in the computer.
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Refer to the operation

manual of the CPU Unit for details on error information.

Monitor, Device @

Status 1
Contraller Error History

Time of Error
D 08/05/23 11:4411

Errar Inf..

Error History
Ethernet Information

Connection
Tag Status

Statusz 2

Detailed..
0a0o

Caontent

a0Eg Mumber Duplication Error

Update

) |

Glear

|

Save..

Cloze

Tag Status Tab Page

This tab page shows if the tag settings for each tag for tag data links is set so

that data can be exchanged with the CPU Unit. The following status is dis-

played.

Ok:
Processing to solve:

Area type error:

Out of address range:

Size error:

Not exist:

PLC I/F error:

Data was exchanged normally.

The symbol or I/O memory address for the tag is being
resolved. When the resolution is completed normally, a
connection will be established and the data exchange
will start.

The area (e.g., EM bank) specified by the tag setting
does not exist in the CPU Unit. A connection will not be
established for a tag for which this error occurs.

The area specified by the tag setting is outside of the
area address range in the CPU Unit. A connection will
not be established for a tag for which this error occurs.

Different sizes are set for the network symbol and the
tag settings. Connections will not be opened for tags
with this error.

A network symbol is not set in the symbol table in the
CPU Unit for the specified tag setting. A connection will
not be established for a tag for which this error occurs.

There is a problem in the bus interface with the CPU
Unit. Determine the cause based on the indicators and
the error log.
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If the status is not “OK,” check the tag data link settings or the network symbol
settings in the symbol table in the CJ2 CPU Unit.

Monitor, Device @

Status 1 Statusz 2 Connection Error History

Controller Error History Tag Status Ethernet Information
MName Tn/Out Status
L= Thput k.
%= DO0020 Thput Ok
%= DO0030 Thput Ok
Y= N _InData Thput Ck
¥ N2 _InData Thput Size error
= W03 _InData Ihput Mot exizt
%= DO000a Output [0]3

Update
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Ethernet Information Tab

Page

The Ethernet Information Tab Page shows the communications status at the
communications driver level. The error counter information can be used to
confirm whether communications problems have occurred. The tag data link
information can be used to confirm characteristics such as the bandwidth

usage (pps)-

Monitor Device

Status 1 Status 2 Connection Error History
Controller Error Higtory Tae Status Ethernet Information
Gieneral
Speed : 100MEBps Full Duplex
MAC Address - 00-00-08-38-40-72
Fecy Send
Octets : 5246 Octets 337
Unicazt Packets : 534 Unicazt Packets : 479
Mot-Unicazt Packets : e Mon-Unizast Packets : 9
Dizcards : 1} Dizcards : 1]
Errors : i} Errors a
Error Counter
Alienment Errars i} FGS Errors : a
Excezzive Collizions a
Carrier Sense Errors . i}
Frame Too Long : i}
Tag Data Link
Bandwidth : wi]
fverage of TxFx Packets ill] Maximum : 60
fverage of By Packets : 30 Paimum : an
Average of Tx Packets : a0 Maximum : 30
Receive Multicast Packets : 09
Link QOFF Errors : a
|__Glear Information | Collection's Start Time :  2008/05,23 11:4416.000

14-2 Using the LED Indicators and Display for Troubleshooting
14-2-1 Errors Occurring at the EtherNet/IP Unit or Built-in EtherNet/IP

Port

Errors Related to CPU Unit
Data Exchange

The 7-segment display alternates between the node address and error code.

Indicator

MS

NS

7-segment

Error Cause

Unit operation (Flag | Error
status) log
(hex)

Countermeasure

Flashing
red

Not lit

H1

Duplicate unit | The same unit
number number is seton
another Unit.

Operation stops. -

Set the unit num-
bers correctly and
restart the Ether-
Net/IP Unit or built-
in EtherNet/IP port.

Flashing
red

Not lit

H2

CPU Unit
faulty

Operation stops. --

Replace the CPU
Unit if the error
recurs when the
CPU Unit is
restarted.
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Indicator Error Cause Unit operation (Flag | Error | Countermeasure
_ status) log
MS NS 7-segment (hex)
Lit red Not lit H3 EtherNet/IP Operation stops. Replace the Ether-
Unit or built-in Net/IP Unit or (for a
EtherNet/IP built-in EtherNet/IP
port faulty port) the CPU Unit
if the error recurs
when the Unit is
restarted.
Flashing | Not lit H4 Node address | The node Operation stops. - Set the node
red setting error address set on address correctly
the switches is and restart the Eth-
invalid (00 or erNet/IP Unit or
FF.) built-in EtherNet/IP
port.
Flashing | Not lit H6 CPU Unit Records the errorin | 000F | Replace the CPU
red faulty the error log (time/ Unit if the error
date all zeroes). recurs when the
Operation stops. CPU Unitis
restarted.
Flashing | Not lit H7 I/O table not | The CPU Unit's | Operation stops. 0006 |Create the I/O
red registered I/O table is not table.
registered.
Flashing |--- H8 Simple backup | The simple The settings of the Perform the simple
red function backup func- EtherNet/IP Unit or backup operation
restore error | tion’s data resto- | built-in EtherNet/IP again. If the error
ration failed. port are all cleared, recurs, replace the
unless the backup file Memory Card, or
does not exist, a EtherNet/IP Unit,
Memory Card is not or (for a built-in
mounted, or the PLC EtherNet/IP port)
model does not the CPU Unit.
match.
Flashing |--- H9 I/O bus error | An error ¢ If the Unit is the orig- | 000E | Check and correct
red occurred while inator of the tag data the CPU Unit’s
exchangingdata | link connection, it operating environ-
with the CPU stops communica- ment.
Unit. tions.
« If the Unit is the tar-
get of the tag data
link connection and
the PLC status is
included in the com-
munications data,
the corresponding
Target Node PLC
Error Flag will be
turned ON.
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Indicator Error Cause Unit operation (Flag | Error | Countermeasure
_ status) log
MS NS 7-segment (hex)
Flashing |--- HA CPU Unit A parity error Records the errorin | 0012 | Register the rout-
red memory error | occurred during |the error log. If the ing tables in the
an operation routing tables were CPU Unit again
such as reading | being read, the rout- and restart the
the routing ing tables are treated CPU Unit.
tables. as missing. Replace the CPU
Unit if the error
recurs.
A memory error |*If a symbol (tag 0017 |Download the tag
has occurred for | name) is specified in data to the CPU
the tag data- the tag data link or Unit again.
base inthe CPU | Unit Status Area, Replace the CPU
Unit (CJ2H/ refreshing the user- Unit if the error
CJ2M CPU Unit | specified status area recurs.
only). is stopped and tag
data links will oper-
ate as follows:
* Tag data link com-
munications will be
stopped for origina-
tor connections.
e Communications will
continue for target
connection. If PLC
status is included in
the communications
data, the target node
PLC error flag for
the relevant target
node will be turned
ON.
Note Recovery is
possible from
this error. If
recovery is
achieved, the
tag data links
will be
restarted to
return to nor-
mal status.
Flashing | Not lit Hb CPU Unit A timeout Operation stops. 0011 |Replace the Ether-
red event servic- | occurred during Net/IP Unit or (for a
ing timeout an operation built-in EtherNet/IP
such as reading port) the CPU Unit.
the routing if the error recurs
tables to the when the Unit is
CPU Unit. restarted.
Flashing |--- HC Routing table | There is a logic | The Unit continues 021A | Create the routing
red error error in the rout- | operating without the tables again.
ing table set- routing tables.
tings.
Flashing |--- Hd I/O refresh The EM Area Tag data is not 0347 | Stop using the EM
red error bank in which refreshed if it is Area bank (in
the device assigned to a non- which the device
parameters existent area. parameters were
were set was Note: set) as file mem-
converted to file | Rgcovery is possible ory, or correct the
memory while | {5 this error. device parameters.
the tag data link
was operating.
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Indicator

MS

NS

7-segment

Error

Cause

Unit operation (Flag
status)

Error

log
(hex)

Countermeasure

Flashing
red

HE

CPU Unit ser-
vice monitor-
ing error

Servicing from
the CPU Unit
was not com-
pleted within the
fixed interval.
The monitoring
time is normally
11s.

¢ |f the Unit is the orig-
inator of the tag data
link connection, it
stops communica-
tions.

o If the Unit is the tar-
get of the tag data
link connection and
the PLC status is
included in the com-
munications data,
the corresponding
Target Node PLC
Error Flag will be
turned ON.

Note:

Recovery is possible
for this error. When
operation is restored,
tag data link startup
processing will be
performed and opera-
tions will return to
normal.

0002

Check and correct
the CPU Unit’s
operating environ-
ment.

Flashing
red

HF

CPU Unit
watchdog
timer error

An error
occurred in the
CPU Unit.

« |f the Unit is the orig-
inator of the tag data
link connection, it
stops communica-
tions.

¢ If the Unit is the tar-
get of the tag data
link connection and
the PLC status is
included in the com-
munications data,
the corresponding
Target Node PLC
Error Flag will be

turned ON.

0001

Replace the CPU
Unit.
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Errors Related to the CPU

The 7-segment display alternates between the node address and error code.

Unit
Indicator Error Cause Unit operation (Flag | Error | Countermeasure
MS NS | 7-segment status) log
9 (hex)
Flashing |--- HH CPU Unit A fatal error ¢ |f the Unit is the orig- | 0015 | Eliminate the
red Fatal Error occurred in the inator of the tag data cause of the error
CPU Unit. link connection, it in the CPU Unit.
stops communica- The tag data link
tions. will restart auto-

« If the Unit is the tar- matically when the
get of the tag data cause of the error
link connection and is eliminated.
the PLC status is
included in the com-
munications data,
the corresponding
Target Node PLC
Error Flag will be
turned ON.

Output OFF An Output OFF | The tag data link’s Turn OFF the CPU
Error (output inhibit) | send data will be Unit's Output OFF

condition
occurred in the
CPU Unit.

cleared to 0 in accor-
dance with the Output
OFF settings, and
data transfer will con-
tinue with that data.

Bit (A50015). The
tag data link’s send
data will be
restored automati-
cally when this bit
is turned OFF.

Errors Related to the

The 7-segment display alternates between the node address and error code.

second soft-
ware switch was
turned ON
before a prior
operation was
completed.

Error Flag (n+11, bit
14) will go ON.

The error display will
be cleared the next
time that a settings
operation is com-
pleted normally.

Control Bits
Indicator Error Cause Unit operation (Flag | Error | Countermeasure
MS NS 7-segment status) log
9 (hex)
cé Multiple Two or more The error code will be |--- Execute control bit
Switches ON | software displayed on the 7- operations one ata
switches were | segment display for time.
ON simulta- 30 seconds, and the
neously, or a Multiple Switches ON
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Errors Related to the Tag

The 7-segment display alternates between the node address and error code.

Data Links
Indicator Error Cause Unit operation (Flag | Error | Countermeasure
MS NS | 7-segment status) log
9 (hex)
d5 Verification The target regis- | The Unit will periodi- | --- Check the follow-
Error (target | tered in the cally attempt to Not |ingitems:
non-existent) | device parame- |reconnectto the tar- | acord |els the registered
ters does not get. ed for | node’s power
exist. The Verification Error | ver- supply ON?
Flag (n+12, bit 00),  |sion |e|s the cable con-
Unit Error Occurred  [2.0 or | nected?
Fladg,\(ln;rm,kbg 00), higher |, |s the cable dam-
and Network Error aged or loose?
Occurred Flag (n+10, elsth .
bit 01) will go ON. s Inere excessive
noise?
--- dé Connection The connection | The Unit will periodi- |03D4 | Correct the device
Failed could not be cally attempt to parameter settings,
established reconnect to the tar- and download the
because device |get. device parameters
parameters The Verification Error again from the Net-
(such as the Flag (n+12, bit 00) work Configurator.
variable name | ang'Unit Error
andsize) did not | occurred Flag (n+10,
maichinthe |t 00) will go ON.
originator and
target, or con-
nection
resources are
insufficient.
--- do Tag Data Link | A timeout The Unit will periodi- |03D5 | Check the follow-
Error occurred in the | cally attempt to ing items:
tag data link. reconnect to the tar- o Is the registered

(Tag data was
not received
from the target
within the speci-
fied timeout
time.)

get where the error
occurred.

The Tag Data Link
Error Flag (n+12, bit
02), Unit Error
Occurred Flag (n+10,
bit 00), and Network
Error Occurred Flag
(n+10, bit 01) will go
ON.

node’s power
supply ON?

¢ Is the cable con-
nected?

¢ |s the cable dam-
aged or loose?

¢ Is there excessive
noise?
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Errors Related to Memory

The 7-segment display alternates between the node address and error code.

Access
Indicator Error Cause Unit operation (Flag | Error | Countermeasure
MS NS | 7-segment status) log
9 (hex)
Flashing |--- E9 Memory An error Case 1: 0602 |Download the Unit
red Access Error |occurred in the | The error record Setup from the tab

Unit's non-vola-
tile memory

itself. This error
will occur in the
following cases.

1. An error oc-
curred while
writing the er-
ror log.

2. An error oc-
curred while
writing the
device pa-
rameters.

Note:

This error does

not indicate

checksumerrors
detected when
reading data.

remains in RAM only.
Subsequent writes to
non-volatile memory
are all ignored. Other
than that, normal
operation continues.
(Error records con-
tinue to be written to
RAM.)

Case 2:

Tag data links and
message communica-
tions will continue
operating.

The Unit Error
Occurred Flag (n+10,
bit 00), Unit Memory
Error Flag (n+10, bit
04), and Non-volatile
Memory Error Flag
(n+14, bit 15) will turn
ON.

pages of the Edit
Parameters Dialog
Box of the CX-Pro-
grammer and
download the
device parameters
from the Network
Configurator. If the
error recurs,
replace the Ether-
Net/IP Unit or (for a
built-in EtherNet/IP
port) the CPU Unit.
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Indicator

MS

NS

7-segment

Error

Cause

Unit operation (Flag
status)

Error

log
(hex)

Countermeasure

Flashing
red

E8

Device Param-
eters Error

The I/O Area set
in the device
parameters
does not exist in
the CPU Unit, or
the EM Area
was converted
to file memory.

A checksum
error or logic
error was
detected in the
parameters.

The Unit was
mounted to a
different PLC
(e.g., from CJ1
to CJ2) after the
Unit settings
were made.

Flashing
red

EA

IP Advanced
Settings Error

There is an error in
the parameter set-
tings stored in the
Unit’s non-volatile
memory. (An error
can occur when
power is interrupted
while data is being
written to non-volatile
memory.)

The Unit Error
Occurred Flag (n+10,
bit 00) and Invalid
Communications
Parameter Flag
(n+12, bit 04) will go
ON.

021A

Download the Unit
Setup from the tab
pages of the Edit
Parameters Dialog
Box of the CX-Pro-
grammer and
download the
device parameters
from the Network
Configurator. If the
error recurs,
replace the Ether-
Net/IP Unit or (for a
built-in EtherNet/IP
port) the CPU Unit.

If the ladder pro-
gram uses the
OUT instruction to
turn ON the CPU
Bus Unit Restart
Bit, change the
OUT instruction to
the SET instruc-
tion and download
the parameters
again.

03D1

Identify the error
log data, correct
the settings, and
then download the
Unit Setup from the
tab pages of the
Edit Parameters
Dialog Box of the
CX-Programmer

Flashing
red

F2

Ethernet Basic
Settings Error

03D0

Download the set-
tings from the TCP/
IP or Ethernet Tab
Pages of the Edit
Parameters Dialog
Box of the CX-Pro-
grammer or down-
load the TCP/IP
settings from the
Network Configu-
rator.
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Errors Related to the

The 7-segment display alternates between the node address and error code.

Network
Indicator Error Cause Unit operation (Flag | Error | Countermeasure
MS NS 7-segment status) log
9 (hex)
E1 Ethernet Link | The link with the | The Unit will be 03D3 | Check the follow-

Not Detected

switching hub
could not be
detected.

Note This error
will not
occur
when
data links
are not
set for
version
2.0o0r
higher.

offline and unable to
communicate. Errors
will be returned to all
communications
requests.

¢ Data exchanges
(refreshing) will con-
tinue with the CPU
Unit.

The Unit Error
Occurred Flag (n+10,
bit 00), Network Error
Occurred Flag (n+10,
bit 01), and Link OFF
Error Flag (n+10, bit
09) will go ON.

The Link Status Flag
(n+13, bit 14) will go
OFF.

ing items:

¢ |s the cable con-
nected?

¢ |s the cable dam-
aged or loose?

¢ |s there excessive
noise?
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Indicator Error Cause Unit operation (Flag | Error | Countermeasure
MS NS | 7-segment status) log
segm (hex)
E3 Server Con- | An error The DNS Server 03C4 | Perform one of the
nection Error | occurred in Error Flag (n+14, bit | pe. following:
c_ommu_nica- 05) will turn ON. tails: | Correct the DNS
T__')?\T; with the 00xx | server settings.
Server. * Check the com-
munications path
(EtherNet/IP Unit
or built-in
EtherNet/IP port,
cable connec-
tions, hubs, rout-
ers, and servers)
and correct any
problems.
An error Case 1: 03C4 | Perform one of the
occurred with The Unit will continue | pe. | following:
the BOOTP sending requests t0  |ails: | ¢ Correct the
server. the BOOTP server 06xx BOOTP server
1. There was no ;J:Stg;?]i;e :i ?he settings.
response S . * Check the com-
from the m'(ﬁabntm}?lz the U(;"t munications path
BOOTP serv- | Will be offline an .
er. unable to communi- E)Etgl?i:t'\-liit/ IP Unit
2 The BOOTP |cate. Erdrors VI\?” be EtherNet/IP port,
server at- returlnet. toa com-t cable connec-
tempted to rgutmca |%ns requests. tions, hubs, rout-
set an invalid (rgf?ezﬁicnga)nv?/i(lalscon ers, and servers)
IP address in | . ) and correct any
the EtherNet/ tL'Jm.‘e with the CPU problems.
IP Unit or nit.
built-in Ether- | Case 2:
Net/IP port. | The Unit will operate
with the default IP
address
(192.168.250.node_
address).
The Unit Error
Occurred Flag (n+10,
bit 00), Network Error
Occurred Flag (n+10,
bit 01), and BOOTP
Server Error Flag
(n+14, bit 10) will go
ON.
An error The SNTP Server 03C4 | Perform one of the
occurred in Error Flag (n+14, bit | pe. following:
communica- 11) will turn ON. tails: | * Correctthe SNTP
tions with the 03xx | server settings.
STNP server.

¢ Check the com-
munications path
(EtherNet/IP Unit
or built-in
EtherNet/IP port,
cable connec-
tions, hubs, rout-
ers, and servers)
and correct any
problems.
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Indicator Error Cause Unit operation (Flag | Error | Countermeasure
- status) log
MS NS 7-segment (hex)
E3 Server Con- | An error 03C4 | Perform one of the
nection Error | occurred in De- following:
transmission to tails: | Correct the
the SNMP trap. 07xx SNMP trap set-
tings.
¢ Check the com-
munications path
(EtherNet/IP Unit
or built-in Ether-
Net/IP port, cable
connections,
hubs, routers, and
servers) and cor-
rect any prob-
lems.
Lit red FO IP Address The IP address |* The Unit will be 0211 |Check the IP
Duplication of the EtherNet/ | offline and unable to addresses set on
IP Unit or built-in | communicate. Errors other nodes.
EtherNet/IP port | will be returned to all Restart the Ether-
is the same as communications Net/IP Unit or built-
the IP address requests. in EtherNet/IP port
set for another |« Data exchanges after correcting the
node. (refreshing) will con- IP address settings
tinue with the CPU to gliminate dupli-
Unit. cations.
The Unit Error
Occurred Flag (n+10,
bit 00), Network Error
Occurred Flag (n+10,
bit 01), and IP
Address Duplication
Error Flag (n+10, bit
06) will go ON.
Flashing |--- F3 Address mis- | The target IP * Operation will con- | --- Check the IP
red match address conver- | tinue with the set IP address and the
sion method is address as the local Node Address Set-
set to Automatic | IP address. ting Switch setting.
generation, but The Address Mis-
the last byte of match Flag (n+14,
the local IP bit 14) will turn ON.
address does
not match the
value set on the
Node Address
Setting Switch.
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Indicator Error Cause Unit operation (Flag | Error | Countermeasure
-~ status) log
MS NS 7-segment (hex)
Flashing | Not lit F4 Communica- |An error * The Unit will be 020F |Replace the Ether-
red tions Control- |occurred in the offline and unable to Net/IP Unit or (for
ler Error Communica- communicate. Errors the built-in Ether-
tions Controller | will be returned to all Net/IP port) the
in the EtherNet/ | communications CPU Unit if the
IP Unit or built-in | requests. error recurs when
EtherNet/IP e Data exchanges the Unit is
port. (refreshing) will con- restarted.
tinue with the CPU
Unit.
The Unit Error
Occurred Flag (n+10,
bit 00), Network Error
Occurred Flag (n+10,
bit 01), and Commu-
nications Controller
Error Flag (n+10, bit
05) will go ON.
Flashing |--- Cs8 Node Address | The Node Operation will con- --- Restart the Ether-
red Setting Address Setting | tinue. Net/IP Unit or built-
Changed Dur- | Switch was The IP Address in EtherNet/IP port
ing Operation |changed during | Changed During after setting the
operation. Operation Flag (n+11, correct node
bit 02) will turn ON. address.

Errors Related to the Unit

The 7-segment display alternates between the node address and error code.

Special I/O Unit
or CPU Bus
Unit.

Operation stops.

Indicator Error Cause Unit operation (Flag | Error | Countermeasure
MS NS | 7-segment status) log
9 (hex)
Lit red Not lit Special Unit | An error Records the errorin | 0601 | Restart the CPU
Error occurred in a the error log. Unit.

Replace the Ether-
Net/IP Unit or (for
the built-in Ether-
Net/IP port) the
CPU Unit if the
€rror recurs.

14-3 Connection Status Codes and Error Processing
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Note

This section explains how to identify and correct errors based on the tag data
link’s connection status. The connection status can be read using the Connec-
tion Tab Page of the Network Configurator's Monitor Device Window. For
details, refer to 14-1-1 The Network Configurator's Device Monitor Function.

1. The connection status has the same meaning as the Connection Manag-
er's General and Additional error response codes, as defined in the CIP
specifications.

2. The Open DeviceNet Vendor Association, Inc. (ODVA) can be contacted at
the following address to obtain a copy of the CIP specifications.

ODVA Headquarters

4220 Varsity Drive, Suite A
Ann Arbor, Michigan 48108-5006

USA

TEL: 1 734-975-8840
FAX: 1 734-922-0027
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Email odva@odva.org
WEB www.odva.org
The following table shows the possible originator/target configurations.

Configuration

Originator

Target

Configuration 1

CcPU3LJ

CS1W-EIP21, CJ1W-EIP21,
CJ2H-CPULILI-EIP, CJ2M-

CS1W-EIP21, CJ1W-EIP21,
CJ2H-CPULILI-EIP, CJ2M-
CPU3LJ

Configuration 2

CcpPuU3l

CS1W-EIP21, CJ1W-EIP21,
CJ2H-CPULIL-EIP, CJ2M-

Other company’s device

Configuration 3

Other company’s device

CS1W-EIP21, CJ1W-EIP21,
CJ2H-CPULILI-EIP, CJ2M-
CPU3L]

The following table shows the likely causes of the errors causes for each con-
figuration and connection status (code).

Connection status

Source of error

Handling

General | Additional Configuration 1 Configuration 2 Configuration 3
Status Status
(hex) (hex)
00 0000 Normal status code:
The connection has been
opened and the tag data link is
communicating normally.

01 0100 Error code returned from target: | This error does Depends on the tar- | Depends on the orig-
Attempted to open multiple con- | Not occur. get’s specifications. | inator’s specifica-
nections at the same connec- (Contact the target | tions. .
tion. device’s manufac- | (Contact the origina-

turer for details on tor device’s manufac-

preventing the error | turer for details on

from occurring in the | preventing the error

future.) from occurring in the
future.)

01 0103 Error code returned from target: | This error does Confirm that the tar- | Confirm that the
Attempted to open a connection not occur. get supports Class | originator supports
with an unsupported transport 1. Class 1.
class.

01 0106 Duplicate consumers: If the tag data link | Depends on the tar- | If the tag data link is
Attempted to open multiple con- | IS Stopped or get’s specifications. | stopped or started,
nections for single-consumer | Started, this error | (Contact the target | this error may occur
data. may occur accord- | device’s manufac- according to the tim-

ing to the timing, |turer.) ing, but the system
but the system will will recover automat-
recover automati- ically.

cally.

01 0107 Error code returned from target: | This error does This error does not | This is not an error
Attempted to close a connec- | Not occur. occur. because the connec-
tion, but that connection was tion is already
already closed. closed.

01 0108 Error code returned from target: | This error does Check which con- Check which con-
Attempted to open a connection | Not occur. nection types can be | nection types can be
with an unsupported connection used by the target. | used by the origina-
type. (Contact the manu- | tor.

facturer.) (An error will occur if
Only multicast and a connection other
point-to-point can be |than multicast or
set. point-to-point is set.)
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Connection status

Source of error

Handling

General | Additional Configuration 1 Configuration 2 Configuration 3
Status Status
(hex) (hex)

01 0109 Error code returned from target: | Check the connection sizes set in the originator and target.
The connection size settings
are different in the originator
and target.

01 0110 Error code returned from target: | Check whether Depends on the tar- | Check whether the
The target was unable to open | the tag data linkis | get's specifications. | tag data link is
the connection. because of its | Stopped at the tar- | (Contact the target | stopped at the origi-
operating statué, such as down- | 9et. (Restart the | device’s manufac- nator. (Restart the
loading settings. tag data link com- | turer.) tag data link commu-

munications with nications with the
the control bit.) control bit.)

01 0111 Error code returned from target: | This error does Check the target’s Set the originator's
The RPI was set to a value that | not occur. RPI setting specifica- | RPI setting to 10
exceeds the specifications. tions. seconds or less.

01 0113 Error code generated by origi- | Check the con- Check the connec- | Check the connec-
nator or returned from target: nection settings | tion settings (number | tion settings (number
Attempted to open more con- | (number of con- | of connections) at of connections) at
nections than allowed by the nections) atthe | the originator and the originator and
specifications (CJ2M-EIP21: originator and tar- |target. target.

32, other CPU Units: 256). get. Check the connec- | Check the connec-
tion specifications for | tion specifications for
another company’s | another company’s
devices. devices.

01 0114 Error code returned from target: | This error does Depends on the tar- | Check the origina-
The Vendor ID and Product not occur. get’s specifications. | tor’s connection set-
Code did not match when open- (Co.nta,ct the target | tings.
ing connection. device’s manufac-

turer.)

Confirm that the tar-
get device’s EDS file
is correct.

01 0115 Error code returned from target: | This error does Depends on the tar- | Check the origina-
The Product Type did not match | ot oceur. get’s specifications. | tor’s connection set-
when opening connection. (Contact the target | tings.

device’s manufac-
turer.)

Confirm that the tar-
get device’s EDS file
is correct.

01 0116 Error code returned from target: | Check the major | Depends on the tar- | Check the origina-
The Major/Minor Revisions did | &nd minor revi- get’s specifications. | tor’s connection set-
not match when opening con- sions set for the | (Contact the target | tings.
nection. target device and | device’s manufac-

connection. If nec- | turer.)

essary, obtain the | confirm that the tar-
EDS file and set it | get device’s EDS file
again. is correct.

01 0117 Error code returned from target: | Check whether Depends on the tar- | Check the origina-
The tag set specified in the con- | the originator and | get's specifications. | tor’'s connection set-
nection’s target variables does | target tag sets (Contact the target | tings. Check whether
not exist. and tags are set | device’s manufac- | the target’s tag sets

correctly. turer.) and tags are set cor-

CJ2 CPU Units rectly. _

Only: Check sym- CJ2 CPU Units Only:

bol settings in the Check symbol set-

CPU Unit. tings in the CPU
Unit.
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Connection status

Source of error

Handling

General | Additional Configuration 1 Configuration 2 Configuration 3
Status Status
(hex) (hex)

01 011A Error code returned from origi- | An unexpected An unexpected net- | Follow the operating
nator: network load may | work load may have | specifications for the
Connection could not be estab- | have been been received. Use |originator. (Consult
lished because the buffer was | received. Use the |the Network Configu- | the originator manu-
full due to high traffic. Network Configu- | rator Device Monitor | facturer.)

rator Device Moni- | or the Ethernet Tab
tor or the Ethernet | Page to check the
Tab Page to check | bandwidth usage,
the bandwidth and correct the load.
usage, and cor- If there are places
rect the load. If where broadcast
there are places | storms occur, such
where broadcast |as loop connections
storms occur, in the network con-
such as loop con- | nection format, then
nections in the correct them.
network connec-

tion format, then

correct them.

01 011B Error code returned from target: | This error does Depends on the tar- | Set the originator’s
The RPI was set to a value that | not occur. get’s specifications. | RPI setting to 0.5 ms
is below the specifications. (Contact the target | or greater.

device’s manufac-
turer.)

01 0203 Error code returned from target: | Tag data link communications from the target timed out. Check
The connection timed out. the power supply and cable wiring of the devices in the commu-

nications path, including the target and switches. If performance
has dropped due to heavy load, change the performance set-
tings. For example, increase the timeout time or RPI setting.

01 0204 Error code returned from target: | There was no response from the target. Check the power supply
The connection-opening pro- | @nd cable wiring of the devices in the communications path,
cess timed out. including the target and switches.

01 0205 Error code returned from target: | This error does Depends on the tar- | Depends on the orig-
There was a parameter error in | N0t occur. get’s specifications. | inator's specifica-
the frame used to open the con- (Contact the target | tions. (Contact the
nection. device’s manufac- originator device’s

turer.) manufacturer.)

01 0302 Error occurred at originator or | Check the origina- | Check the target’s Check the originator
error code returned from target: | tor and target con- | connection settings | and target connec-
The tag data link’s allowable nection settings (number of connec- | tion settings (number
bandwidth (pps) was exceeded. | (Number of con- | tions and RPI). of connections and

nections and RPI).
RPI).

01 0311 Error code returned from target: | This error does Depends on the tar- | Depends on the orig-
There was a parameter error in | Not occur. get’s specifications. | inator's specifica-
the frame used to open the con- (Contact the target  |tions. (Contact the
nection. device’s manufac- originator device’s

turer.) manufacturer.)

01 0312 Error code returned from target: | This error does Depends on the tar- | Depends on the orig-
There was a parameter error in | Not occur. get’s specifications. | inator’s specifica-
the frame used to open the con- (Contact the target  |tions. (Contact the
nection. device’s manufac- originator device’s

turer.) manufacturer.)

01 0315 Error code returned from target: | This error does Depends on the tar- | Depends on the orig-
There was a parameter error in | Not occur. get’s specifications. | inator's specifica-
the frame used to open the con- (Contact the target  |tions. (Contact the
nection. device’s manufac- originator device’s

turer.) manufacturer.)
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Connection status Source of error Handling
General | Additional Configuration 1 Configuration 2 Configuration 3
Status Status

(hex) (hex)

01 0316 Error code returned from target: | This error does Depends on the tar- | Depends on the orig-
There was a parameter error in | N0t occur. get’s specifications. | inator's specifica-
the frame used to close the con- (Contact the target | tions. (Contact the
nection. device’s manufac- originator device’s

turer.) manufacturer.)

01 031C Error code generated in origina- | This error does The originator gener- | Depends on the orig-
tor: not occur. ates this code when |inator’s specifica-
Some other error occurred. an unsupported tions. (Contact the

response code is originator device’s
returned from the manufacturer.)
target in reply to a

connection-opening

request.

08 Error code returned from target: | This error does Depends on the tar- | Depends on the orig-
There is no Forward Open or | Not occur. get’s specifications. | inator's specifica-
Large Forward Open service in (Contact the target | tions. (Contact the
the target device. device’s manufac- originator device’s

turer.) manufacturer.)

DO 0001 Error code generated in origina- | The connection The meaning of this | Depends on the orig-
tor: was stopped error code is defined | inator’s specifica-
The connection operation is because the Tag | by each vendor, so it |tions. (Contact the
stopped. Data Link Stop Bit | depends on the tar- | originator device’s

was turned ON, or | get’s specifications. | manufacturer.)
the settings data | (Contact the target
is being down- device’s manufac-
loaded. turer.)

Either turn ON the

Tag Data Link

Start Bit, or wait

until the settings

data has been

downloaded.

Includes Control-

ler stop errors,

Unit failure, and

EM bank files at

the refresh desti-

nation. To handle

these errors, refer

to 14-2-1Errors

Occurring at the

EtherNet/IP Unit

or built-in Ether-

Net/IP port.

DO 0002 Error code generated in origina- | Wait until the The meaning of this | Depends on the orig-
tor: opening process- | error code is defined | inator’s specifica-
The connection is being opened | NG is completed. | by each vendor, so it | tions. (Contact the
(opening processing in depends on the tar- | originator device’s
progress). get’s specifications. | manufacturer.)

(Contact the target
device’s manufac-
turer.)
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Connection status

General
Status
(hex)

Additional
Status
(hex)

Source of error

Handling

Configuration 1

Configuration 2

Configuration 3

Unique O

MRON Error

Codes

01

0810

Error code returned from target:

New data could not be obtained
from the CPU Unit when open-
ing connection. (The Unit will
automatically retry, and attempt
to open the connection again.)

This error may
occur if the CPU
Unit’s cycle time
was long when
opening the con-
nection, the speci-
fied EM bank was
converted to file
memory, or some
problem in the
PLC caused the
PLC to stop.

If the cycle time
was too long, the
problem will be
resolved automat-
ically. If the EM
bank is set as file
memory, change
the storage loca-
tion for the tag
data. If the PLC
has stopped,
identify and cor-
rect the error.

If the PLC system
is stopped, iden-
tify the cause of
the error from the
CPU Unit error
data.

The meaning of this
error code is defined
by each vendor, so it
depends on the tar-
get’s specifications.
(Contact the target
device’s manufac-
turer.)

The meaning of this
error code is defined
by each vendor, so it
depends on the origi-
nator’s specifica-
tions.

(Contact the origina-
tor device’s manufac-
turer.)

01

0811

Error code generated in origina-
tor:

New data could not be obtained
from the CPU Unit when open-
ing connection. (The Unit will
automatically retry, and attempt
to open the connection again.)

This error may
occur if the CPU
Unit’s cycle time
was long when
opening the con-
nection, or the
specified EM bank
was converted to
file memory.

If the cycle time
was too long, the
problem will be
resolved automat-
ically. If the EM
bank is set as file
memory, change
the storage loca-
tion for the tag
data.

The meaning of this
error code is defined
by each vendor, so it
depends on the tar-
get’s specifications.
(Contact the target
device’s manufac-
turer.)

The meaning of this
error code is defined
by each vendor, so it
depends on the origi-
nator’s specifica-
tions.

(Contact the origina-
tor device’s manufac-
turer.)
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14-4 Error Log Function

Errors detected by the EtherNet/IP Unit or built-in EtherNet/IP port are stored
in the error log along with the date and time of their occurrence. The error log
can be read and cleared from the Network Configurator.

Some error log records are cleared when the CPU Unit's power goes OFF,
and other records are not cleared.

14-4-1 Error Log Data Specifications

Structure of Each Record

Each error is recorded as one record in the error log.

Item Specifications
Record length 10 bytes/record
Number of records | 64 records max.

Data type Binary (time information: BCD)
Bit 15 Bit 00
Error code
Detail code
Minutes Seconds

Day of month Hour
Year Month

14-4-2 Error Log Registration

Error Log Storage Area

Error Log Overflows

Power Interruptions when
Saving to EEPROM

When an error occurs, information on the error and the time stamp are stored
in the Unit’s internal RAM as an error log record. Serious errors are recorded
in non-volatile EEPROM as well as RAM. The time read from the CPU Unit
during cyclic servicing is used for the time stamp.

The error log records stored in EEPROM are copied to RAM when the Unit
starts operating, so these records are retained even when the Unit's power is
turned OFF or the Unit is restarted.

When the error log is read, the error log records in RAM are read. When the
error log is cleared, the error log records in both RAM and EEPROM are
erased.

The error log can record up to 64 records. If another error occurs when the log
is full, the oldest record will be erased to make room for the new error record.

If the power supply is interrupted or the Unit is restarted while the error log is
being written to EEPROM, the error log may be corrupted. When the Unit
starts, it performs a checksum test on the error log data read from EEPROM
to detect corrupted data.

14-4-3 FINS Commands for Error Logs

364

The following FINS commands can be sent to the EtherNet/IP Unit or built-in
EtherNet/IP port to read or clear the error log.

Command code Function name
MRC SRC
21 02 ERROR LOG READ
03 ERROR LOG CLEAR

For details, refer to Appendix E FINS Commands Addressed to EtherNet/IP
Units or Built-in EtherNet/IP Ports.
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14-4-4 Error Log Error Codes

Error Error Detail code Saved in
fﬁg(e) First byte Second byte EEPROM
0001 CPU Unit watchdog timer error 00 hex 00 hex Yes
0002 | CPU Unit service monitoring error Monitoring time (ms) Yes
0006 |Other CPU error Bit D11: Unit not in Registered 1/O Tables Yes
(Other bits are reserved for system use.)
000E | 1/O bus error 00 hex 00 hex Yes
000F | CPU Unit initialization error 00 hex 00 hex Yes
0011 Event timed out MRC (main command) SRC (subcommand) Yes
0012 | CPU Unit memory error 01 hex: Read error 03 hex: Routing tables Yes
02 hex: Write error 50 hex: CPU Bus Unit
Area (CIO or DM)
0015 | CPU Unit fatal error 00 hex 00 hex Yes
0017 |Tag database error 00 hex 00 hex Yes
0103 Resend count exceeded (send failed) FINS Command: No

Bit 15: OFF No

0105 |Node address setting error (send failed) Bits 08 1o 14 Source network address

0107 Remote node not in network (send failed) Bits 00 to 07: Source node address No
0108 | No Unit with specified unit address (send FINS Response: No
failed) Bit 15: ON
010B | CPU Unit error (send failed) Bits 08 to 14: Destination network address No
010D | Destination address not in routing tables Bits 00 to 07: Destination node address No
(send failed) CIP Frame:
010E | Not registered in routing tables (send failed) FFFF No
010F | Routing table error (send failed) No
0110 | Too many relay points (send failed) No
0111 Command too long (send failed) No
0112 Header error (send failed) No
0117 Internal buffers full; packet discarded No
0118 lllegal packet discarded No
0119 Local node busy (send failed) No
0120 Unexpected routing error No
0122 | Service not supported in current mode; No
packet discarded
0123 Internal send buffer full; packet discarded No
0124 | Maximum frame size exceeded; routing No
failed
0125 Response timeout; packet discarded No
020F | Communications controller error 00 hex 01 hex Yes
0211 IP address duplication Port number (always 02) | Lower byte of IP address | Yes
021A | Logic error in setting table 00 hex 02 hex: Network parame- | Yes

ters

03 hex: Routing tables

04 hex: Unit Setup

OE hex: Unit name

12 hex: Status area layout
setting error

13 hex: Status area layout
setting verification error
15 hex: Installation in a
PLC of another series
(e.g., from CJ1 to CJ2)
after setting the Unit.
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Error Error Detail code Saved in
code First byte Second byte EEPROM
(hex) y y

0300 Parameter error; packet discarded FINS Command: No
Bit 15: OFF
Bits 08 to 14: Source network address
Bits 00 to 07: Source node address
FINS Response:
Bit 15: ON
Bits 08 to 14: Destination network address
Bits 00 to 07: Destination node address
CIP Frame:
FFFF
0347 | 1/O refreshing error 00 hex 00 hex Yes
03CO |FINS/TCP setting error 01 to 10 hex: 01: Automatically allo- No
Connection number cated FINS node address
duplication
02: Destination IP address
error
03: Destination port num-
ber error
03C1 | Server settings error 00 hex: DNS 01: IP address No
03 hex: SNTP 02: Host name
03: Port number
04 hex: FTP 04: Other parameter
06 hex: BOOTP
07 hex: SNMP
08 hex: SNMP Trap
09 hex: FINS/UDP
0A hex: FINS/TCP
03C2 |FINS/TCP packet discarded 01 to 10 hex: 02 hex: Reopening No
Connection number because remote node
closed
03 hex: Reopening
because of reception error
04 hex: Reopening
because of transmission
error
05 hex: Reopening
because RST received
from remote node
06 hex: Reopening
because of no keep-alive
response
07 hex: lllegal FINS/TCP
procedure
08 hex: Insufficient mem-
ory during server process-
ing
09 hex: Insufficient mem-
ory during client process-
ing
OA hex: Insufficient mem-
ory during node switching
03C3 | FINS/UDP packet discarded 00 hex 01 to FE hex: No

Source node address
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Error Error Detail code Saved in
fﬁ&? First byte Second byte EEPROM
03C4 | Server connection error 00 hex: DNS 01 hex: Specified host No
03 hex: SNTP does not exist
04 hex: FTP 02 hex: No such service at
06 hex: BOOTP specified host

03 hex: Timeout

06 hex: Host name resolu-
tion error

07 hex: Transmission error
08 hex: Reception error
09 hex: Other error

0A hex: Obtaining IP
address error

07 hex: SNMP
08 hex: SNMP Trap

03C6 | Clock write error 0001: The clock time Clear the error from the No
could not be updated CPU Unit.
because a error occurred
in the CPU Unit.

0002: The clock time Refer to SECTION 12
could not be updated Automatic Clock Adjust-
because the CPU Unit or | ment Function and check
operating mode does not | the application conditions.
support this function.

03D0 | Ethernet basic setting error 01 hex: Ethernet setting 01 hex: Checksum error | Yes
error 11 hex: Inconsistent set-
tings

12 hex: Specified baud
rate is not supported.

02 hex: TCP/IP basic set- |01 hex: Checksum error
ting error 11 hex: Invalid IP address

12 hex: Invalid subnet
mask

13 hex: Invalid default
gateway address

14 hex: Invalid primary
name server

15 hex: Invalid secondary
name server

16 hex: Invalid domain
name

17 hex: Invalid host name

03D1 Ethernet advanced setting error 02 hex: FINS setting error |01 hex: Checksum error | Yes
10 hex: Invalid IP router
table

11 hex: Invalid FINS/UDP
setting

12 hex: Invalid FINS/TCP
setting

13 hex: Invalid FTP setting
14 hex: Invalid SNTP set-
ting

15 hex: Invalid SNMP set-
ting

16 hex: Invalid SNMP trap
setting

03D2 | Packet discarded. 01 hex 00 hex No
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Error Error Detail code Saved in
code First byte Second byte EEPROM
(hex) y y
03D3 | Link OFF error 00 hex 00 hex No
03D4 | Verification error (Tag data link only) Connection instance num- | Lower byte of IP address | No
ber (0 to 255)

Note For details on identifying the cause of
the verification error, refer to 14-3
Connection Status Codes and Error
Processing.

This error will not be stored when a
target node is missing for version 2.0

or higher.
03D5 | Tag data link error 00 hex Lower byte of IP address | No
0601 CPU Bus Unit error Variable Yes
0602 |CPU Bus Unit memory error 01: Read error 02 hex: Network parame- | Yes
02: Write error ter (See
06 hex: Error log note.)

09 hex: ldentity data

OE hex: Unit name

OF hex: Ethernet basic
setting

10 hex: Ethernet
advanced setting

11 hex: MAC address

12 hex: Status area layout
setting

14 hex: Term Tag address
resolution memory write
error

Note If a memory error occurs in the error log area of EEPROM, the record will not
be stored in EEPROM.

14-5 Troubleshooting

14-5-1 CPU Unit's ERR/ALM Indicator Lit or Flashing

Use the following table to troubleshoot the system when the CPU Unit's ERR/
ALM indicator is lit or flashing when the EtherNet/IP Unit or built-in EtherNet/
IP port is mounted.

An /O verification |e Confirm that the Unit is connected properly.

error occurred. ¢ Check the 1/O table with the 1/0 Table Verification operation
and correct it if necessary. After correcting it, perform the 1/0
Table Create operation.

A CPU Bus Unit * The CPU Bus Unit model registered in the I/O tables does
setting error not match the model of CPU Bus Unit actually mounted.
occurred. Check the I/O tables with the 1/0O Table Verification operation
and correct it if necessary.

After correcting the I/O tables, perform the I/O Table Create

operation.
A CPU Bus error * Confirm that the Unit is connected properly.
occurred. ¢ Restart the Unit. Replace the Unit if it doesn’t restart.
An 1/O Bus error * Confirm that the Unit is connected properly.
occurred. * Restart the Unit. Replace the Unit if it doesn’t restart.

For details, refer to the CPU Unit’s Operation Manual.
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14-5-2 General Ethernet Problems

The 100M and 10M
Indicators on the
EtherNet/IP Unit or
CPU Unit are both
OFF.

» Confirm that the cable being used has the correct ratings.

* Confirm that the cable is properly connected to the switching
hub, and the hub’s power supply is ON. (The 7-segment dis-
play will indicate error E1.)

¢ |f the switching hub’s settings can be changed, confirm that
the Ethernet link settings are the same as the settings for the
EtherNet/IP Unit or built-in EtherNet/IP port. (For details,
refer to 3-4 Network Installation.)

The NS Indicator
on the EtherNet/IP
Unit or CPU Unit is
lit red.

¢ Check whether the same IP address is set on another node.
(The 7-segment display will indicate error FO.)

14-5-3 Tag Data Links Fail to Start

Use the following table to troubleshoot tag data links when the Tag Data Links
Operating Flag (bit 15 in Communications Status 1) does not go ON.

The indicators on
the EtherNet/IP Unit
or CPU Unit are all
OFF.

* Check whether power is being supplied to the PLC.

* Check whether the EtherNet/IP Unit or built-in EtherNet/IP
port is mounted in the Backplane correctly.

* If a watchdog timer (WDT) error has occurred in the PLC, fol-
low the procedures described in the PLC’s Operation Man-
ual to correct the problem.

¢ All of the indicators for the EtherNet/IP Unit or built-in Ether-
Net/IP port will be OFF if a CPU Bus Unit error has occurred.
Check for a CPU Bus Unit error.

* Restart the Unit. Replace the Unit if it doesn’t restart.

The MS indicator
on the EtherNet/IP
Unit or CPU Unit is
lit green, but the NS
indicator remains
OFF.

* |f the EtherNet/IP Unit's 7-segment display is displaying an
error code, refer to the tables in 14-2 Using the LED Indica-
tors and Display for Troubleshooting.

¢ Confirm that the cables are properly connected to the
switching hub and the power supply to the switching hub is
ON.

« |f data is being restored by the simple backup function, wait
until the restore operation is completed.

The MS indicator
on the EtherNet/IP
Unit or CPU Unit is
lit green, but the NS
indicator contin-
ues to flash green.

¢ |f the EtherNet/IP Unit's 7-segment display is displaying an
error code, refer to the tables in 14-2 Using the LED Indica-
tors and Display for Troubleshooting.

* The NS indicator will continue to flash green if the tag data
link settings have not been set in the Unit. Use the Network
Configurator to set the tag data link settings in the Unit, and
then restart the Unit.

The MS indicators
is lit green on the
EtherNet/IP Unit or
CPU Unit, but the
NS indicator con-

tinues to flash red.

¢ |dentify the error code shown on the 7-segment display
based on the tables in 14-2 Using the LED Indicators and
Display for Troubleshooting, and eliminate the cause of the
error.
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14-5-4 Tag Data Link Problems

370

The tag data isn't
simultaneous.

Observe the following precautions when writing application

programs:

* Maintain the simultaneity of data in connection-units between
the PLC and EtherNet/IP Unit or built-in EtherNet/IP port.

¢ |f another company's device is being used, refer to that
device's user's manual for details.

At startup, the
received data is
OFF unexpectedly.

*When received data is used in the ladder program, use the
All Tag Data Links Operating Flag in Communications Status
1, or the Target Node PLC Operating Flag as a condition. If
the Target Node PLC Operating Flag is used, the PLC status
must be included in tag sets of both the sending and receiv-
ing nodes.

« If the Output OFF function (Output Inhibit) is enabled in the
output (produce) tag settings, all of the output data will be
OFF if a fatal error occurs in the CPU Unit or the Output OFF
Bit is turned ON. Check the status of the output (producer)
PLC.

The tag data links
start and stop com-
municating inter-
mittently.

¢ Check whether the baud rate is set to 10 Mbps, or a 10M or
100M repeater hub is being used. The tag data link perfor-
mance is based on the use of switching hubs. The bandwidth
listed in the specifications (CJ2M-EIP21: 3,000 pps, other
CPU Units: 6,000 pps) is achieved when the Unit auto-nego-
tiates to full-duplex at 100 Mbps.

* Refer to 14-1 Checking Status with the Network Configurator
for details on checking the error counters on the Monitor
Device Window’s Ethernet Information Tab Page. The error
and discarded packet counters indicate problems such as
noise in the communications path, the use of substandard
cables, damaged cables/connectors, loose connectors,
abnormally high communications load, or incorrect wiring
(loops) in the switching hub wiring.

* Contact the switching hub manufacturer to determine
whether there are any problems with the transfer capacity of
the switching hubs in the communications path. If switching
hubs are arranged in a cascade connection, there may be a
heavy load concentrated at a mid-level switching hub. In the
EtherNet/IP Unit or built-in EtherNet/IP port itself, processing
is performed with a higher priority than message communi-
cations, so specifications provide for a 3,000 pps bandwidth
for the CJ2M-EIP21 and a 6,000 pps bandwidth for other
CPU Units in tag data link performance only.

* Refer to 14-1 Checking Status with the Network Configurator
for details on checking the connection status on the Monitor
Device Window’s Connection Tab Page. Eliminate any errors,
which can be identified in the tables in 14-3 Connection Sta-
tus Codes and Error Processing.
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14-5-5 Message Timeout Problems

Timeout errors *When there is a high load in the tag data link, and the CPU
occur frequently in | Unit’s cycle time is relatively long or there are messages
message services coming in from many nodes, the message service response
(CIP UCMM, CIP time may be delayed and messages may be discarded occa-
Class 3, or FINS). sionally.

¢ In this case, the communications load must be reduced by
increasing (slowing) the tag data link’s RPI, reducing the
message load, or increasing the timeout value.

* The tag data link’s bandwidth usage can be checked on the
Monitor Device Window’s Ethernet Information Tab Page.
Refer to 14-1 Checking Status with the Network Configurator
for details.

* The error log error codes that indicate discarded messages
(insufficient memory) due to heavy communications loads
are 0117, 0119, 0123, 0125, 03C2 (detail code L1108,
(10109, or [10A), 03C3, and 03D2. Refer to 14-1 Checking
Status with the Network Configurator for details on reading
the error codes on the Error History Tab Page.

* For information on preventing high loads in FINS communi-
cations, refer to 8-7 Precautions on High Traffic in FINS
Communications.

14-6 Troubleshooting with FINS Response Codes

The cause of errors that occur when using the SEND(090), RECV(098), or
CMND(490) instructions can be identified from the response codes. (Refer to
the description of Communications Port Completion Codes in 8-6-4 Writing
Programs for the storage locations of response codes generated by the
SEND(090), RECV(098), or CMND(490) instructions.)

This section describes the completion codes produced by EtherNet/IP Units.
For details on completion codes produced by CPU Units, other CPU Bus
Units, or computers equipped with FINS services, refer to the device’s opera-
tion manual.

The 6, 7t and 15™ bits of the response codes have specific functions. The
6" bit will be ON when a non-fatal error has occurred in the PLC at the remote
node; the 7! bit will be ON when a fatal error has occurred in the PLC at the

remote node; and the 15" pit will be ON when a network relay error has
occurred. The following table explains the meaning of the completion codes.

First byte Second byte
Bit'7 6 5 4 3 2 1 0'7 6 5 4 3 2 1 0

‘ ‘ Main ‘respo‘nse cjode (‘RES)‘ ‘ ‘ ‘ Sl%b res:pons:e cod:e (SH:ES) ‘

T PLC Fatal Error Flag It PLC Non-fatal Error Flag

Relay Error Flag

Main response

code

Sub response code Item to check Likely cause Corrective action

Value and
meaning

Value and meaning

00

Normal
completion

00
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Main response Sub response code Item to check Likely cause Corrective action
code
Value and Value and meaning
meaning

01 |Local node |03 |Local node send m-n Lack of available space in | The load (traffic) on the Ether-
error error internal buffers net Unit is too heavy. Check

your user applications.

05 |Node address set- Local IP The network cannot be Correct the local IP address.

ting error address used because the IP
address setting is incor-
rect.
07 |Local node busy System load | Lack of available space in | The load (traffic) on the Ether-
(send failed) internal buffers net Unit is too heavy. Check
your user applications.

02 |Remote 01 |Remote node notin |IP address IP address of remote Set IP address of remote

node error network table and IP node not set correctly. node into IP address table
router table and, if internetwork transmis-
sion is required, into the IP
router table.

02 | No Unit with speci- Instruction’s There is no Unit with the | Check the remote node's unit

fied unit address control data specified unit address. address.

05 | Response timeout Transfer condi- | Message packet was cor- | Increase the number of trans-
tions rupted by transmission mit retry attempts.

(Use FINS error.
status read
commands.)
Instruction’s The response monitoring | Set a longer response moni-
control data time is too short. toring time.
Read the error | The transmission frame | Read out the error log and
log. may be corrupted or the | correct the system as
internal reception buffer | required.
full.

03 |Uniterror |01 |Communications Affected con- | Error occurred in the Take corrective action, refer-
(Controller controller error troller's ERC | communications control- |ring to troubleshooting proce-
error) indicator ler. dures in this section.

02 |PLC error Affected CPU Unit error occurred | Clear the error in the CPU
node’s LED in the PLC at the remote | Unit. (Refer to the PLC's oper-
indicators node. ation manuals.)

04 | Unit number setting | Unit number | The unit number setting | Confirm that the unit number

error is incorrect. set on the switch is within the
specified range and that the
same unit number is not used
twice in the same network.

04 |Service not {01 |Unsupported com- |Command The specified command | Check the command code.
supported mand code code is not supported by

the destination Unit.
FINS header |A short frame (4 bytes) is | The EtherNet/IP Unit does not
frame length | being used for the FINS | support short headers.
header frame.

05 |Routing 01 | Routing table setting | Routing tables | Remote node is not set in | Set the destination address in
error error the routing tables. the routing tables.

02 | Routing tables not Routing tables | Destination is unknown | Set routing tables at the local

registered because there are no node, remote node, and any
routing tables. relay nodes.

03 |Routing table error | Routing tables | Routing table error Set the routing tables cor-

rectly.

04 | Too many relay Network con- | The maximum number of | Redesign the network, or

points figuration network levels (3) was reconsider the routing tables
exceeded in the com- to reduce the number of relay
mand. nodes in the command.
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Main response Sub response code Item to check Likely cause Corrective action
code
Value and Value and meaning
meaning
10 |[Command |01 |Commandtoolong |Command The command is too Check the command format of
format error data long. the command and set it cor-
The command exceeded | "€ctly-
1,473 bytes when broad-
casting.
02 |Command too short | Command The command is too
data short.

03 | Number of items Command The specified number of | Check the number of items
does not match data items does not match the | and amount of data, and
amount of data amount of write data. make them agree.

05 |Header parameter Command Data for another node on | Check the command format of
error data the same network was the command and set it cor-

received from the net- rectly.
work.
Attempted to send
response data for a
broadcast address.
11 | Parameter |00 |Parameter error Parameters in | The specified parame- Check the command data and
error command ters are incorrect. set the parameters correctly.
data The UDP/TCP socket Be sure the socket number is
number was not within between 1 and 8.
the proper range.
The local UDP port num- | Set the local UDP port num-
ber might be set to 0. ber correctly.
01 |No data area code | Variable type |A correct memory area Check the command’s data
in command code has not been used |area code in the Results Stor-
data or EM Area is not avail- | age Area and set the appro-
able. priate code.

03 | Address out-of- First word The first word is in an Check the data area range,
range error address in inaccessible area. and set a first word that is in

command an accessible area.
data The specified bit number | Check the command’s data
is not 00. area code in the Results Stor-
age Area. The bit address
must be 00 for EtherNet/IP
Units.
04 | Address range over- | Command The address range speci- | Set the address in the com-
flow data fied in the command is mand data so that the start
not correct. address plus the number of
words does not exceed
accessible memory.

0B |Response toolong |Command The response frame is Correct the number of data

data longer than allowed. elements or other parameters
in the command data for
which the response is being
returned.

0C | Parameter error Parameters in | The specified parame- Check the command data and

command ters are incorrect. set the parameters correctly.

data

21 | Cannot 08 |Cannot change IP address A FINS message was Correct the relationships
write conversion received from an IP between IP addresses and

method address that differed from | FINS node addresses. Refer
the ones in the Unit to SECTION 5 Determining IP
Setup with FINS node Addresses for details.
addresses that could not
be dynamically changed.
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Main response Sub response code Item to check Likely cause Corrective action
code
Value and Value and meaning
meaning

22 | Status error |OF | Cannot execute Socket status | The same socket service |Use the corresponding socket
(operating because service is |area is already in progress at | status flag in PLC memory to
mode dis- being processed. the specified socket num- | be sure that socket service
agreement) ber. has finished before starting

services again.

10 | Socket not open Socket status | The specified socket is Open the socket. (For TCP

area not open. sockets, wait until the connec-
tion is made.)

11 | Local node busy System load | Lack of available space in | The load (traffic) on the Ether-
(send failed) internal buffers net Unit is too heavy. Check

your user applications.

20 |FINS/TCP not con- | Unit Setup Not opened due to sys- | Correctly set the Unit Setup,
nected tem settings. FINS/TCP connection num-

21 Not opened due to a ber, remote IP address, and

change command from remote port number.
the FINS/TCP connec-
tion’s remote node.

22 Closed by remote node;
opening again.

23 Opening again because
of a reception error.

24 Opening again because
of a send error.

25 Opening again because
of an RST response in
keep-alive.

26 Opening again because
there was no response in
keep-alive.

30 | Establishing connec- | Command A connection is already | Correct the settings for the
tion data established with the FINS/TCP connection num-

specified remote node. ber, the remote IP address,
and the remote port number.

31 | Cannot change con- | Unit Setup The specified connection | Correct the settings for the
nection and com- number is not set as a Unit Setup, the FINS/TCP

mand data FINS/TCP client in the connection number, the
Unit Setup. remote IP address, and the
remote port number.

32 | Cannot execute Command While a remote node Correct the settings for the
because service was | data change was being pro- FINS/TCP connection num-
interrupted cessed for the specified | ber, the remote IP address,

connection number, a and the remote port number.
request for a change was

received and the pro-

cessing was stopped.

23 |No such 05 |Parameters Unit Setup IP address conversion Check the IP address and
Unit (Envi- failed. subnet mask in the Unit
ronment Setup, and correct if neces-
error) sary.

07 | Configuration error | IP address IP address conversion is | Check the IP address conver-

conversion in | set for automatic conver- | sion setting in the Unit Setup.

Unit Setup sion only. This error will be generated
for the READ IP ADDRESS
TABLE command only.
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CS/CJ-series Ethernet Unit Function Comparison

Item

Support for function

Ethernet Unit EtherNet/IP Unit or built-in EtherNet/
IP port
Unit version 1.0 Unit version 2.0
or later

Tag data link communications service No Yes Yes
CIP message communications service No Yes Yes
FINS/UDP service Yes Yes Yes
FINS/TCP service Yes Yes Yes
Socket service Yes No No
File transfer (FTP) Yes No Yes
Mail send/receive Yes No No
Web functions Yes No No
Automatic adjustment of PLC’s internal clock Yes No Yes
Simple backup function Yes Yes Yes
Error log Yes Yes Yes
Response to PING command Yes Yes Yes
SNMP/SNMP trap No No Yes
CIDR function for IP addresses No No Yes
Online connection by EtherNet/IP using CX-One No No Yes
Online connection by Ethernet (FINS) using CX-One Yes Yes Yes
Online connection by EtherNet/IP using Network Configu- | No Yes Yes
rator
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Ethernet Network Parameters

Parameter Value Description
TCP send buffer 4,096 bytes Maximum capacity of the TCP send buffer
TCP receive buffer |4,096 bytes Maximum capacity of the TCP receive buffer
UDP send buffer 9,000 bytes Maximum capacity of the UDP send buffer
UDP receive buffer | 9,016 bytes Maximum capacity of the UDP receive buffer
FINS receive buffer | 16,383 bytes Maximum capacity of the FINS receive buffer
RAW send buffer 2,048 bytes Maximum capacity of the RAW send buffer
RAW receive buffer |2,048 bytes Maximum capacity of the RAW receive buffer

Hold timer

75 s (See note.)

The hold timer is used for active open processing of TCP sockets.
An ETIMEDOUT error will occur if connection is not completed within
75 s.

Resend timer

Initial value: 250 ms
Maximum value: 64 s

The resend timer is used to monitor completion of reception of arrival
confirmations when transferring data via TCP sockets. If the timer setting
is exceeded before arrival confirmation is received, data is resent.
Resends are performed from the first timeout (1 s) through the 12th time-
out (64 s).

An ETIMEDOUT error will occur after the 12th timeout.

Continue timer

Initial value: 1s
Maximum value: 60 s

The continue timer starts if preparations have been completed to send
data but the send window is too small (either 0 or too small) to send the
data and the remote node has not requested that communications be
restarted. Confirmation of the window size is requested from the remote
node when the continue timer times out. The initial value of the timer is
5 s and confirmation processing will continue consecutively with increas-
ingly longer times until the maximum time of 60 s is reached.

2MSL timer 60 s The 2MSL timer starts at the TCP socket that first closes the socket and
will run for 60 s in the TIME_WAIT status.

IP reassemble timer |12 s A fragmented IP packet is discarded if it cannot be reassembled within
12 seconds.

ARP timer 20 min/3 min If a complete ARP table entry (with an Ethernet address) is not referred
to for 20 minutes, it is removed from the table.
An incomplete ARP table entry (no response yet returned to the ARP
request) is removed from the table after 3 minutes.

Window size 4,096 bytes The initial value of the maximum capacity used to control the conver-

(initial value of max- gence of TCP sockets. Actually, the node negotiates with the remote

imum window size) node and uses the smaller of the values for the two nodes. The window
size will fluctuate with the available space in the TCP reception buffers of
the remote node when processing communications.

Fragment size 1,500 bytes Data packets are fragmented into 1,500-byte IP packets. UDP data is
separated into 1,472-byte fragments before sending.

Segment size 1,024 bytes TCP data is separated into 1,024-byte units, unless the segments are dif-
ferent, in which case it will be separated into 536-byte units.

TTL (Time to Live) |30 Decremented each time an IP router is passed.

Keep-alive timer

First time: 5 min
Resend: 5 s x 5 times

The keep-alive timer is used for the keep-alive function with TCP connec-
tions. It must be used with UCMM, Class 3.

Note The hold time is 3 s for the UCMM service, Class 3 service, and tag data link open/close processing.
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Appendix C
TCP Status Transitions

The TCP socket status can be confirmed using the socket status data returned for the FINS command
SOCKET STATUS READ (27 64).
LCLOSED

ACTIVE OPEN
snd SYN
Passive OPEN CLOSE
LISTEN ]
rcv SYN
TV o TH SEND
snd SYN, ACK snd SYN
SYN rcv SYN SYN
RECEIVED SENT
snd ACK
rcv ACK of SYN rcv SYN, ACK
snd ACK
CLOSE
snd FIN [ESTABUSHED}
CLOSE rcv FIN
y snd FIN snd ACK
FIN CLOSED
WAIT-1 L WAIT
—— rev FIN B
CLOSE
rev ACK of FIN snd ACK ond FIN

CLOSING

EFIN WAIT-2

rcv FIN
snd ACK

LAST—ACKJ

rcv ACK of FIN

CLOSED

rcv ACK of FIN

TIME WAIT w

Timeout=2MSL

Status Meaning
CLOSED Connection closed.
LISTEN Waiting for connection.
SYN SENT SYN sent in active status.
SYN RECEIVED SYN received and sent.
ESTABLISHED Already established.
CLOSE WAIT FIN received and waiting for completion.
FIN WAIT 1 Completed and FIN sent.
CLOSING Completed and exchanged FIN. Awaiting ACK.
LAST ACK FIN sent and completed. Awaiting ACK.
FIN WAIT 2 Completed and ACK received. Awaiting FIN.
TIME WAIT After closing, pauses twice the maximum segment life (2MSL).
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Appendix D
CIP Message Communications

This appendix describes CIP message communications.

The basic concepts of CIP message communications are described in this appendix from CIP Object on
page 381 through Example of CIP Message Creation on page 386. Read these sections to improve your
understanding of CIP message communications.

CIP Object
Object Model

In the CIP (Common Industrial Protocol) system, each device is modeled as a group of “Objects.” An Object
abstractly represents a related group of the device’s data values.

Device |

When accessing the device from the outside, access an Object.

An Object represents the abstracted device function, processing, and the resulting data.
A request from the outside of Object, such as Read Data, is called “Service.”

Data belonging to the Object is called “Attribute.”

The actual entity of Object is called “Instance” or “Object Instance.”

When Object is generalized, it is called “Class.” For example, “Japan” is one of Instances (Object Instances) of
Class “Nation.”

External request
(Example. Read, Write)

Attribute

Processing

| Object Instance |
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Terminology
In CIP specifications, “Object,” “Class,” “Instance,” “Attribute” and “Service” are defined as follows:
Term Meaning
Object An abstract representation of a particular component within a product.
Class A set of objects that all represent the same kind of system component. A class is a generalization of an

object. All objects in a class are identical in form and behavior, but may contain different attribute values.

Instance | A specific and real (physical) occurrence of an object. For example: New Zealand is an instance of the object
class Country. The terms Object, Instance, and Object Instance all refer to a specific Instance.

Attribute | A description of an externally visible characteristic or feature of an object. Typically, attributes provide status
information or govern the operation of an Object. For example: the ASCII name of an object; and the repeti-
tion rate of a cyclic object.

Service | A function supported by an object and/or object class. CIP defines a set of common services and provides for
the definition of Object Class and/or Vendor Specific services.

Specifying an Object Address (Request Path)

This is the basic concept involved in accessing an Object or Attribute.
Each Object Class has a “Class ID”.

There are two types of “Class ID”; one is standardized by ODVA and the other is decided independently by
each device vendor.

Each Object Instance also has ID. This is called “Instance ID.” Different Instance ID is assigned to each Object.
As for Object Class standardized by ODVA, Instance ID is given to it according to the ODVA method. On the
other hand, vendor's own Instance ID is decided independently by the vendor.

Each Attribute also has “Attribute ID.”

Each Object is accessed to by using “Class ID,” “Instance ID,” and “Attribute ID.”
In the device, you can designate Object by specifying these three IDs.

When requesting “Service,” you should specify “Class ID,” “Instance ID,” and “Attribute ID.” (Instance ID and
Attribute ID may not be required, depending on the Service.)

The “Class ID,” “Instance ID,” and “Attribute ID” identify a location in the device and are known as the request
path.

Class ID =2 Attribute 1

Attribute = 3 I

Attribute 2

Attribute 3

Attribute 4

Instance ID = 1 Instance ID = 1 I
Class ID =1 I
Device I
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Route Path
Route Path

In the CIP, unlike the internet protocol, the transmission frame contains a complete relay route from the trans-
mission node to the reception node. The described route is called the “route path.” The route path is described

as “EPATH type”

The basic concept of the route path is as follows:

First of all, specify a network port of the transmission node with the destination network, and specify a node
address (called the Link Address) on that network. For the relay node, similarly, specify a network port with the
destination network and node address on that network. Then, repeat the same procedure to the final destina-

tion.

X Y Z
Object B

Object A #1 #3 4o #1

Port-A Port-B Port-C Port-D

When sending data from X to Z.
Route Path = Port A: #3, Port C: #1

Send data from the network port of X (Port-A) to #3 on that circuit, and the data
reaches Y. Then, send it from the network port of Y (Port-C) to #1 on that circuit.
Through this procedure, the destination node Z can be designated.

Description by EPATH Type

In CIP, the EPATH type is used to describe the route path and request path.

With this method, the route path and request path are divided into segments and a value is assigned to each
segment, so the route path description shows the path to the final destination when the data segments are

joined together.
The segment includes the segment type information and the segment data.

|Segment 1 |Segment 2 |Segment 3 |Segment 4 | cees

Details of Segment Type

The interpretation method of a segment is included in the first 1 byte, which consists of two parts; a 3-bit “Seg-
ment Type” and a 5-bit “Segment Format”

| SegmentType| | Segment Format
7 6 5 4 3 2 1 0
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According to CIP Specifications, the Segment Type specifications are decided as follows:

Segment Type Description
7 6 5
0 0 0 Port Segment
0 0 1 Logical Segment
0 1 0 Network Segment
0 1 1 Symbolic Segment
1 0 0 Data Segment
1 0 1 Data Type
1 1 0 Data Type
1 1 1 Reserved

The specifications of Segment Format are different for each Segment Type.

The following sections describe Port Segment, Logical Segment, and Data Segment which are needed to use
the CIP message communications instructions.

Port Segment

The Port Segment is used to specify the path described above.

Extended Link

| Segment Type | Address Size Port Identifier
7 6 5 4 3 2 1 0
0[O0

Set the ID of the port in Port Identifier.

The Port Identifier is 4 bits, so it can have a value between 0 and 15. A port identifier of “0” is reserved and not
available. A port identifier of “1” indicates the backplane port.

A port identifier of “15” has a special meaning, which indicates that the size of Port Identifier is larger than
1 byte, and the 4-bit port identifier (15) is followed by 2-byte Port Identifier. The port identifier does not exceed
1 byte when using the EtherNet/IP Unit or built-in EtherNet/IP port, so this special case is not explained here.

Set the Extended Link Address Size to “1” when that port’s Link Address is larger than 1 byte.
The following diagram shows the Port Segment value when the Extended Link Address Size is set to “0”

Extended Link — X
Segment Type Address Size Port Identifier | | Link Address
7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0
ofofo0 0
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Specify the size of Link Address when the Extended Link Address Size is set to “1.” The following diagram
shows the Port Segment value in this case.

Extended Link . ) .
Segment Type Address Size Port Identifier | | Link Address Size
7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0
0|00 1 -
Link Address | = - - - - - o e e Link Address
7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0
N N I

Always set the Link Address to an even number of bytes. If there is an odd number of bytes, pad the Link
Address with “00” so that it has an even number of bytes.

Logical Segment

The Logical Segment is used to specify the request path.

| Segment Format Bits |

Segment Type | | Logical Type | | Logical Format|
7 6 5 4 3 2 1 0
0|01
Logical Type Description
4 3 2
0 0 0 Class ID
0 0 1 Instance 1D
0 1 0 Member ID
0 1 1 Connection Point
1 0 0 Attribute ID
1 0 1 Special (Do not use the logical addressing definition for the Logical Format.)
1 1 0 Service ID (Do not use the logical addressing definition for the Logical Format.)
1 1 1 Reserved
Logical Format Description
1 0
0 0 8-bit logical address
0 1 16-bit logical address
1 0 32-bit logical address
1 1 Reserved

The 32-bit logical address format is reserved and cannot be used.
The 8-bit and 16-bit logical address can be used for the Class ID and Instance ID, which specify the request
path.
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The 8-bit logical address can be used for the Attribute ID. Use the Attribute ID when requesting a Service of a
particular Object of a particular device.

Example of CIP Message Creation
Setting the Route Path

Port Number
The following description explains the network port, which is used to specify the route path. In the CJ2 Series,
the Backplane is also considered part of the network when specifying the Link Address.

CPU Unit
CJ2 (Not supported by CS1/CJ1 CPU Units.)

Each CPU Unit has one backplane port. By convention, the built-in port on a CJ2H-CPUGLI-EIP or a
CJ2M-CPU3L] CPU Unit functions as a CPU Bus Unit.

Port Port Number
Backplane 1

The Backplane port is the Backplane. CPU Unit communications routed through CPU Bus Units always travel
through the backplane.

EtherNet/IP Unit or CJ2 Built-in EtherNet/IP Port
The EtherNet/IP Unit has two ports. A CJ2 CPU Unit also has two built-in EtherNet/IP ports. One is a Back-
plane port and the other is an Ethernet port.

The Backplane port is the Backplane. Communications routed through the CPU Unit, a Special 1/0 Unit, or
another CPU Bus Unit always travel through the backplane.

Port Port Number
Backplane 1
Ethernet 2

Link Address

The Link Address is a node address on the network, which is used to specify the route path.

The method to set the Link Address is different for each network.

In the CS/CJ Series, the Backplane is also considered part of the network when specifying the Link Address.

Backplane
e CPU Bus Unit or Special I/0 Unit

In the CS/CJ Series, the base unit is recognized as a backplane port.
CPU Bus Units, such as the EtherNet/IP Unit, are also recognized as nodes on the backplane port.
The Link Address of a CPU Bus Unit on the Backplane is the “unit number + 10 hex.” For example, when
the unit number is 0, the Link Address is 10 hex. When the unit number is F, the Link Address is 1F hex.
The Link Address of a Special I/O Unit on the Backplane is the “unit number + 20 hex.” For example, when
the unit number is 0, the Link Address is 20 hex.

Network
* EtherNet/IP
The Ethernet port’s Link Address is described by the IP address.
The IP address must be described entirely in ASCII.
For example, IP address of 192.168.200.200 will be [31] [39] [32] [2E] [31] [36] [38] [2E] [32] [30] [30] [2E]
[32] [30] [30].
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Response Codes

General Status Code

The General Status Code is stored in the response data after execution of the CMND instruction has been

completed.
General Status Status Name Description of Status
Code (hex)
00 Success Service was successfully performed by the object specified.
01 Connection failure A connection related service failed along the connection path.
02 Resource unavailable | Resources needed for the object to perform the requested service were
unavailable.
03 Invalid parameter value | See Status Code 20 hex, which is the preferred value to use for this condition.
04 Path segment error The path segment identifier or the segment syntax was not understood by the
processing node. Path processing shall stop when a path segment error is
encountered.
05 Path destination The path is referencing an object class, instance or structure element that is
unknown not known or is not contained in the processing node. Path processing shall
stop when a path destination unknown error is encountered.
06 Partial transfer Only part of the expected data was transferred.
07 Connection lost The messaging connection was lost.
08 Service not supported | The requested service was not implemented or was not defined for this Object
Class/Instance.
09 Invalid attribute value | Invalid attribute data detected.
0A Attribute list error An attribute in the Get_Attribute_List or Set_Attribute_List response has a
non-zero status.
0B Already in requested The object is already in the mode/state being requested by the service.
mode/state
0oC Object state conflict The object cannot perform the requested service in its current mode/state.
oD Object already exists The requested instance of object to be created already exists.
OE Attribute not settable A request to modify a non-modifiable attribute was received.
OF Privilege violation A permission/privilege check failed.
10 Device state conflict The device's current mode/state prohibits the execution of the requested ser-
vice.
11 Reply data too large The data to be transmitted in the response buffer is larger than the allocated
response buffer
12 Fragmentation of a The service specified an operation that is going to fragment a primitive data
primitive value value, i.e. half a REAL data type.
13 Not enough data The service did not supply enough data to perform the specified operation.
14 Attribute not supported | The attribute specified in the request is not supported.
15 Too much data The service supplied more data than was expected.
16 Object does not exist | The object specified does not exist in the device.
17 Service fragmentation | The fragmentation sequence for this service is not currently active for this data.
sequence not in
progress
18 No stored attribute data | The attribute data of this object was not saved prior to the requested service.
19 Store operation failure | The attribute data of this object was not saved due to a failure during the
attempt.
1A Routing failure (request | The service request packet was too large for transmission on a network in the
packet too large) path to the destination. The routing device was forced to abort the service.
1B Routing failure The service response packet was too large for transmission on a network in
(response packet too | the path from the destination. The routing device was forced to abort the ser-
large) vice.
1C Missing attribute list The service did not supply an attribute in a list of attributes that was needed by

entry data

the service to perform the requested behavior.
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General Status

Status Name

Description of Status

Class and service
errors

Code (hex)

iD Invalid attribute value | The service is returning the list of attributes supplied with status information for

list those attributes that were invalid.

1E Embedded service An embedded service resulted in an error.

error

1F Vendor specific error A vendor specific error has been encountered. The Additional Code Field of
the Error Response defines the particular error encountered. Use of this Gen-
eral Error Code should only be performed when none of the Error Codes pre-
sented in this table or within an Object Class definition accurately reflect the
error.

20 Invalid parameter A parameter associated with the request was invalid. This code is used when a
parameter does not meet the requirements of this specification and/or the
requirements defined in an Application Object Specification.

21 Write-once value or An attempt was made to write to a write-once medium (e.g. WORM drive,

medium already written | PROM) that has already been written, or to modify a value that cannot be
changed once established.

22 Invalid Reply Received | An invalid reply is received (e.qg. reply service code does not match the request
service code, or reply message is shorter than the minimum expected reply
size). This status code can serve for other causes of invalid replies.

23-24 Reserved by CIP for future extensions

25 Key Failure in path The Key Segment that was included as the first segment in the path does not
match the destination module. The object specific status shall indicate which
part of the key check failed.

26 Path Size Invalid The size of the path which was sent with the Service Request is either not
large enough to allow the Request to be routed to an object or too much rout-
ing data was included.

27 Unexpected attribute in | An attempt was made to set an attribute that is not able to be set at this time.

list

28 Invalid Member ID The Member ID specified in the request does not exist in the specified Class/
Instance/Attribute.

29 Member not settable A request to modify a non-modifiable member was received.

2A Group 2 only server This error code may only be reported by DeviceNet group 2 only servers with

general failure 4K or less code space and only in place of Service not supported, Attribute not
supported and Attribute not settable.

2B-CF Reserved by CIP for future extensions

DO-FF Reserved for Object This range of error codes is to be used to indicate Object Class specific errors.

Use of this range should only be performed when none of the Error Codes pre-
sented in this table accurately reflect the error that was encountered.
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Example of Additional Status in case that General Status Is 01 Hex.
(Status of Connection Manager Object)

General Status

Additional

Explanation

(hex) Status (hex)

01 0100 Connection in Use or Duplicate Forward Open.

01 0103 Transport Class and Trigger combination not supported

01 0106 Ownership Conflict

01 0107 Connection not found at target application.

01 0108 Invalid Connection Type. Indicates a problem with either the Connection Type or Prior-
ity of the Connection.

01 0109 Invalid Connection Size

01 0110 Device not configured

01 0111 RPI not supported. May also indicate problem with connection time-out multiplier, or
production inhibit time.

01 0113 Connection Manager cannot support any more connections

01 0114 Either the Vendor Id or the Product Code in the key segment did not match the device

01 0115 Product Type in the key segment did not match the device

01 0116 Major or Minor Revision information in the key segment did not match the device

01 0117 Invalid Connection Point

01 0118 Invalid Configuration Format

01 0119 Connection request fails since there is no controlling connection currently open.

01 011A Target Application cannot support any more connections

01 011B RPI is smaller than the Production Inhibit Time.

01 0203 Connection cannot be closed since the connection has timed out

01 0204 Unconnected Send timed out waiting for a response.

01 0205 Parameter Error in Unconnected Send Service

01 0206 Message too large for Unconnected message service

01 0207 Unconnected acknowledge without reply

01 0301 No buffer memory available

01 0302 Network Bandwidth not available for data

01 0303 No Tag filters available

01 0304 Not Configured to send real-time data

01 0311 Port specified in Port Segment Not Available

01 0312 Link Address specified in Port Segment Not Available

01 0315 Invalid Segment Type or Segment Value in Path

01 0316 Path and Connection not equal in close

01 0317 Either Segment not present or Encoded Value in Network Segment is invalid.

01 0318 Link Address to Self Invalid

01 0319 Resources on Secondary Unavailable

01 031A Connection already established

01 031B Direct connection already established

01 031C Miscellaneous

01 031D Redundant connection mismatch

01 031F No connection resources exist for target path

01 0320-07FF Vendor specific
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Priority/Time Ticks and Time Out Ticks

Format of the Priority/Time Tick

Time tick Base value (ms) Maximum time-out time (ms) that can be set
in the time out ticks
0000 hex 1 255
0001 hex 2 510
0010 hex 4 1,020
0011 hex 8 2,040
0100 hex 16 4,080
0101 hex 32 8,160
0110 hex 64 16,320
0111 hex 128 32,640
1000 hex 256 65,280
1001 hex 512 130,560
1010 hex 1,024 261,120
1011 hex 2,048 522,240
1100 hex 4,096 1,044,480
1101 hex 8,192 2,088,960
1110 hex 16,389 4,177,920
1111 hex 32,768 8,355,840
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Command code Function name Remarks
MRC SRC
04 03 RESET
05 01 CONTROLLER DATA READ
06 01 CONTROLLER STATUS READ
08 01 INTERNODE ECHO TEST
02 BROADCAST TEST RESULTS READ
03 BROADCAST DATA SEND
21 02 ERROR LOG READ
03 ERROR LOG CLEAR
27 20 PING ---
30 FINS/TCP CONNECTION REMOTE NODE | ---
CHANGE REQUEST
31 FINS/TCP CONNECTION STATUS READ | ---
50 IP ADDRESS TABLE WRITE
57 IP ADDRESS WRITE
60 IP ADDRESS TABLE READ
61 IP ROUTER TABLE READ
62 PROTOCOL STATUS READ
63 MEMORY STATUS READ
64 SOCKET STATUS READ
65 ADDRESS INFORMATION READ
67 IP ADDRESS READ
28 01 EXPLICIT MESSAGE SEND
10 CIP UCMM MESSAGE SEND
RESET

Resets the EtherNet/IP Unit or built-in EtherNet/IP port.

Command Block

04103

;v_/
Command code

Response Block

0403

N

Command Response

code code
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Precautions
* No response will be returned if the command ends normally. A response will be returned only if an error
occurs.

* In some cases, send requests (SEND(192)/RECV(193) instructions) made from the PLC to the EtherNet/
IP Unit or built-in EtherNet/IP port just before execution of the RESET command may not be executed.

* Applications that use TCP/IP, such as FINS/TCP communications services, are closed immediately before
resetting.

Response Codes

Response code Description
1001 Command too large

CONTROLLER DATA READ

Reads the following data from the EtherNet/IP Unit or built-in EtherNet/IP port: Model number, version, IP
address, subnet mask, FINS UDP port number, mode settings, Ethernet address.

Command Block

I
05 01
|

;V_/
Command code

Response Block

| |
05|01 20 byte 20 byte 4 byte 4 byte 6 byte
I I | |
;V__V_A A
A4 A4
Command Response Model number Version IP address ~ Subnet  FINS UDP Mode Ethernet address
code code mask  port number  setting

Model number, Version (Response)

The model number and version of the EtherNet/IP Unit or built-in EtherNet/IP port are returned as ASCII char-
acters occupying 20 bytes each (i.e., 20 characters each). If all bytes are not used, the remaining bytes will be
all spaces (ASCII 20 Hex).

Example Model: CS1W-EIP21, CJ1W-EIP21, CJ2B-EIP21, or CJ2M-EIP21

Example Version: V2.00
By convention, the model number of the built-in EtherNet/IP port on a CJ2H-CPULII-EIP CPU Unit is CJ2B-
EIP21.

By convention, the model number of the built-in EtherNet/IP port on a CJ2M-CPU3L] CPU Unit is CJ2M-EIP21.

IP_ Address, Subnet Mask (Response)

The IP address and subnet mask of the EtherNet/IP Unit or built-in EtherNet/IP port are returned as 4 bytes
each.

FINS UDP Port Number (Response)
The UDP port number of the EtherNet/IP Unit or built-in EtherNet/IP port for FINS is returned as 2 bytes.
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Mode Setting (Response)

The mode setting in the system setup is returned.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

A Y 4 4 N
L Bit 1: Broadcast setting

Bits 2 and 3: IP address conversion method
Bit 4: UDP port number setting for FINS
Bit 5: TCP port number setting for FINS/TCP
Bit 8: Transmission speed (baud rate)
Bit 9: SNTP server specification method

Broadcast Address Setting

Bit 1 Meaning
0 Broadcast with host number set to all ones (4.3BSD specifications)
1 Broadcast with host number set to all zeroes (4.2BSD specifications)

Communications Partner IP Address Conversion Method Setting

Bit3 | Bit2 Meaning
0 0 Automatic generation method (dynamic)
0 1 Automatic generation method (static)
1 0 IP address table reference method
1 1 Combined method (IP address table reference + automatic generation
(dynamic))
FINS/UDP Port Number Setting
Bit 4 Meaning
0 Default (9600)
1 Unit Setup value

FINS/TCP Port Number Setting

Bit 5 Meaning
0 Default (9600)
1 Unit Setup value

Baud Rate Setting

Bit 8 Meaning
0 Automatic detection
1 Fixed

SNTP Server Specification Method

Bit9 Meaning
0 IP address
1 Host name

Ethernet Address (Response)
The Ethernet address of the EtherNet/IP Unit or built-in EtherNet/IP port is returned.

Note This Ethernet address is listed on the label on the side of the EtherNet/IP Unit or (for a built-in EtherNet/
IP port), on the CPU Unit.
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Response Codes
Response code Description
0000 Normal end
1001 Command too large
Reads the controller status.
Command Block
T
06 01
l
;V_/
Command code
Response Block
T T
06 01 2 byte 4 byte 4 byte 4 byte 4 byte 4 byte
l l
Command Response Communications Total number  Total number Total number Total number Total number
code code status 3 of of of of of
packets received receive errors packets sent send errors send collisions
Parameters
Communications Status 3 (Response)
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Bit 2: EtherNet/IP basic setting error
Bit 3: IP address table error
Bit 4: IP router table error
Bit 6: Routing table error
Bit 9: EtherNet/IP advanced setting error
Bit 10: BOOTP server error
Bit 11: SNTP server error
Bit 14: Address mismatch
Bit 15: Non-volatile memory error
Ethernet Basic Setting Error
Bit 2 Meaning
0 No error
1 An error (such as an invalid IP address) was detected during the validity check of parameters related to the
TCP/IP Interface Object and Ether Link Object.

IP Address Table Error

Bit 3 Meaning
0 No error
1 Error detected (More than 32 records, invalid IP address, or invalid FINS node address).
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IP Router Table Error

Bit 3 Meaning
0 No error
1 Error detected (More than 8 records, or invalid IP address).

Routing Table Error

Bit 6 Meaning
0 No error
1 Error detected in routing table check.

Ethernet Advanced Setting Error

Bit 9 Meaning
0 No error
1 An error was detected during the validity check of vendor-specific parameters for the TCP/IP Interface

Object and Ether Link Object.

BOOTP Server Error

Bit 10 Meaning
0 No error
1 Error detected. (A time-out occurred during communications with the BOOTP server).

SNTP Server Error

correct, or communications with the SNTP server timed out.)

Bit 10 Meaning
0 No error
1 Error detected. (The setting of the host specification (IP address or host name) of the SNTP server is not

Address Mismatch

than the last byte of the local IP address is non-zero.)

Bit 14 Meaning
0 No error
1 Error detected. (The address conversion method was set for automatic generation, but the last eight bits of

the local IP address does not match the local node address (FINS node address), or the host section other

Non-volatile Memory Error

Bit 15 Meaning
0 No error
1 Error detected. (The non-volatile memory’s service life has expired, or the memory has failed).

Total Number of Packets Received (Response)

The total number of packets received by the EtherNet/IP Unit or built-in EtherNeV/IP port is returned.

Total Number of Receive Errors (Response)

The total number of packet errors detected while the EtherNet/IP Unit or built-in EtherNet/IP port was receiving

is returned.
The following types of error are detected:

e Short packet errors

* Alignment errors

* CRC errors

* Frame length errors (received frame: 1,515 bytes or more)
e Communications controller overflow errors
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Total Number of Packets Sent (Response)

The total number of packets sent by the EtherNet/IP Unit or built-in EtherNet/IP port is returned.

Total Number of Errors Sent (Response)

The total number of packet errors detected while the EtherNet/IP Unit or built-in EtherNet/IP port was sending
is returned.

Total Number of Send Collisions (Response)

Returns the number of packets damaged by 16 collisions with data from other nodes during EtherNet/IP Unit or
built-in EtherNet/IP port transmissions.

Precautions

Counting of the total number of packets received, total number of receive errors, total number of packets sent,
total number of errors sent, and total number of send collisions is discontinued when the counted value
reaches the maximum value.

Response Codes

Response code Description
0000 Normal end
1001 Command too large

INTERNODE ECHO TEST

Performs an echoback test (internode communications test) between specified nodes.

Command Block

i
08 01 1,998 bytes max.
] e
;V_A v J
Command Test data
code

Response Block

I I T
08 01 1,998 bytes max.
] ] S
;V__V_A v J
Command Response Test data
code code
Parameters

Test Data (Command, Response)

This command specifies the data to be sent to the specified nodes. Up to 1,998 bytes can be specified. The
response sends back data identical to the data specified in the command. An abnormality is assumed if the
data returned in the response differs from the test data sent.

Precautions

* The test destination node is the destination node specified in the CMND(194) instruction operands.

* Always specify the unit address of the EtherNet/IP Unit or built-in EtherNeVt/IP port in the CMND(194)
instruction.
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Response Codes

Response code Description
0000 Normal end
1001 Command too large
1002 Command too small (No test data)

BROADCAST TEST RESULTS READ

Reads the results (number of times data received) of the broadcast test.

Command Block

I
08 02
|

Command
code

Response Block

I I I
08 02
| | |
"
Command Response Times
code code received
Parameters

Times Received (Response)

The number of times the data has been received normally during the broadcast send test is returned as a

hexadecimal number. The number of times received is cleared each time the result is read.

Response Codes

Response code Description
0000 Normal end
1001 Command too large
BROADCAST DATA SEND

Sends test data simultaneously to all nodes on the network.

Command Block

I
08 03 1,460 bytes max.
]
v J
Command Test data
code
Parameters

Test Data (Command)

This command specifies the data to be sent to the specified nodes. Up to 1,460 bytes can be specified.
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Precautions

* No response is made to this command.

* When using this command, set the FINS header parameters (or the control data for the CMND(194)
instruction) as follows:

Destination node address: FF (broadcast data)
Destination unit address: FE (EtherNeV/IP Unit or built-in EtherNet/IP port)
Response/no response flag: 1 (no response)

ERROR LOG READ
Reads the error log.

Command Block

I I I
21 02
] ] ]
;V__V__V_J
Command Beginning  Number
code record of
number records

Response Block

I I I I I
21 02 10 bytes 10 bytes

| | | | |

H__V__V__V__V__V_J
Command Response Maximum  Number Number Errorlogdata ~ -ecceccecca- Error log data
code code number of stored of
of stored records records
records
Parameters

Beginning Record Number (Command)

The first record to be read. The first record number can be specified in the range between 0000 and 003F (0 to
63 decimal) where 0000 is the oldest record.

Number of Records (Command, Response)

The number of records to read is specified between 0001 and 0040 (1 to 64 decimal) in the command. The
response returns the actual number of records read.

Maximum Number of Stored Records (Response)

Indicates the maximum number of records that can be stored in the error log. The maximum number of error
log records depends on the model of CPU Unit or CPU Bus Unit being used. In an EtherNet/IP Unit or built-in
EtherNeV/IP port, the maximum number of stored records is fixed at 40 (64 decimal).

Number of Stored Records (Response)

The number of records stored at the time the command is executed is returned.

Error Log Data (Response)

The specified number of error log records from the beginning record number is returned sequentially. The total
number of bytes in the error log is calculated as the number of records x 10 bytes/record. Each error log record
thus comprises 10 bytes, configured as follows:
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1st byte 10th byte
I

Error code Detailed Minutes Second Day Hour Year Month
information

Error Code, Detailed Information
Details of the error stored in the record. Refer to 14-4-4 Error Log Error Codes for details.

Minute, Second, Day, Hour, Year, Month
Indicate the time at which the error stored in the record occurred.
Precautions

e If the error log contains fewer records than the number specified in the number of records parameter, all
records stored in the error log at the time the command is executed will be returned and the command exe-
cuted will end normally.

Response Codes

Response code Description
0000 Normal end
1001 Command too large
1002 Command too small
1103 Beginning record number is out of range
110C The number of read records is 0.

ERROR LOG CLEAR

Clears the error log for the EtherNet/IP Unit or built-in EtherNet/IP ports, and resets the number of stored
records to 0.

Command Block

I
21 03
|
;V_J

Command code

Response Block

I I
21 03
| |

Command Response
code code

Response Codes

Response code Description
0000 Normal end
1001 Command too large

PING

Performs processing equivalent to a UNIX computer's PING command (see below).
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Command Block

I I I I I
27 20
| | | | |

Command Destination IP address ~ Timeout
code value

Response Block

I I
27 20
| |
—r
Command Response
code code

Parameters

Destination IP Address (Command)

The IP address (in hexadecimal) of the destination node for the PING command echo request packet.

Timeout Value (Command)

The wait time for the echo reply packet. The value is set in seconds. The timeout time is set at 20 seconds if the
value is specified as 0. If the echo reply packet is not received within the set time limit, the code for a timeout
error will be set as the results storage response code.

Remarks

PING Command

The PING command runs the echoback test using the ICMP protocol. When the PING command is executed,
an echo request packet is sent to the remote node ICMP. Correct communications are confirmed when the
returned response packet is received normally. The echo reply packet is automatically returned by the remote
node ICMP.

Response Codes

Response code Description
0000 Normal end (echo reply received from the remote node)
0205 Timeout error
1001 Command too large
1002 Command too small
1100 Zero destination address
220F PING command currently being executed
2211 High traffic at Unit; cannot execute service.

FINS/TCP CONNECTION REMOTE NODE CHANGE REQUEST

Requests a remote node change for the FINS/TCP connection.

The default destination IP address in a connection in which the EtherNet/IP Unit or built-in EtherNet/IP port is
used as a client is the destination IP address set under the FINS/TCP Tab Page in the Unit Setup. By sending
this command to the EtherNet/IP Unit or built-in EtherNet/IP port, the destination IP address for the specified
connection can be changed to another IP address.

Remote node changes can be made only for connection numbers specified as FINS/TCP clients in the Unit
Setup.
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Command Block

27

30

Command FINS/TCP

code

Remote IP Remote TCP

connection No. address port number

Response Block

27

30

N

Command Response

code

code

Parameters
FINS/TCP Connection No. (Command)

Specifies, in two bytes, the FINS/TCP connection number (1 to 16) for which the change is to be made.

Remote IP Address (Command)

Specifies the remote node’s IP address (must be non-zero) in hexadecimal.

Remote Port Number (Command)

Specifies the remote TCP port number (must be non-zero) with this command.

Response Codes

Response code Description

0000 Normal end

0105 Node address setting error
Local IP address setting error

0302 CPU Unit error; execution not possible.

1001 Command too large

1002 Command too small

1100 Connection number not set from 1 to 16
Remote IP address setto 0
Remote TCP port number set to 0

2230 Connection already established with specified remote node

2231 Specified connection number not set as FINS/TCP client in
Unit Setup

2232 Remote node change processing for specified connection
numper aborted because change request received during pro-
cessing

FINS/TCP CONNECTION STATUS READ

Reads the FINS/TCP connection status.

Command Block

27

31

Command FINS/TCP
connection No.

code
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Response Block

I I I I I I I I I I I I
27 31
| | | | | | | | | | | |

Remote TCP TCP transition
port number

Remote IP
address

Local TCP
port number

Command Response FINS/TCP Connection Local IP address

code code connection service
No.

Parameters
FINS/TCP Connection No. (Command, Response)

Command: Specifies, in two bytes, the FINS/TCP connection number (1 to 16) for which the status is to be
read.

Response: Specifies the FINS/TCP connection number (1 to 16) for which the status was read.

Connection Service (Response)

Specifies the service that is being used for the FINS/TCP connection as a number.
0003: FINS/TCP server
0004: FINS/TCP client

Local IP Address (Response)
Specifies the IP address for the local node in hexadecimal.

Local TCP Port Number (Response)
Specifies the TCP port number for the local node.

Remote IP Address (Response)

Specifies the IP address for the remote node in hexadecimal.

Remote TCP Port Number (Response)
Specifies the TCP port number for the remote node.

TCP Transitions (Response)
Specifies the TCP connection status using the following numbers.
For details on TCP status changes, refer to Appendix C TCP Status Transitions.

Number Status Meaning
00000000 |CLOSED Connection closed.
00000001 |LISTEN Waiting for connection.
00000002 |SYN SENT SYN sent in active status.
00000003 |SYN RECEIVED |SYN received and sent.
00000004 | ESTABLISHED Already established.
00000005 |CLOSE WAIT FIN received and waiting for completion.
00000006 | FIN WAIT 1 Completed and FIN sent.
00000007 | CLOSING Completed and exchanged FIN. Awaiting ACK.
00000008 |LAST ACK FIN sent and completed. Awaiting ACK.
00000009 |FIN WAIT 2 Completed and ACK received. Awaiting FIN.
0000000A | TIME WAIT After closing, pauses twice the maximum seg-

ment life (2MSL).
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Response Codes

Response code Description
0000 Normal end
0105 Node address setting error
Local IP address setting error
0302 CPU Unit error; execution not possible.
1001 Command too large
1002 Command too small
1100 Connection number not set from 1 to 16

IP ADDRESS TABLE WRITE

Writes the |IP address table.

Command Block

I I
27 50 6 bytes 6 bytes
] ]
;V__V_/_V_}
Command  Number IPaddress ~ TTTTTTTTTOTT IP address
code of records  table records table records

Response Block

I I
27 50
| |

Command Response
code code

Parameters

Number of Records (Command)

The number of records to write is specified in hexadecimal between 0000 and 0020 (0 to 32 decimal) in the
command. If this value is set to 0, the IP address table will be cleared so that no records are registered.

IP_Address Table Records (Command)

Specify the IP address table records. The number of records specified must be provided. The total number of
bytes in the IP address table records is calculated as the number of records x 6 bytes/record. The configuration
of the 6 bytes of data in each record is as shown in the following diagram.

1 6 bytes
I I I I

00

FINS node IP address
number

FINS Node Address
Node address for communications via the FINS command (hexadecimal).

IP Address
IP address used by TCP/IP protocol (hexadecimal).

Precautions

* The registered IP address table will not be effective until the PLC or EtherNet/IP Unit or built-in EtherNet/IP
port is restarted.
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* An error response will be returned if the IP address conversion method in the system mode settings is set

for automatic generation on the FINS/UDP Tab Page of the Unit.

Response Codes

Response code Description

0000 Normal end (echo reply received from the remote node)

1001 Command too large

1002 Command too small

1003 The number of records specified does not match the sent data
length.

110C The number of records is not between 0 and 32.
The FINS node address is not between 1 and 126
The IP address is 0.

2307 IP address conversion method is set for automatic generation.

Write the local IP address and the subnet mask in the CPU Bus Unit System Setup.

Command Block

T T T T T T T
27 57
| | | | | | |

v \4
Command IP address Subnet mask
code

Response Block

T T
27 57
| |

Command Response
code code

Parameters
IP_ Address (Command)

Specify the local IP address of the EtherNet/IP Unit or built-in EtherNet/IP port using 4 pairs of 2-digit hexadec-
imal numbers in the range 00.00.00.00 to FEFFE.FF.FF (0.0.0.0 to 255.255.255.255 decimal). Specify 0.0.0.0 to

enable the local IP address set in the allocated DM Area words.

Example: 150.31.2.83
N —

96 1F 02 53
| | |

Subnet Mask (Command)

Specify the local IP address of the EtherNeV/IP Unit or built-in EtherNet/IP port using 4 pairs of hexadecimal

numbers in the range 00.00.00.00 to FF.FF.FF.FF (0.0.0.0. to 255.255.255.255 decimal).

Example: 255.255.255.255

I I I
FF FF FF 00
| | |
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Response Codes

Response code Description
0000 Normal end
1001 Command too large
1002 Command too small
Precautions

* The local IP address and subnet mask set by this command are written to the CPU Bus Unit System Setup
for the EtherNet/IP Unit or built-in EtherNet/IP port.

* The new local IP address and subnet mask settings will become effective when the PLC or EtherNet/IP
Unit or built-in EtherNet/IP port is restarted.

IP ADDRESS TABLE READ

Reads the IP address table.

Command Block

I I
27 60
| |

Command Number of
code records

Response Block

I I I I I

27 60 6 bytes 6 bytes
] ] ] ] ]

B e e e —— —
Command Response Maximum  Number Number IP address ~ eecceccecaa- IP address
code code number of stored  of records table records table records
of stored records
records
Parameters

Number of Records (Command, Response)

The number of records to read is specified between 0000 and 0020 (0 to 32 decimal) in the command. If this
value is set to 0, the number of stored records is returned but the IP address table records are not returned.
The response returns the actual number of records read.

Maximum Number of Stored Records (Response)

The maximum number of records that can be stored in the IP address table is returned. The maximum number
of stored records is fixed at 0020 (32 records).

Number of Stored Records (Response)

The number of IP address table records stored at the time the command is executed is returned as a hexadec-
imal number.

IP_Address Table Records (Response)

The number of IP address table records specified in the number of records parameter is returned. The total
number of bytes in the IP address table records is calculated as the number of records x 6 bytes/record. The
configuration of the 6 bytes of data in each record is as shown in the following diagram.
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1 6 bytes
I I I I
00
] ] ] ]
R e —
FINS node IP address

number

FINS Node Address
Node address for communications via the FINS command (in hexadecimal).

IP Address
IP number used by TCP/IP protocol (in hexadecimal).

Precautions

e If the IP address table contains fewer records than the number specified in the number of records parame-
ter, all the records contained in the IP address table when the command is executed will be returned and
the command execution will end normally.

* An error response will be returned if the IP address conversion method in the system mode settings is set
to the automatic generation method on the FINS/UDP Tab Page of the Unit.

Response Codes

Response code Description
0000 Normal end
1001 Command too large
1002 Command too small
2307 IP address conversion method is set to the automatic genera-
tion method.

IP ROUTER TABLE READ

Reads the IP router table.

Command Block

I I
27 61
] ]
—r

Command  Number
code of records

Response Block

I I I I I
27 61 8 bytes 8 bytes

| | | | | -

H__V__V__V__V__V_J _V_J
Command Response Maximum  Number Number IProuter ... IP router
code code number of stored  of records  table records table records
of stored records
records
Parameters

Number of Records (Command, Response)

The number of records to read is specified between 0000 and 0008 (0 to 8 decimal) in the command. If this
value is set to 0, the number of stored records will be returned but the IP router table records will not be
returned. The response returns the actual number of records read.
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Maximum Number of Stored Records (Response)

The maximum number of records that can be stored in the IP router table is returned. The maximum number of
stored records is fixed at 0008 (8 records).

Number of Stored Records (Response)
The number of IP router table records stored at the time the command is executed is returned in hexadecimal.

IP Router table Records (Response)

The number of IP router table records specified in the number of records parameter is returned. The total num-
ber of bytes in the IP router table records is calculated as the number of records x 8 bytes/record. The configu-
ration of the 8 bytes of data in each record is shown below.

1 8 bytes

\ A J

M 4
IP Network address Router IP address
(Network ID)

IP Network Address
The network ID from the IP address in hexadecimal. The network ID part corresponding to the address class
(determined by the leftmost 3 bits) set here, is enabled.

Router IP Address
The IP address (in hexadecimal) of a router connected to a network specified with IP addresses.
Precautions

If the IP router table contains fewer records than the number specified in the number of records parameter, all
the records contained in the IP router table when the command is executed will be returned and the command
execution will end normally.

Response Codes

Response code Description
0000 Normal end
1001 Command too large
1002 Command too small

PROTOCOL STATUS READ

Reads the protocol status or the EtherNet/IP Unit or built-in EtherNet/IP port.

Command Block

I
27 62
|

Command
code

Response Block

I I
27 62 48 bytes 184 bytes 184 bytes 12 bytes
A A A J
\' \' \4 \4 \4 \4
Command Response IP status ICMP status TCP status UDP status
code code
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Parameters

IP Status (Response)

Twe
valu
1.
2.
3.

10.
11.
12.

Ive types of IP status information occupying 4 bytes each are returned in the following sequence. Each
e is returned as an 8-digit hexadecimal value.

Total number of IP packets received.

The number of IP packets discarded due to an error with the checksum in the packet header.

The number of IP packets discarded because the received packet was larger than the overall packet length
value in the packet header.

The number of IP packets discarded because the minimum size of the IP header data could not be stored
in the first short buffer (See note.) when an attempt was made to store the packet.

The number of packets discarded for one of the following reasons:
The IP header length value in the IP header was smaller than the smallest size of the IP header.

The size of the first short buffer (See note.) was smaller than the IP header length value in the IP header
when storing the packet.

The number of IP packets discarded because the IP header length was larger than the overall packet length
value in the packet header.

The number of fragmented packets received.

The number of received fragmented IP packets discarded because a queue for reassembly could not be
secured.

The number of fragmented IP packets discarded because they could not be reassembled within 12 seconds
after being received.

Always 0.
The number of packets addressed to other networks that have been discarded.
Always 0.

Note Refer to MEMORY STATUS READ on page 411 for details on the short buffer.

ICMP Status (Response)

Ten

types (46 items) of ICMP status information occupying 4 bytes each are returned in the following

sequence. Each value is returned as an 8-digit hexadecimal value.

1.

408

The number of times the ICMP error routine was called. The ICMP error routine uses ICMP packets to inform
the source about errors. The routine is called when an illegal packet is received (error in IP option processing
or error in relay processing) or if the object port does not exist when using UDP.

Always 0.
Always 0.

Total number of outputs of each packet type during ICMP output. The 19 statistical values are returned in
the order shown below. Contents are defined for 13 types only; all other types contain 0. Only #0, #3, #14,
#16, and #18 are counted by the EtherNet/IP Unit or built-in EtherNet/IP port.

#0 #1 #2 #3 #4 #5 #15 | #16 | #17 | #18

4 bytes>
Type number Description

#0 Echo reply
#1, #2 Undefined, always 0
#3 Destination unreachable
#4 Source quench
#5 Routing redirect
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Type number Description
#6, #7 Undefined, always 0
#8 Echo
#9, #10 Undefined, always 0
#11 Time exceeded
#12 Parameter problem
#13 Time stamp
#14 Time stamp reply
#15 Information request
#16 Information request reply
#17 Address mask request
#18 Address mask reply

5. The number of received ICMP packets discarded because the type-indication code was out of range.

6. The number of received ICMP packets discarded because the overall packet length value in the packet
header was smaller than the minimum ICMP packet length.

7. The number of received ICMP packets discarded because of an incorrect checksum value in the packet

header.

8. The number of received ICMP packets discarded because the ICMP header length value in the packet head-
er did not match the lengths of individual header types.

9. The number of responses returned to received ICMP packets requiring a response.

10. Total number of inputs of each packet type during ICMP input. The 19 statistical values are returned in the
order shown below. Contents are defined for 13 types only; all other types contain 0.

TCP Status (Response)

#0 #1 #2 #3 #4 #5 #15 | #16 | #17 | #18
4 byte;
Type number Description
#0 Echo reply
#1, #2 Undefined, always 0
#3 Destination unreachable
#4 Source quench
#5 Routing redirect
#6, #7 Undefined, always 0
#8 Echo
#9, #10 Undefined, always 0
#11 Time exceeded
#12 Parameter problem
#13 Time stamp
#14 Time stamp reply
#15 Information request
#16 Information request reply
#17 Address mask request
#18 Address mask reply

Three types (46 items) of TCP status information occupying 4 bytes each are returned in the following
sequence. Each value is returned as an 8-digit hexadecimal value.

1) Connection Information (60 Bytes)

Fifteen items are returned in the following sequence:
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© o Nk~

10.
11.

12.

13.
14.
15.
2)S
Ten

© N O~ b=

9.
10.

The number of times active connections were correctly established.

The number of times a SYN packet was received while waiting to establish a passive connection.
The number of times active or passive connections were correctly established.

The number of times an established connection was cut off.

The number of times the connection wait status was cut off.

The number of times protocol control blocks or other actively allocated structures were released.
The number of segments for the round-trip time (time from segment transmission to ACK).

The number of times the round-trip time was changed.

The number of times a delayed acknowledgement (ACK) was sent. If the order of the received segments is
reversed, ACK is sent with a packet of data separate from ACK (response to input data, etc.) or is immedi-
ately sent with the ACK for other data.

The number of times the connection was cut off because no ACK was returned after several resend at-
tempts.

The number of times no ACK was returned within the resend timer set time. (The resend timer sets the max-
imum time limit between the data being output and ACK being returned.)

The number of times no window advertisement is received within the time set on the duration timer. (The
duration timer sets the maximum time limit for a window advertisement to be received if the transmission
window is smaller than necessary and the resend timer is not set. If no window advertisement is received
within the time limit, the number of segments permitted by the transmission window are sent. If the trans-
mission window is set to 0, a window probe (1 octet of data) is sent before the timer restarts.)

The number of times no segment was sent or received within the time set on the hold timer.
The number of times the hold packet is resent. (Always 0.)

The number of times the hold packet is sent without response before the connection is cut off.
end Information (40 Bytes)

information items are returned in the following sequence:

The total number of packets sent.

The number of data packets sent.

The number of data bytes sent.

The number of data packets resent.

The number of data bytes resent.

The number of ACK packets sent.

The number of window probes (1 octet of data) sent.

The number of emergency data packets sent. (Always 0.)
The number of window advertisement packets sent.

The number of control packets (SYN, FIN, RST) sent.

3) Receive Information (84 Bytes)

Twe

ok, wDn =

410

nty-one information items are returned in the following sequence:

The total number of packets received.

The number of packets received continuously.

The number of bytes received continuously.

The number of received packets discarded due to an incorrect checksum.

The number of packets discarded because the TCP header was smaller than the minimum size for a TCP
header or was larger than the IP packet.

The number of packets discarded because the TCP header and IP header could not be stored in the first
short buffer.

The number of resent packets received.
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8. The number of bytes in the resend packets.

9. The number of duplicated resend packets received.

10. The number of bytes in the duplicated resend packets received.

11. The number of out-of-range data packets received. (Always 0.)

12. The number of bytes in the out-of-range data packets received. (Always 0.)

13. The number of packets where the data was larger than the window.

14. The number of bytes in the packets where the data was larger than the window.
15. The number of packets received after closing.

16. The number of window probe packets received.

17. The number of resent ACK packets received.

18. The number of ACK packets received with no data set.

19. The number of ACK packets received.

20. The number of ACK packets received for received transmission acknowledgements (ACK).
21. The number of window advertisement packets received.

UDP Status (Response)

Three items of UDP information occupying 4 bytes each are returned in the following sequence. Each value is
returned as an 8-digit hexadecimal value.

1. The number of packets discarded because the size of the first short buffer was smaller than the minimum
size (28) of the IP header and UDP header when the packet was stored.
2. The number of packets discarded due to an incorrect checksum in the UDP header.

3. The number of packets discarded because the IP overall length in the IP header was shorter than the UDP
overall length in the UDP header.

Precautions

All the above values are set to 0 if network operation stops due to incorrect settings in the system setup.

Counting will be stopped when a count reaches the maximum value. The maximum values are as follows:
IP, ICMP, or UDP status: 7FFFFFFF (2,147,483,647 decimal)
TC status: FFFFFFFF (4,294,967,295 decimal)

Response Codes

Response code Description
0000 Normal end
1001 Command too large

MEMORY STATUS READ

Reads the status of the network memory for the EtherNet/IP Unit or built-in EtherNet/IP port. The network
memory contains 2,991 bytes that are used as required as for communications buffers for communications ser-
vicing. The network memory consists of 23,928 short buffers (128 bytes each) and 64 long buffers (1,024 bytes
each).

Command Block

27 (63

—
Command
code
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Response Block

I I
27 63 92 bytes
] ]
;V__V__V_}
Command Response  Memory status
code code

Parameters
Memory Status (Response)

A total of 23 data items in six areas are returned in the following order. Each item consists of 4 bytes.
1) Short Buffer Application: Two items are returned (8 bytes).

1. The number of short buffers currently being used.
2. The number of short buffers in the system (fixed at 23,928 decimal).
2) Short Buffer Application by Type: Thirteen items are returned (52 bytes).

The number of short buffers used for storing communications data

The number of short buffers used for protocol headers (TCP, UDP, IP, ICMP, ARP)
The number of short buffers used in socket structures

The number of short buffers used as protocol control blocks

The number of short buffers used for routing tables

Not used (always 0)

Not used (always 0)

The number of short buffers used for IP fragment re-assembly queue headers
9. The number of short buffers used for storing socket addresses

10. Not used (always 0)

11. The number of short buffers used for storing socket options

12. The number of short buffers used for storing access rights

13. The number of short buffers used for storing interface addresses

3) Long Buffer Application: Two items are returned (8 bytes).

© Nk b~

1. The number of long buffers currently being used.

2. The number of long buffers in the system (fixed at 64 decimal).

4) Not Used: Always 0. (4 bytes)

5) Network Memory Application: Two items are returned (8 bytes).

1. The number of bytes used (in K bytes)
2. The percentage used
6) Memory Exhaustion Log (12 bytes)

Counts for the following values indicate a high load on the EtherNet/IP Unit or built-in EtherNet/IP port. These
high loads may be caused by problems in communications, particularly FINS communications and UDP sock-
ets. If these values are consistently high, check your applications.

1. The number of times an attempt was made to secure a short buffer without WAIT when there were no short
buffers available.

2. The number of times an attempt was made to secure a short buffer with WAIT when there were no short
buffers available.

3. The number of times an attempt was made to release and secure a short buffer already being used by an-
other socket when there were no short buffers available.
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Precautions

All the above values are set to 0 if Ethernet communications functions are stopped due to improper settings in
the system setup.

These values are cleared when the EtherNet/IP Unit or built-in EtherNet/IP port is started or reset. Values will
be counted only until the maximum values are reached.

Response Codes

Response code Description
0000 Normal end
1001 Command too large

SOCKET STATUS READ

Reads the network socket status of the EtherNet/IP Unit or built-in EtherNet/IP port.

Command Block

I
27 64
|

;V_J
Command
code

Response Block

I I
27 64 32 bytes 32 bytes
| |

Command Response  Socketstatus ~ ~7TTTTTTTTTTT Socket status

code code

Parameters
Socket Status (Response)

Returns eight types of information in records of 32 bytes each. A maximum of 62 records can be returned. The
format of each record is shown below.

Protocol (4 bytes)
The protocol used for the socket is returned as a number.
00 00 00 06: TCP; 00 00 00 11: UDP

Receive Queue (4 bytes)
The number of bytes in the reception queue.

Send Queue (4 bytes)
The number of bytes in the send queue.

Local IP Address (4 bytes)
The local IP address allocated to the socket.

Local Port Number (4 bytes)
The local port number allocated to the socket.

Remote IP Address (4 bytes)
The remote IP address allocated to the socket.
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Remote Port Number (4 bytes)
The remote port number allocated to the socket.

TCP Transitions (4 bytes)

The TCP connection status is returned as one of the numbers shown in the following table. Refer to Appendix

C TCP Status Transitions for a diagram of transitions.

Appendix E

Number Stage Status
00 00 0000 |CLOSED Closed.
00000001 [LISTEN Waiting for connection.
00000002 |SYN SENT SYN sent in active status.
00 00 00 03 [SYN RECEIVED |[SYN received and sent.
00 00 00 04 |ESTABLISHED | Already established.
00 00 00 05 |CLOSE WAIT Received FIN, waiting to close.
00 00 00 06 |FIN WAIT 1 Completed and FIN sent.
00 00 00 07 | CLOSING Completed and exchanged FIN. Awaiting ACK.
00 000008 |LAST ACK FIN sent and completed. Awaiting ACK.
00 00 00 09 |FIN WAIT 2 Close completed and ACK received. Awaiting FIN.
00 00 00 OA | TIME WAIT After closing, pauses twice the maximum segment life (2MSL).
Precautions

All the above values are set to 0 if Ethernet communications functions are stopped due to improper settings in

the system setup.

Response Codes

Response code

Description

0000

Normal end

1001

Command too large

ADDRESS INFORMATION READ

Reads FINS node addresses and IP addresses

Command Block

I
27 65
|

;V_J
Command
code

Response Block

I I I
27 65
| | |

6 bytes

Address
information

Number
of addresses

Command Response
code code

Parameters
Number of Addresses (Response)

Returns the number of pairs of FINS node addresses and IP addresses. With the EtherNet/IP Unit or built-in
EtherNeVIP port, this value is always 0001 (1 decimal).
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Address Information

Returns the FINS node addresses and IP addresses. Each pair requires 6 bytes and has the following configu-
ration.

1 6 bytes
I I I I
00

] ] ] ]

FINS node IP address
number

FINS Node Address
Node address set in the EtherNet/IP Unit or built-in EtherNet/IP port (hexadecimal).

IP Address
IP address set in the EtherNet/IP Unit or built-in EtherNet/IP port (hexadecimal).

Response Codes

Response code Description
0000 Normal end
1001 Command too large

IP ADDRESS READ

Reads the local IP address and subnet mask in the CPU Bus Unit System Setup and the FINS node address.
The values read with this command, however, are not necessarily the settings actually used for operation. The
settings that are actually used for operation can be confirmed using CONTROLLER DATA READ (page 392)
and ADDRESS INFORMATION READ (page 414).

This command is supported for CJ-series EtherNet/IP Units only.

Command Block

I
27 67
|

Command
code

Response Block

I I I I I I I I I I
27 67 00
] ] ] 1| ] ] ] ] ] ]
—A A
Command Response Number of

code code addresses FINS
node number

\4 \4
IP address Subnet mask

Parameters

Number of Addresses (Response)

The number of sets of FINS node addresses, |IP addresses, and subnet masks being returned. The EtherNet/
IP Unit or built-in EtherNet/IP port is always 0001 (1 decimal).

FINS Node Address (Response)

Node address set on the EtherNet/IP Unit or built-in EtherNet/IP port (hexadecimal).
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IP_Address (Response)

The local IP address set in the CPU Bus Unit System Setup for the EtherNet/IP Unit or built-in EtherNeV/IP port
is returned in order starting from the leftmost bytes in hexadecimal. If the local IP address set in the allocated
words in the DM Area is enabled, 0.0.0.0 is returned.

Subnet Mask (Response)

The subnet mask set in the CPU Bus Unit System Setup for the EtherNet/IP Unit or built-in EtherNet/IP port is
returned in order starting from the leftmost bytes in hexadecimal.

Response Codes

Response code Description
0000 Normal end
1001 Command too large

EXPLICIT MESSAGE SEND

Sends a explicit request message to the specified object, and receives a response.

The rightmost 8 bits of the remote (destination) IP address are used as the remote MAC ID, and the remote IP
address is the network ID of the local IP address + the rightmost 8 bits of the remote IP address.

Command Block

\ \ [
28 01 468 bytes max.
\ \ \

[Y r NN
Command Class ID Instance ID Service Data
code Service Code

Destination node address

Response Block

\ \ \
28 01 | 00 00 498 bytes max.
\ \ \
4 | —
Command End Number of Service Data
code code bytes received Service Code

Destination node address (remote node)

Response Codes

Response code Description

0000 Normal end

0101 The local node’s network has not started up.

0105 Local node setting error (A BOOTP errors occurs, and the IP
address is undetermined.)

0106 Duplicate address error

0201 The remote node’s network has not started up.

0204 Remote node busy, cannot send.

0205 No response returned from remote node. Monitoring timer
timed out.

1001 Command length exceeds maximum command length.

1002 Command length is less than minimum command length.

1004 Command block format does not match.

1005 Header error
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Response code Description
110B Response length exceeds maximum response length.
2211 Unit is busy.
Description

For details, refer to EXPLICIT MESSAGE SEND (28 01) on page 241 in 9-1-1 Sending Explicit Messages

Using CMND(490).

CIP UCMM MESSAGE SEND

Sends a message in the CIP message (UCMM) format.

Command Block

I I I
2810 hex
\ \ \

Command Transport Message monitoring
code ID tim

er
502 bytes max. >

I R R R R !7
U T IS N A S R
\f/ A —
Request bus size Request data
(variable length) (variable length)

Request bus size
Service code

Response Block

I I I I
2810 hex | 0000 hex
\ \ \ \

Command End Transport Number of
code code ID bytes received

502 bytes max. ———»

00 | 00 | 00 ‘ ‘
hex | hex | hex

A .
Service response data
(variable length)

Reserved
General status
Reserved
Service code (response)

Response Codes

Response code Description
0000 Normal end
0101 The local node’s network has not started up.
0106 Duplicate address error
0201 The remote node’s network has not started up.
0204 Remote node busy, cannot send.
0205 No response returned from remote node. Monitoring timer timed out.
1001 Command length exceeds maximum command length.
1002 Command length is less than minimum command length.
1004 Command block format does not match.
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Response code

Description

1005

Header error

110B Response length exceeds maximum response length.
2211 Unit is busy.
Description

For details, refer to CIP UCMM MESSAGE SEND (28 10) on page 236 in 9-1-1 Sending Explicit Messages

Using CMND(490).
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This section explains the EDS file management functions used in the Network Configurator.

Installing EDS Files

Appendix F
EDS File Management

Note Using Windows Vista or Windows 7
Is recommended that you start the Network Configurator from Run as administrator when you install an
EDS file in the Network Configurator. If the EDS file is installed on a Network Configurator that is started
in any other way, Windows security user management will cause the installed EDS file to not be recog-
nized when you log in using a different user account. You can run the Network Configurator as the

administrator by using the fo

1. Select the Network Configurator from the Start Menu, and then right-click.

llowing procedure.

2. Select Run as administrator from the pop-up menu that is displayed.

Windows Photo Gallery

Open

do

Update
Run as adm

Accessories

@ MNetwork Conflomm

EDS File - Install

The Network Configurator can support new devices if the proper EDS files are installed.

Extras and Upgrades Openfile location
Games Pin to Start Menu
IMaintenance Add to Quick Launch
OMRON
X-One Restore previous versions
& C-One Auto Upg Send o N
| Release Motes
CX-Configuratorf Cut
CX-Integrator Copy
CX-Programmer
CH-Simulater B
Intreduction Guid Rename
Metwork Configur

Properties

ninistrator

To install the EDS file, use the following procedure.

1. Select EDS File and Install.

The following window will be displayed.

Install EDS File

Look in: | I3 Eds v .:) b
[E3raar DRT141 eds: IGIMV-PDRTZ eds
=] 3G3FY-RORTL-5N ods 3G3IPV-RDRTI-SINV1 .ods
| 363FY-PORTL-SINV1 eds 3GIPV-PDRTZ,eds
=) 363FY-PORT2.2ds 3G3RY-P105TE-DRT-E.ad
| 363MY-PORTL-SIN 2ds 3GIRY-PORTZ.eds
=) 363MY-PORTL-SINY1 eds 3GEF7-DRMZ1 eds
<
File name:
Files of pe: | Electionic Dats Shest(” eds) v
Device Information
Vendor :
Device Type -
Product Mams -
Revision :

EIX]
. @

s =

2. The device information will be displayed on the bottom of the window when the EDS file is selected.
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3. Select the EDS file to be installed and click the Open Button.
Next, select the icon file (*.ico), and the EDS file will be added to the Hardware List.
If the EDS file already exists, the new EDS file will overwrite the previous one.
If the hardware versions are different, an EDS file will be added to the Hardware List for each version.

Creating EDS Files
EDS File - Create

The EDS files are required by the Network Configurator in order to create a network configuration. To create an
EDS file, use the following procedure.

1. Select EDS File - Create.

2. Set the device information and 1/O information.
The device information can be obtained from the device on the network if the network is online.

3. The device can be added to the Hardware List as a new device, just like installing an EDS file.

Note Device parameters cannot be set with the Network Configurator's EDS file creation function. Obtain a
proper EDS file from the manufacturer of the device to make device parameter settings for the device.

Deleting EDS Files
EDS File - Delete

To delete an EDS file, use the following procedure.

1. Select the device from the Hardware List.

2. Select EDS File - Delete.
The following confirmation window will be displayed.

Network Configurator

(] CI1W-EIPZ1 Rev 1 will be deleted.
L3 oK?

3. Click the Yes Button.
The selected device will be deleted from the Hardware List together with the EDS file.

Saving EDS Files
EDS File - Save

To save the EDS file, use the following procedure.

1. Select the device from the Hardware List.

2. Select EDS file - Save As.
The following window will be displayed to specify the name of the folder where the EDS file will be saved
and the name of the EDS file.
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Save EDS File E3)
Save e | 03 Eds ~ Q¥ E-
[E3FaaM DRT141 eds: IGIMV-PORTZ, eds ==
5| 363FY-PORT1-5IN eds =) saapv-PORT1-SINV1 eds ==
=] 363FY-PORTL-SINY1 eds =) 363pv-pOR T2 0ds =
= 363F¥-PORTZ.2ds |2 scarv-P105TE-DRT-E.eds =]
=) 363MY-PDRTL-5TN 2ds =) 363Rv-PORT2 005 = e
| 363MY-PORTL-SINV1 eds =) sceF7-DRMZ1 eds Ece
< ¥
Save as tupe: | Electionic Data Sheet* eds) v
Device Information
Wendor
Device Type :
Product Mame :
Revision:

3. Input the folder and file names and click the Save Button The EDS file will be saved.

Searching EDS Files
EDS File - Search

To search the devices (EDS files) displayed in the Hardware List, use the following procedure.

1. Select EDS file - Find.
The following window will be displayed.

Find EDS File

Find what:

Cancel

[] Match case

2. Input the character string and click the Find Next Button.
3. When there is a matching device found, the cursor will move to that position.
4. To quit the search operation, click the Cancel Button.

Note (1) The device will be found if it is located below the present cursor position.

(2) To search all the devices, select Hardware in the Hardware List before performing the search pro-
cedure.

Displaying EDS File Properties
EDS File - Property

To display the properties of the EDS file, use the following procedure.

1. Select the desired hardware (device) from the Hardware List.
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2. Select EDS File - Property.

The following window will be displayed.

CJW-EIP21 Rev 1 Property 3]

General

.‘ CITW-EIFZ1

Description :
Create Date :
Modify Date :

Revision :

Vendor
Device Type -
Product Cade :
Fevision:

Catalog

CJ1W-EIP21 EDS File
05-13-2006 00:00:00
05-13-2006 00:00:00
1.0

Omran Comaration
Commurications Adapter
il

1.01

| Cioss |

The time and date that the EDS file was created will be displayed, along with the device information.
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Appendix G
Precautions for Using Windows XP, Vista, or
Windows 7

Changing Windows Firewall Settings

Better firewall security for Windows XP (SP2 or higher), Windows Vista, and Windows 7 has increased the
restrictions for data communications on Ethernet ports. When using an EtherNet/IP connection*1 to one of the
following PLCs from an Ethernet port on a computer, you must change the settings of the Windows Firewall to
enable using CX-Programmer or Network Configurator communications.

Applicable PLCs:
e CJ2H-CPUL-EIP/CJ2M-CPU3[]

* CS1W/CJ1W-EIPLIC]
*1 CX-Programmer

* An EtherNet/IP connection includes the following cases:
* An online connection with the network type set to EtherNet/IP

¢ An automatic online connection to a PLC on an EtherNet/IP network when Auto Online - EtherNet/IP
Node Online is selected from the PLC Menu

Network Configurator
* A connection made by selecting Option - Select Interface - Ethernet I/F

Note Windows Firewall is mainly designed to prevent inappropriate access from external devices (e.g., via the
Internet). The changes to the Windows Firewall settings described in this document enable EtherNet/IP
connections to be used by the CX-Programmer. If the same computer is being used on a company net-
work or other network, confirm that the changes will not create security problems before proceeding with
the changes. The changes described in this document are required only when you connect using Ether-
NeVt/IP through an Ethernet port. No changes are necessary if you are connecting through any other
port, such as a USB port.

Changing Windows Firewall Settings
Windows XP

1. When you attempt to connect the CX-Programmer or Network Configurator to a PLC on an EtherNet/IP net-
work through an Ethernet port, the Windows Security Alert Dialog Box will be displayed.

2. Click the Unblock Button.

Do you want to keep blocking this program?

@ Mame: Main executable of CX-Programmer
Publisher: OMROM Corporation

KeepBlacking |[ [ | [ sk Me Later

An EtherNet/IP connection will be accepted from CX-Programmer or Network Configurator and EtherNet/
IP connections will be enabled in the future as well.

Windows Vista or Windows 7

Use the following procedure to change the settings before attempting to connect from the CX-Programmer or
Network Configurator.
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The User Account Control Dialog Box may be displayed during this procedure. If it appears, click the Continue
Button and continue with the procedure.

1. Select Control Panel from the Windows Start Menu and change the display to Classic View.

AT - E
qulL‘, » Control Panel »

Name

‘Control Panel Home

» Classic View =
'i
e atd
Add
Hardware

2. Open the Administrative Tools and select Windows Firewall with Advanced Security from the dialog box that
is displayed.

(3 Task Scheduler

nY

AP Windows Firewall with Advanced Security |

3. Select Inbound Rules under Windows Firewall with Advanced Security on Local Computer on the left side
of the Windows Firewall with Advanced Security Dialog Box.

@ Windows Firewall with Advanced Security
File Action | View | Help
=0 EE
g + ith Advance

3 Inbound Rules

2% Luthound Rules & -
4 . . Wit
®w Connection Security Rules

. B Monitering

4. Select New Rule under Inbound Rules in the Actions Area on the right side of the dialog box.

Actions
Inbound Rules -

3 MewRule.

5. Make the following settings for each step in the New Inbound Rule Wizard Dialog Box, clicking the Next But-
ton to move between steps.

Rule Type Select Custom.

Program Select All Programs.

Protocol and Ports Select ICMPv4 as the protocol type.
Protocol type: | ICMPw4 - \
Protocol number: =

Scope Select Any IP address for everything.

Action Select Allow the connection.

Profile Select Domain, Private, and Public.

Name Enter any name, e.g., Omron_EIP.

6. Click the Finish Button. The rule that you defined will be registered in the Inbound Rules (e.g., Omron_EIP).
Close the Windows Firewall with Advanced Security Dialog Box.

Marme Group

v I

7. When you attempt to connect the CX-Programmer or Network Configurator to a PLC on an EtherNeV/IP net-
work through an Ethernet port, the Windows Security Alert Dialog Box will be displayed.

8. Click the Unblock Button.
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| Keep blacking I | £ Unblock "

An EtherNet/IP connection will be accepted from CX-Programmer or Network Configurator and EtherNet/
IP connections will be enabled in the future as well.

425



Precautions for Using Windows XP, Vista, or Windows 7 Appendix G

426



Appendix H
Setting Example for Using Tag Data Links
with the CJ2M

The maximum link data size per node for tag data links with built-in EtherNet/IP ports on CJ2M-CPU3[] CPU
Units depends on the unit version.

Use the following setting examples as reference.

Correct Tag Data Link Setting Examples
Setting Example 1

Maximum link data size per node (total size
of all tags): 640 words (1,280 bytes)

CJ2M-CPU3L] CJ2M-CPU3L]
CJ2H-CPULIL-EIP (unit version 2.1) (unit version 2.0)

1 1
320 words (640 bytes) 71320 words (640 bytes)| |
1

1

1

| 1

320 words (640 bytes) 1320 words (640 bytes)| |
\ i

20 words (40 bytes)

Maximum link data size per node (total size
of all tags): 640 words (1,280 bytes)

1
| | 20 words (40 bytes) :
! 1
20 words (40 bytes) 1 1 20 words (40 bytes) : Maximum data size per
1
1

connection: 20 words (40 bytes)

1

I

1
1 0
20 words (40 bytes) 1 l—_l': 20 words (40 bytes) |,
I

Il
|

Setting Example 2

Maximum link data size per node (total size
of all tags): 640 words (1,280 bytes)

CJ2m-CPU3] CJ2Mm-CPU3]
Cl2H-CPULID-EIP (unit version 2.1) (unit version 2.0)

\

300 words (600 bytes) : 300 words (600 bytes)| |
1 ! Maximum link data size per node (total size
1 of all tags): 640 words (1,280 bytes)

300 words (600 bytes) ‘I‘ 300 words (600 bytes)
1
1
1
1
1
|

’
T 20 words (40 bytes) '
1 1
:‘ 20 words (40 bytes) : Maximum data size per
1 I

1

l

20 words (40 bytes)

1
1
1
1
1
%
1
I
20 words (40 bytes) ;

connection: 20 words (40 bytes)
20 words (40 bytes) |——— — 20 words (40 bytes)

1
1 1
20 words (40 bytes) —r: 20 words (40 bytes) : 1
R I

427



Setting Example for Using Tag Data Links with the CJ2M Appendix H

Incorrect Tag Data Link Setting Examples
Setting Example 1

Exceeds the maximum data size per
CJ2M-CPU3L] CJ2M-CPU3L] connection (20 words (40 bytes)).

CJ2H-CPUT-EIP (unit version 2.1) (unit version 2.0)

30 words (60 bytes) _—l 30 words (60 bytes) ﬁe !l 30 words (60 bytes) |

Setting Example 2

Exceeds the maximum link data size per node
(total size of all tags) (640 words (1,280 bytes)).

CJ2m-CPU3] CJ2M-CPU3L]

CJ2H-CPULI-EIP (unit version 2.1) (unit version 2.0)

320 words (640 bytes)

Maximum data size per
connection: 20 words (40 bytes)

320 words (640 bytes)

U A
©
]
<3
2
S
o
@
>
=
S
o
=3
@
@2

X X

20 words (40 bytes)
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7-segment display, 25

A

Adjust Time field, 326, 328
alternate DNS server, 54

applications
precautions, Xxvi
Auto Adjust Time field, 326, 327
Auto Adjust Time Tab, 326, 327
automatic clock adjustment
Automatic Clock Adjustment Switch, 328
errors
error codes, 328
error log, 328
SNTP, 328
overview, 324
procedure, 325
requirements, 324
settings, 326
specifications, 325
Auxiliary Area
related data, 88

Backup Tool, 336
bandwidth usage

relationship to packet interval (RPI), 263
baud rate, 55, 268

ClJ-series, 15, 16

CS-series, 14
bits

Automatic Clock Adjustment Switch, 328
boots

recommended models, 29
BROADCAST DATA SEND, 397
broadcast test

command, 397

reading results, 397
BROADCAST TEST RESULTS READ, 397
buffers, 377, 411
bye command, 303, 308, 312

Index

C

cables
connections, 44
installation, 43

precautions, 41
cd command, 303, 308, 310
cdup command, 303, 308
CIDR, 3, 94
CIO Area

allocations, 70

CIP, 3, 381

CIP communications services, 6

CIP message communications., 381
cleaning, 332

close command, 303, 308, 312
CMND(490) instruction, 190, 220, 224

commands
FTP commands, 308

communications
high traffic conditions, 232
message communications, 187, 233

message communications errors, 195
communications cables, xxvii
Communications Port Enabled Flags, 226
Communications Port Error Flags, 226
communications specifications, 17
Communications Status 1 Flags, 77
Communications Status 2 Flags, 79
Communications Status 3 Flags, 79
communications test, 65
component names, 22
connecting to the FTP server, 304

connection
setting, 141

Connections settings (Edit All Connections), 144
Connections Tab, 141

connectors (modular plug)
recommended models, 29

Contact Output Units
precautions, 43

control bits, 71

CONTROLLER DATA READ, 392
CONTROLLER STATUS READ, 394
CPU Bus Units

precautions, Xxviii
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creating a tag set, 127 E

creating tag sets, 127
EC Directives, xxviii

Edit Parameters, 52, 61
EDS file management, 419

creating tags, 128
crimp terminals, xxvii
current consumption
CJ-series, 15, 16 EDS files, 10, 419
CS-series, 14 creating, 420
CX-Integrator, 46 installing, 419
creating routing tables, 208
CX-Programmer, 8, 46
connecting to PLC, 211

saving, 420
searching, 421

electromagnetic fields, xxvi

EM File Memory, 315
using, 315

cyclic communications
required settings, 35
EMC Directives, xxviii

EMI Standard, xxviii

D EMS Standard, xxviii
Datalink Tool, 57 EPATH type, 383
default gateway, 54 error codes
delays table of error codes, 365
message service delays, 294 error flags

delete command, 303, 308, 312 Target Node PLC Error Flags, 73, 87

Device Monitor function, 340 error log

clearing, 364
codes, 365
overflow, 364

device parameters
clearing, 176

editing, 127
& specifications, 364

ERROR LOG CLEAR, 399

devices
registering, 125
DHCEP client computer, 102
DHCP service
automatic IP address setting by DHCP service, 102

error log function, 364
ERROR LOG READ, 398

error processing, 339

dimensions errors
CJ-series, 15, 16, 19, 20 automatic clock adjustment, 328
CS—series, 14’ 19, ’ controller status, 394
b b

. error log
dir command, 303, 308, 309 .
clearing, 399
reading, 398

error messages, 313

distance
ClJ-series transmission distance, 15, 16

transmission distance, 14

flags

DM Area FINS communications, 394

allocations, 83 message communications, 194, 195
DNS server, 54 Ethernet communications

automatic clock adjustment addresses

errors, 328 reading from Unit, 392

DNS Tab, 326 network parameters, 375
domain name, 55 parameters, 375, 377
downloading tag data link parameters, 168 Ethernet Connectors, 44
dynamic changes of remote IP address Ethernet Units

prohibiting, 99 reading status, 411

EtherNet/IP Datalink Tool, 57
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EtherNet/IP Unit Features, 2
EtherNet/IP Units

resetting, 391
ETN11-compatible mode, 99
explicit message communications, 187, 233
explicit message communications service, 106, 108
explicit messages

list of PLC object services, 249

receiving, 248

sending, 234
sending using CMND(490), 243

F

FALS instruction, xxv
FINS communications, 233

overview, 8

specifications, 199, 220

testing, 399
FINS communications service, 106, 107
FINS communications services, 94
FINS message communications, 187, 190
FINS node address

relationship to IP address, 94, 105
FINS response codes

troubleshooting with response codes, 371
FINS/TCP, 202

communications, 204

connection numbers, 203

connection status, 204

features, 202

frame format, 203

procedure, 205

TCP port number, 203
FINS/TCP communications method, 100
FINS/TCP Connection Status Flags, 81
FINS/UDP, 200

frame format, 200

procedure, 201

UDP port numbers, 201
FINS/UDP and FINS/TCP

comparison, 199
FINS/UDP communications methods, 96
FinsGateway, 215
flags

Error Flags, 394

FTP Status Flag, 314
FTP, 3, 62, 302

FTP server

application examples, 307
commands, 308

bye, 312

cd, 310

close, 312

delete, 312

dir, 309

get, 311

Is, 309

mdelete, 312

mget, 311

mput, 311

open, 308

put, 311

pwd, 310

quitting, 312

type, 311

user, 309
connecting, 304, 308
data type, 311
displaying current directory, 310
file types, 303
protection, 303
protocol, 303
quitting, 312
See also Memory Cards
specifications, 303
status, 314

FTP Status Flag, 314
full duplex, 55

G

gateway
default gateway, 54

general specifications, 14
get command, 303, 308, 311, 320

Get the time information from the SNTP server field, 326,
327

global address, 106
GMRP, 30

H

half duplex, 55

high communications traffic
preventing, 232

host name, 54
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Host name field, 326, 327

I/O allocations
CIO Area, 70
DM Area, 83
I/0 memory address, 116
I/O response time, 283
I/0 tables
creating, 46
overview, 46
ICMP communications
status, 408
IGMP snooping, 30
importing, 136
indicators, 24
using LED indicators for troubleshooting, 347
initial settings, 34
installation, 33
cable connections, 44
location, xxvi
mounting Unit to PLC, 38
precautions, 41
INTERNODE ECHO TEST, 396
internode test
command, 396
IP address, 54, 92
automatic generation, 95
automatic generation (dynamic), 96

automatic generation (static), 97

automatic IP address setting by DHCP service, 102

combined method, 98
determining IP addresses, 92
global address, 106

IP address table method, 95, 97
private address, 106

prohibiting dynamic changes of remote IP address, 99

relationship to FINS node address, 94, 105

responding to computers with changed IP address, 102

IP Address Display/Setting Area, 83
IP Address field, 326, 327
IP ADDRESS TABLE READ, 405

IP addresses
allocating, 92
configuration, 92
IP communications
IP addresses
reading from Units, 392

reading tables, 405
IP router tables

reading, 406
status, 408

IP ROUTER TABLE READ, 406

L

ladder programming for tag data links, 183

LED indicators, 24
using for troubleshooting, 347

link setting (baud rate), 55
local network table, 207

locking devices

precautions, xxvii
Login field, 306
Low Voltage Directive, xxviii

Is command, 303, 308, 309

M

maintenance, 332
maximum tag data link I/O response time, 286
mdelete command, 303, 308, 312
memory allocation, 68
Memory Card, 334
restoring data, 335
Memory Cards, 303, 315
deleting files, 312
displaying directories, 309
See also FTP server
transferring files from host, 311

transferring files to host, 311
MEMORY STATUS READ, 411
message communications, 7, 233

errors, 194

specifications, 193
message communications functions, 187

message communications service
required settings, 35

mget command, 303, 308, 311
mkdir command, 303, 308

mode settings

reading from Unit, 392
mounting procedure, 39
mput command, 303, 308, 311
MS indicator, 24
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multicast communications, 114

multicast filter, 30

N

beginning word of allocated CIO Area, 70

network

devices required for constructing a network, 4

network configuration file
reading, 178
saving, 177

Network Configurator, 121
connecting to the network, 161
Device Monitor function, 340
requirements, 10
starting, 121
TCP/IP settings, 55

Network Configurator overview, 10

network devices

recommended devices, 29

networks
network memory, 411

network parameters, 375
Node Address Setting Switch, 28

node addresses
setting, 36, 37

noise, Xxvi
Contact Output Units, 43
reducing, 41

nomenclature and functions, 22
Normal Target Node Flags, 81, 86
NS indicator, 24

o)

online editing, xxv
open command, 303, 308

operating environment

precautions, Xxvi

P

packet interval (RPI)
relationship to bandwidth usage, 263
setting, 262

Password field, 306

PCMR(260) instruction, 227

PING, 399

PING command, 65

PLC object services, 249
Port No. field, 306, 326, 327

port numbers
UDP port
reading from Unit, 392

power supply, xxvi
precautions, Xxvii

precautions, xxiii
applications, xxvi
Contact Output Units, 43
general, Xxiv
handling, 40
installation, 41
operating environment, XxXvi
power supply, xxvii
safety, xxiv
wiring, 44

preferred DNS server, 54

private address, 106

Programming Console, 46

Programming Devices
connecting, 46
CX-Net, 46
CX-Programmer, 46

Programming Console, 46
PROTOCOL STATUS READ, 407

protocols
FTP server, 303
reading status, 407

put command, 303, 308, 311, 320
pwd command, 303, 308, 310

Q

QosS, 30
quit command, 303, 308, 312

R

radioactivity, xxvi

receiving explicit messages, 248
recommended network devices, 29
recommended products, 41

RECV(098) instruction, 190, 220, 223
accessible data areas, 221
delays, 297
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refresh cycle, 268 ClJ-series general specifications, 15, 16
Register Device List, 141 communications specifications, 17
Registered Target Node Flags, 81, 85 CS-series general specifications, 14
FINS communications, 220

FTP server, 303

message communications, 193

registering devices, 125, 141
relay tables, 207

rename command, 303, 308 Network Configurator, 10

replacing a Unit, 332 startup procedure, 34

replacing Units static electricity, xxvi

precautions, xxvil precautions, xxvii

restoring data from the Memory Card, 335

status
Retry timer field, 326, 328 reading memory status, 411
rmdir command, 303, 308 reading protocol status, 407
route path, 383 reading socket status, 413
routing tables, 207 status flags for tag data links, 186
precautions, xxviii subnet mask, 93
relay network table, 207 subnet masks, 54
setting examples, 209 reading from Unit, 392
switch
S Node Address Setting Switch, 28
switching hub
safety precautions, Xxiv connection methods, 42
SEND(090) instruction, 190, 220, 222 environment precautions, 42

accessible data areas, 221 functions, 30

delays, 294 precautions when selecting, 30
2

. .. recommended models, 29
sending explicit messages, 243

switching hub types, 29
SYSMAC BUS/2, 220

SYSMAC LINK, 220

Server specification type field, 326, 327
Setup Tab, 306
seven-segment Display, 25

seven-segment display
error status, 347, 351, 353, 355, 358 T

short-circuits

tag data link parameters
downloading, 112, 168
setting, 112

precautions, xxvii
Simple Backup Function, 333
SNMP, 3, 64
SNMP trap, 64

uploading, 171
verifying, 172
SNTP, 3, 63, 324 Tag Data Link Start Bit, 72

SNTP server Tag Data Link Stop Bit, 72

automatic clock adjustment .
38 tag data links

er.ro.r > . . checking bandwidth usage, 269
obtaining clock information, 324

SOCKET STATUS READ, 379, 413

data areas, 116
delay time, 265

sockets functions, 115
reading status, 413 I/0 response time, 283
TCP sockets ladder programming, 183
status, 379 maximum I/O response time, 286
testing communications, 399 overview, 112
specifications, 14 required settings, 35
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specifications, 115

status flags, 186
tag data links (cyclic communications), 6
tag set, 116

tag sets
creating, 127

Target Node PLC Error Flags, 73, 87
Target Node PLC Operating Flags, 73, 87

TCP communications
sockets
status, 379
status, 409

TCP status transitions, 379
TCP/P, 52

terminal blocks, xxv
timeout errors, 371

timers, 377

to, 61

troubleshooting, 368

twisted-pair cable
recommended models, 29

twisted-pair cables

precautions, 41
type command, 303, 308, 311

U

unicast communications, 114
unit numbers

setting, 36, 37
Unit replacement, 332
unit setup, 4, 61
Unit Status 1 Flags, 73
Unit Status 2 Flags, 75
Unregister Device List, 142
uploading tag data link parameters, 171
user command, 303, 308, 309
user name

specifying, 309
User Settings Area, 85
using FTP commands, 308

\'

verifying tag data link parameters, 172

W

wiring

precautions, 44
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Revision History

A manual revision code appears as a suffix to the catalog number on the front cover of the manual.

Cat. No. W465-E1-06

Revision code

The following table outlines the changes made to the manual during each revision. Page numbers refer to the
previous version.

Revision code Date Revised content
01 June 2007 Original production
02 July 2008 Added information for CJ-series CJ2 CPU Units and for new unit version 2.0 func-
tions.
03 December 2008 | Added the CJ-series CJ2 CPU Units (CJ2H-CPULILI).
04 December 2009 | Added information on methods to create connections and heartbeats.

Greatly changed the structure of sections 1 and 2.

Added and improved information on communications performance and communica-
tions load in section 10.

Made changes accompanying a new version of the Network Configurator (V3.10).
05 February 2010 | Added the CJ-series CJ2M CPU Units (CJ2M-CPU3LJ).

06 October 2010 Added information on functions for unit version 2.1 of the CJ-series CJ2M CPU Units
(CJ2M-CPU3BL).
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